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Aim of FINSENY Task 1.4 on Regulation

Understand how regulation in both energy and

telecommunications is moving in Europe as a

whole and in selected countries, and how the
FINSENY use cases might be impeded or
encouraged by regulatory developments

Report on Regulatory Issues and Recommendations
(D1.7, March 2013, Restricted report)
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Motivation and Scope Iy

Motivation for regulatory work in FINSENY

Technical research needs to be aware of the
Influence of regulation on market and technology
development

Policy makers and regulators need to understand the
iIndustry perspective in order to develop effective
regulatory frameworks

Scope

Examine regulatory issues in ICT, in line with
FI-PPP focus on Future Internet

Key focus on regulatory issues in the Energy domain

Obijective is to identify key issues, not to design a
regulatory framework
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Approach Iy
“InseN
Research combined hypothesis-led investigation with
more open-ended exploration
Research sources included
Publicly available information

Involvement from all FINSENY scenario work
packages through a questionnaire and discussions

Primary research with EUTC members (utility
companies) and other contacts

Participation in the FI-PPP Working Group on
Policy, Regulation and Governance (WG-PRG)
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Definitions of Regulation Iy

To regulate is...
To control by rule, or to subject to restrictions
To apply regulations as a means of implementing
policy

To regulate is also...

To maintain a state of (dynamic) stability by being
able to adapt to changing circumstances

The regulatory framework (in the first sense) needs to
allow regulatory mechanisms (in the second sense)
to maintain the dynamic stability
of the energy system
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What is Regulation For? 0s

Energy regulation is designed to
deliver energy security in a low carbon future

whilst protecting consumers and ensuring
competitiveness

to underpin sustainable economic prosperity
and social stability/cohesion

Regulation in telecommunications focuses on ensuring
effective competition and consumer protection

The ultimate motivation for regulation should be to
ensure that the regulated system remains able to fulfil
Its purposes, in changing circumstances,
over the short and long term

0

Dr. Roger Duck EUTC 7 SEVENTH FRAMEWORK

PROGRAMME





Market Structure, Regulatory Focus

Market structure
Critical aspect of the regulatory framework
Tends to be taken for granted, once established

The EC has encouraged unbundling of the Energy
value chain through a series of Directives

Competitive generation, wholesale and retall
Regulated transmission and distribution

Telecommunications regulation focuses on companies
with SMP, to ensure competition & consumer protection

Energy regulation focuses on TSOs and DSOs

Delivering cost-efficiency while ensuring security of
supply, power quality, grid stability, third party access

Widespread recognition that cost-efficiency
regulation impedes investment and innovation
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Current Trends, Issues and Debates (1/5) 11
“INsEN
Energy Efficiency and Renewables
Strong legislative and regulatory focus

Primary driver for the Smart Energy future

Climate and Energy Package 20:20:20 targets
relating to carbon reduction, energy efficiency and
renewables

Energy Efficiency Directive (2012) introduced to
ensure 2020 energy efficiency target is met

Single Market and Country-Specific Variations

Single energy market for the EU to be completed by
2014 (Third Energy Package, 2011)

General harmonisation of rules and regulations
across Europe

The types of variations that are to be allowed from

country to country is an ongoing issue
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Current Trends, Issues and Debates (2/5) !

Encouraging Investment in Energy and Telecoms

Substantial investment in smart grid needed across
Europe to support energy policy objectives

Widespread acceptance that cost-efficiency
regulation fails to provide adequately for such
Investment

A number of countries are seeking to rebalance
TSO/DSO regulatory frameworks away from pure
cost-efficiency to performance-based regulation
which explicitly incentivises investment: e.g. UK RIIO
model

Telecoms infrastructure investment is needed to meet
Digital Agenda broadband coverage targets
Encouraging Innovation

Move towards performance-based regulation for
TSOs and DSOs is also designed to promote
Innovation
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Current Trends, Issues and Debates (3/5) NN
/NSEN

User-Centricity

Regulators in both telecoms and energy are moving
to encourage users to become more active
participants rather than simply passive consumers of
service

Cyber-Security

Countering cyber threats to business, government

and critical national infrastructure, including energy
systems, is and will remain high on the agenda for

policy makers and regulators

Privacy and Data Protection

The development of data protection and privacy
legislation and regulation is a high profile issue
across all sectors, with specific work focused on
smart grids being undertaken by the Smart Grids
Task Force (SGTF), for example
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Current Trends, Issues and Debates (4/5) NN
/NSEN

Open Access Infrastructure

The European Commission is developing a stance to
promote an open access policy for
telecommunications infrastructure to ensure non-
discriminatory access for all service providers not
only to wholesale services, but also to passive
Infrastructure such as ducts, poles and fibre optic
cables

Cross-Industry Collaboration

There is a general awareness of the need for
coordination and collaboration between industries,
particularly at the business level but also for policy
and regulatory development, although much of this is
achieved in practice through trade associations etc.,
rather than formal structures
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Current Trends, Issues and Debates (5/5) NN
/NSEN

Standardisation

EU is generally strong on encouraging the
development and adoption of open standards in ICT
to maximise interoperability, competitiveness,
iInnovation, and delivery of value to all stakeholders

European standardisation mandates (M/490 smart
grids, M/441 smart metering, and M/468 electric
vehicles) — significant work completed, and ongoing
(SG-CG, FINSENY D1.6)

Energy Industry Structure

Focus tends to be on defining the evolving market
models (SGTF EG3, FINSENY D1.8)

Some speculation, and increasing debate, about the
long-term need for structural change at a more
profound level in the energy industry to enable the
stable transition from centralised to distributed
control
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From Centralised to Distributed Control

Overall trend to more
distributed provision
of energy, with
associated need for
a more distributed
market system and
more distributed
information system

Dr. Roger Duck EUTC 14

The regulatory
framework in the
energy domain will
have to transition
from one that
supports centralised
control to one that
supports more
distributed control in
a way that ensures
the ongoing
(dynamic) stability of
the overall system
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WP2: Distribution Networks f
Regulatory Changes Needed LU

Distribution networks need investment and innovation to
provide the smart grid functionality that underpins all
FINSENY use cases across all scenario work packages

Need to accelerate the shift to regulatory frameworks
that encourage investment and innovation in grids

Additional regulatory changes will be required to deliver
the full promise of smart grids:

Allowing active management of distributed
generation and loads by DSOs

Ability to balance supply and demand at DSO level

Such additional changes would be the start of a shift in
the “activity structure” of the energy industry, which
would mark a fundamental departure from the current

TS model of centralised control
INTE 7
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WP3: Microgrids f
Fundamental Regulatory Challenge

The Microgrid concept, of largely self-sufficient
customer-oriented cells within the wider energy system,
presents a significant challenge for energy regulation

Specific regulatory arrangements will be needed

This does not imply a stark choice between “centralised
and regulated” versus “decentralised and deregulated”

An architecture of distributed control could be envisaged
In which semi-autonomous microgrid “cells” operate
within a wider regional system (again with a level of
autonomous control), within a larger (national) system,
within a yet larger trans-national system

A clear regulatory framework could endow every level
in the system with sufficient autonomy to innovate
while managing its own dynamic stability, whilst also
cohering as an element of a larger evolving system
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WP4: Smart Buildings Rt
Driven by Energy Efficiency Regulation N
“INsEN
The Smart Building scenario is largely driven by energy
regulation, specifically Energy Efficiency regulations

Full benefits of smart buildings depend on the
deployment of smart grid functionality in distribution
networks (WP2), as well as smart meters

Regulation to boost the introduction of renewable energy
sources (RES) in smart buildings:

Local empowerment with respect to building
regulations, efficiency standards and mandatory
renewable energy provisions for new buildings

Recognising that energy efficiency and renewable
energy obligations have different effectiveness and
reasonableness in different environments

Compensation, such as grants, for mandatory
efficiency measures or renewable installations
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WP5: Electric Vehicles Y'
New Industry, New Regulation 0s

“UINsES
Incentivising appropriate investment in the smart grid is
critical to support electric mobility

Public investment is needed, and is in general being
provided, to ensure sufficient charging infrastructure, and
individual incentives for electric vehicle ownership and
use, in order to kick start this entirely new industry

Additional enablers that require regulatory intervention
are associated with ensuring standardisation of
technology and processes for:

Technical interfaces
Non-discriminatory access to charging infrastructure
Enabling seamless roaming from country to country

4
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WPG6: Electronic Marketplace for Energy

User-centricity and Local Energy Markets [ 1
“INSES

eMarket4E can exist only because of the deregulation of

retail and wholesale energy markets, and is underpinned
and enabled by smart grid investment

Regulation then plays a part in driving the eMarket4E
through

Energy efficiency regulation

The general trend towards greater “user-centricity”
which will increase the engagement of users as
active participants in the energy system over time

Increasing user-centricity is likely to drive a growing
desire by consumers to exercise more complex choices
over the trade-offs between source, price and quality of
electricity

Regulatory support is required to assist in creating the
conditions for shaping local energy markets 7
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Trialling Regulatory Frameworks

Large-scale demonstrators, involving live customers,
generally have to operate under existing regulatory
conditions

The result is that existing regulatory frameworks typically
restrict the scope for innovation in trials

It is proposed that it would be of mutual benefit, both for
the development of regulatory frameworks, and for
accelerated innovation, if it were possible to test new
regulatory frameworks in R&D projects and trials

4
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The transition to the smart energy future is a huge shift in
the activity structure of the energy system, which lies
“behind” the market structure

Such a radical change in what is done could entail a
similarly radical shift in what kinds of organisation are
best placed to do it, and the kinds of relationships that
need to exist between them

It is proposed that developing a reference model of the
activity of the whole system, that transcends existing
organisational boundaries, would provide a powerful
means for enabling multiple actors to consider future
scenarios and shared purposes

EUTC is currently developing a proof of concept to
demonstrate the feasibility and value of building such an
activity model of the whole smart energy system ?

Whole System Activity Modelling
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Summary and Recommendations

Regulatory Issues B
for FINSENY as a Whole NN

Smart Energy
Issues

Future Internet
Issues
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Investment and Innovation

Incentivising investment and innovation in
the energy industry, particularly in regulated

Issue energy networks and in electric mobility.
Allowing alternative regulatory frameworks to
be tested in live trials.

Achieving EU energy policy targets and
maximising the benefits of all FINSENY use

Relevance . . -
cases through investment in smart grids in
particular
Encourage and accelerate the current shift in

Acti regulation of Distribution System Operators

(DSOs) from cost-effectiveness regulation to
performance-based regulation

ME Moderate support, increasing ?
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Enabling New Activities, and
Participation of Existing and New Actors

Designing a regulatory framework to enable
Issue the full range of activities and behaviours
envisaged for the smart energy future

Maximising consumer, societal and business
value, competitiveness, innovation and

environmental benefit. Ensuring the ongoing
dynamic stability of the whole energy system

Relevance

Develop models of the “activity structure” of the
whole energy system to guide the evolution of
Action “whole system” regulatory frameworks that
could enable the stable transition from
centralised to more distributed control

]
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il Poor support

—J
Z
m
—

PPP Dr. ROger Duck EUTC 25 SEVENTHEWORK

PROGRAMME





User-Centricity

Enabling consumers to actively participate in
Issue energy markets, becoming responsible
participants in energy management

Stimulating market innovation leading to
Relevance = business opportunities. Maximising user and
societal value

Develop regulatory strategies to ensure that
consumers are not only well-informed but
are also engaged in learning loops with
suppliers and governments

Action

ﬁ&j{% Moderate support, increasing ?
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Maximising Synergies between Energy f
and Telecoms Markets with Regulation

Ensuring collaboration between energy and
communications regulators to address the

IsSEl likely tensions between their differing
approaches to regulation
Ensuring that Europe is able to lead in
Relevar developing opportunities at the nexus

between the Future Internet and Smart
Energy

Formalise and strengthen dialogue between
Action policy-makers and regulators in
communications and energy

FUTU

Poor support ?
PPP
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Interworking Between Organisations, f
Industries, and across Borders

Encouraging or requiring data sharing and
constructive collaboration through standards
and protocols. Defining roles and
responsibilities of different types of actor

Issue

Essential for the effective functioning of the
whole electricity system and supply chain
across Europe, as information flows play an
Increasing part in control and market activity

Relevance

Encourage and extend the current focus on
data sharing, to optimise interworking
between different organisations, industries,
and across national borders

Action

M’EJ Moderate support, lacks holistic planning
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ICT Infrastructure Sharing

Issue

Relevance

Action

FUTU
INTE
PPP
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Enforcing open access ICT infrastructures.
Encouraging use of public ICT by electricity
network operators. Enabling utilities to
become telecoms businesses in all countries

Maximising opportunities for innovation and
competitive activity in telecoms and IT.
Reducing wastage from duplication.
Contributing to the European digital agenda.

Remove barriers to ICT infrastructure sharing
created by energy regulation, by ensuring
commercial ICT services are not discouraged,
and by allowing utilities to use assets to sell
telecoms services to third parties

Mixed support
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PROGRAMME

Dr. Roger Duck EUTC 29





Spectrum

Issue

Relevance

Action

FUTU
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Considering allocation of harmonised
spectrum for smart grids across Europe,
recognising the existence of conflicting
Interests in such spectrum between utilities
and telecoms operators, in particular

Reducing smart grid costs. Reducing cross-
border radio-frequency interference

Consider the allocation of harmonised
spectrum for smart grid use across Europe,
iIncluding frequencies below 1 GHz for
resilience and coverage, plus spectrum in
the range 1-3 GHz for capacity

Mixed support

4
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Standardisation

Issue

Relevance

Action

FUTU
INTE
PPP

:57\?
Zm
—]

Encouraging the development and adoption
of open standards

Maximising competitiveness, innovation, and
delivery of value to stakeholders

Continue to encourage the development and
adoption of open standards in ICT across the
EU, with a general principle of technology-
neutral regulation, but mandating standards
If essential

Good support

4
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Privacy

Issue

Relevance

Action

FUTU
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Data protection legislation and regulations

Consumer protection

Continue with the strong development of
data protection and privacy legislation and
regulation, with an increasing focus on the
specific requirements of smart energy

Good support

4
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Security of Critical National f
Infrastructure for Energy

Ensuring that appropriate security controls,
Issue for the enabling ICT in particular, are in place
to protect the energy system

Minimising the chance of accidental or
malicious disruption to energy services,

Relevance = which could have potentially enormous
Impact on economic and societal stability of
member states

Encourage, and continue to focus on
ensuring, appropriate security controls, for
the enabling ICT in particular, to protect the
energy systems of member states

Action

il Moderate support ?
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Regulating the Smart Energy Future

Thank you for your attention

Questions?

Dr. Roger Duck EUTC
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DKE Expertise Centre

Smart Grid Standardization

Johannes Stein

DKE,
Convenor of the Working Group Sustainable Processes of the SG-CG

FINSENY, 10th April 2013, Berlin
Regulation, Standardization, Security and Market Trends
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= Standardization

= The European standardization mandate M/490

= The mandate and the Smart Grid Coordination Group

= First results of the working groups

Framework approach

Use cases management
Reference architecture

Smart Grid information security

First set of standards

= Example of the new approach: The flexibility concept

= Conclusion
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= The European standardization mandate M/490
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Framework approach
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International Integration

ESOs operate

numerous
further liaisons

Vienna Dresden
Agreement Agreement

ESOs:

European
Standardization
Organizations

National
Committees

D K E Johannes Stein, DKE Folie 4

VDE DIN





Smart Grid and Standardization

< Smart Grid standardization and R&D projects
K Example: FINSENY

< Smart Grid standardization and political regulation / political
requirements

K energy policies and national preconditions, political influence

K between regulation and standardization
— Example: Market Design

< Smart Grid standardization — new challenges and opportunities
K Challenge: Smart Grid as cross cutting topic

AN OpEortunity: Standardization as neutral platform for all relevant
stakeholder groups, aiming an international approach
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Smart Grid and Standardization

< Main elements in the Smart Grid
standardization

K Roadmaps

» NIST, IEC, Germany, European Report, many other
national roadmaps

Cooperation of standardization and R&D
projects

Use Case Approach
Reference architecture

Standardization projects

» |T security, smart metering, demand response /
energy management -> flexibility in energy demand,
Integration of renewables / Decentralised energy
generation, electric vehicles / smart charging, ...
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Overview about Smart Grid standardization
committees and relations

Technical standardization committees Smart Grid committees Stakeholder / Smart Grid

community with relation to
\ standardization

f \ EC SG3 PC 118

SMB MSB *

r Ty ]
ISO/IEC JTC 1 IFocus Groupl
| SWG Smart Grids Smart Grid_l

a
\ 4

International
¢ Global Smart Grid Federation

L J

A A A

|
______ gl

| TC 57 WG 21, 15,17, ... | [TC 13 WG 14

|Tcs7]|[Tc13]|[TC8 | .. |

VA

Euro pean
ETSI(( W CEN, CENELEC ETSI | | CEN, CENELEC ETSI
\(( ))) I:ENE I'EI: Smart Grid Smart Meter + EU Commission Task Force Smart
________ Coordindation Coordindation Grid and EG's Expert Groups
L ovom Group Group T . Associations (ENTSO-E,
1
1 1

Eurelectric, ESMIG, CECED...)

|TC57][TC 13| freex. 20| ... | | WGs || wGs | « R&D Projects (FINSENY,
eMobility Coordindation Group M|RABEL, ADDRESS, )
A A A J
National (D)
\ « Authorities (BMWi, PTB
(Eichrecht/Messwesen), BSI (Smart
Meter Gateway),
A\ vy vy D KE Bundesnetzagentur, AG ,Intelligente
D KE wes e Netze und Z&hler", ...)
L | Steering Committee | |, Associations (ZVEI, BITKOM,
. : /\ VDMA, ZVEH, BDEW ...)
%Qeogfolyéi | | | | | || | « VDE-Technical Societies (ITG,
— K952 || K461 || K261 || .. Focal G Working G ETG, FNN)
ocal Loroups orking Lroups » E-Energy / R&D-Projects
/ (Web2Energy)
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Standardization Mandate M/490 Smart Grids

EU Commission

I Rl Armni20111203504 - 2002011
ISSues o it Capl

&

o [ r— n

EU Mandate M/490 sl
on Smart Grid Standardization “

accept and work on t T e St i e
Standardization BENH_E[: g 575’((%))\

—_—

Smart Grid Coordination Group

New joint WGs New joint WGs New joint WGs
Existing WGs Existing WGs Existing WGs
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Europe — Standardization Mandate M/490
B2 CENELEC ETSi(—)

EUROPEAN COMMISSION
CHRTOTORATE-DINIRAL FOR ERIRGY

Flemmiosate B - Bty o sapdy, Frvemgy womiori & Nt
B3 Ly € Ga

Reference Sustainable First set of
Architecture Processes standards
until
end of 2012

A/490 EN

Smart Grid Mandate

Standardization Mandate
to European Standardisation Organisations (ES0s) to support
European Smart Grid deployment

especially Use- .
Case- Major input and

Management, - Olrfl_e_gggu'fi?;e: participation of FINSENY
Collection, ’ in the Smart Grid

; Data protection L _
Analysis, - and Data Coordination Group:

Harmonization Models

e.g. providing more than
100 use cases in the
use case collection, IT
security, reference
architecture

D K E Johannes Stein, DKE Folie 10
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Structure of the SGCG until end of 2012

Smart Grid EC EC Level
Coordination

Group Group

(former IWG) S PRI, | =Sy ey ey ey ey iy .

Reference

Steering SG-CG Level

Committee

* Report 2.0
* Liaisons
SG * Promotion
| First Set of | Sustainable | Reference N | o ___|.__
Standards Processes [ Architecture i '
Security
« NIST
jo TC Level o
New joint WGs Existing WGs New joint WG Existing WGs . Ee

Existing WGs

Reports are available under
http://www.cencenelec.eu/standards/HotTopics/SmartGrids/Pages/default.aspx
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Structure of the SGCG since February 2013
Invitation for further participation

Smart Grid EC EC Level
Coordination Reference

Group Group

Steering SG-CG Level

Committee

e Report 2.0
» Liaisons
Smart Grid || New Appl. — SG * Promotion
- Set of and ooerabilit IS~ — ——————————— === ===~~~ —|- = =
Standards FMethodology, P y Security
e NIST
« JISC
New joint WGs New joint WGs New joint WGs New joint WGs TC Level (E:tr::ina

Existing WGs Existing WGs Existing WGs Existing WGs
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Mandate M/490 — SG-CG
New process for standardization

2. Step Smart Grid
Map GUCs to SGAM M= s Standards
Security and privacy evaluation R =3 | =
existing standards,
gaps
>
Generic
Use existing, modified
Cases and new standards
(GUC) e 4. Step 5. Step
SL& Identify existing Definition of
Use Cases SGAM
Management DPC standards and new | standardization 6. Step
Repository 3. Step gaps projects Work on
Locate standards
Use Cases requirements =
Sources for standards Ef
o [ ||l g 83D e
1. Step E——
Identification of T Standardization projects
e ; vt atusl (responsible committees,
Generic Use Cases = work plan, deliverables)

Prioritization
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Use Cases — Interrelation between
Domain and IT Experts

Template as

L
S5 %N
L]

LR

IT Expert
System Engineer

Domain Expert

UML Unified Modeling Language To identify functional and
for the technology neutral technical
description of interactions .
and actors requirements for standards

-> Standards Gap Analysis

VDE DIN Johannes Stein, DKE Folie 16






Use Cases for Standardization

» Interoperability

Define how standards are used
Define abnormal (error) situation handling

» Technical requirements

IT security and privacy
Safety
Performance

» Terminology

new terms for the IEV based on the smart grid
glossary

» Standards gap analysis






Why Is standardization interested in the use
case approach?

TC
TC

-

-

<
,1C 8% ,TC57% ,TC 22“ -> |IEC

DKE
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Smart Grid —
Collaboration of Technical Committees

today: Liasions %
TC XY $_|
a—

<&
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Smart Grid —
Collaboration of Technical Committees

New processes for
complex, cross cutting
systems?

e.g. collaborative
description of use cases

DKE
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Use Case Management Repository (UCMR)
- Overview

Use Case Management Repository

Web 2.0 User Interface

N
|

LN

Actors, Use Cases,
Technical Requirements

User Workspace

User Workspace
User Workspace
User Workspace

‘Q

UML-\ ay

Model

source: Offis / DKE

» Development of use cases methodology

e Collection of use cases -> Generic use cases
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SGAM: The Smart Grid Plane

Information Management

Power System
Primary Equipment

Market

Q
terprisees
nterp @&@

S
’6\@

peration
X<

Customer \é\\?}
(Home, Building,

source: SG-CG Industry, EV, Mobility)
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SGAM: Putting all together

il H

(
it

Business Layer

ki

Function Layer

Interoperability | information Layer
Dimension

Communication Layer

Protocol

Component Layer

Generation

Transmissio:\

Distribution
DER
source: SG-CG

Domains Customer

Premise

DKE
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Business Layer / Function Layer

CRM
omputer
Gatew.
WeS
Jorecte
St ==— . ceec.ses e
gus\® y (&9
omniC Vs
EC-O“ ns\_ 2\
CL\
HAN
R Controller
troller
a MV Lv
Generation Transmission Distribution DER Customer Pramics

source: SG-CG

DKE
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Market

Enterprise

Operation

Station

Field

Process

Gatew.

Y jcatiot
Co\
HAN
R Controller
troller
HV; MV LV
Generation Transmission Distribution DER Customer Premise

Johannes Stein, DKE

Market

Enterprise

Operation

Station

Field

Process
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Component Layer

Market

CRM
Computer
Enterprise
Gateway % Rs DMS
% Computer

e Operation

NN
HMI m HES
a0
Station
Data
Cancentrator
()
HAN Field
T DER Controller
RTU ~_Controller
‘ >_ Process
-
HV, MV LV
source: SG-CG
Generation Transmission Distribution DER Customer Premise
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Information / Communication Layer

Market Market
CRM CRM
Computer Computer
Enterprise Enterprise
OPC UA >
Gateway| CIM Gateway I DMS
IEC 61968-4 Computer
Operation Operation
H H HES
IEC 61850-8-1
<
~ Station ADSL i Station
. 3 Data IEC 61850-8-1
Caoncentrator ?2 Cancentrator GPRS
©
O
it} IEC 61850-8-1
AN Field IEEE 1901.1 HAN Field
DER Controller Controller
Controller
é) Process i Process
Vi MV LV HV MV LV
Generation Transmission Distribution DER Customer Premise

Generation Transmission Distribution DER Customer Premise

source: SG-CG
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First set of standards - Report structure

Ref Arch

] SyStems
J SP.
report l Communication

Component
s Information
o List (1) of
standards
List of generic ~ Y
Use Cases
(UCMR)
& J u

High-level mapping of the systems

List (2) of

Cross-cutting technologies & methods
J J standards

Communication, Cyber-Security, EMC&Power guality,

System approach, Functional safet
source: SG-CG
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source: SG-CG

ENTIEN

N
S
| | | | = I
/Asset & I/Iaintenance manage|'nent system : : E a 8
- I I L 2 T a
—| Weather Forecast & Observation.system-. . .. . . | _ K _g_g-__ 4+ —
N _ J =2 Communication network management
I I I I c e system
g = ol S > | & @) Clock reference system
2 | o | | | @ = |8 =]
= wn —
2 | o | | g = I 2] ; Q Authentication authorization accounting
5| | > | WEs B 2 )
S o o= g Q systems
SR el@ & M| S
o = | - i ; ;
é | ?’, | 1 % = S Device remote configuration system
2| | — |3 | | |28
TIer T/ 1T s R - _
21 = | 1S g Glossary :
< 1 fo)|® | | i %, DMS : Distribution Management
g I 7 I I I = System
| B | | : O FACTS : Flexible AC Transmission
| = o | | i - Systems
TS > [ | = EMS : Energy Management
| [S - W o | |
i @ | | g | , system
| g | 9 | I ;I—;- GIS : Geographical Information
| e | §~ | | o System
|
: = : : : OMS : Outage management
| B | | i system
+-——4+t+4+—-+-H - = —— — = ———— —— RTU : Remote terminal Unit
U : : : : LY SCADA : Supervisory, Control And
| | S | S Data Acquisition
Gene-, o o | Customer @ VPP : Virtual Power Plant
ration ! Transmission Distribution |' DER | premises o
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Report “First Set of Standards”

Reference
Architecture
of each
system

source: SG-CG

H I
Mapping of Systems on SGAM .
Market
Tray
BS. e Z Sys
== 9-)'= Enterprise
DL x
=i 9]
— D S — — Ch
n Q m EMS/SC Operation
s S br 418
. | = N\ @
Asset & Maintenance manfxgement system | | = 8 Cor
) % _ai-_ =y Station
- Weather-Forecast & Observation system — —/— — - — — - = }g—g = —%—
=
! ! ! 3‘_9, - automation
I I | B2 = e »
= e = o vices Field
| |19 |12l s @ =
[} m 9 m||m 2| |a a L o
S = < RS HIE - D
@ @ 2 ol B2 28 J = o « D>
o | 2 i | SiE |2 - — Process
= O Q =0 = @ .7 - e < =
s | S 5 2] < 13],-- : ) B
> > ol T 4 - > | |
5 | M » o | ST L’ L |Generation Transmission Distribution DER  Customer Premise B
TECT BBy "1~ - - T2 T 8T =
ol | @ @ 155 | :
Q 5 o o8 B :
2 ()| 3 EIEIE | 17 ©
= oo @ 5|8 = : P
2 |lg 2% | | |
2 » - - ~+
— - @ = _—
2 | & ! 3 | | - = .
%) o =
1 15— L T e ) FENEESIEE] QESES NN | Eagl [
S | g :; O | | % Layer Stan dard Comments
o 3 g Information EN 61970-1 Energy management system Application
| 3 0 | | =] T EN61970-2 Program Interface
D - = EN 61970-30L
|5 | | a @ EN 61970-40L
| =) | | = o EN 61970-453
Q EN 61970-501
| ) | ] Comm unication IEC/TR 62325 Framework market cam munication
}_ ‘3”_ +_ Communication EN 60870-5-101 Telecontrol protocols
TT T T — T T e EN 60870-5-104
| | [ U EN 60870-6
k . : 8 Irformation |EC/EN 61850 (allparts) See substaion automation systemin 8.3.1
| - | | Irformation IEC 62351 Security - allpatts
Gene'l b | |CUSt0mer 8 Irformation (guidelires) IEC 62357 Reference architecture power system
. 1 1 H H H . wn information exchange -
I’atlon' Transmlss' n DIStrIbUtlon ! DER ! prem|ses wn Irformation IEC 62361 Ham oniza tion of qu ality codes H
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First set of standards in brief

SGAM :
5 domains — 6 zones
3 layers considered

24 systems
80 smart grid components
180 generic use cases

source: SG-CG
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-

/" Which leads to

825 references to standards
428 standards

=  50% system specific

=  50% cross-cutting

At the end the report is :
220 pages

80 figures

90 tables
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Flexibility Concept
SG-CG/SP

. Grid and / or Market

A

; Information:
Using Price signals,

Flexibility incentives, tariffs e.g. Status, Values, forecast,
Flexibility offers

metering, ...
Control signals
v Y v Smart Grid Connection Point
SGCP
o Customer — Smart Grid Connection Point (SGCP)
Providing
Flexibility

Providing flexibility and ancillary services
Domains: DER in buildings, Households, Industry, Commercial Buildings, ...

including: Load/Demand, Storage, Distributed Generation in buildings
source: SG-CG
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Flexibility Operator gathers flexibilities
from different CEMS

Markets _ " ) )
Technical Validations Different Energy Markets :

or others like:
)/ Ancillary services, OTC

Prices, Orders, Bids, ...

Technical Information

N

Flexibility

Control& Emergency Operator

Signals, ...

Administrative Information

Forecast, Available Capacities, Contracts, Price
Signal...

Smart Grid Connection Point SGCP

Smart
Customer

source: SG-CG
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Mapping of functional architecture on the SGAM

Energy _/\_m:m_ﬂ@mBmsi
Providing _u_m._x_g__Q (M490

1

m _ ! _

" _ . | 9

“ < : g = .

! 5 | _ _ E W £ o

1 - < N (] > c .2

. I _ _ T g 53

| | _ _ [ a
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_ =7 | _ _ o

“ o : : :

“ ® ! _ _ _
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! v _ ! _ =50y s >
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1 | . | c 9 £ = (J]

[ : E® ]

; | _ | v

_ 4

[ _ | _
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T

M441 architecture | . R
)
for,
(2]

Smart Grid Architecture

Model (SQAM)

ey asudiaug uonesado

1

|

|

|

|

_ i
........................ --o—- S B
|

|

uonels

plai4 $S9201d

Point

Smart Grid Connection

: SG-CG

source

Customer Premise

Generation






Under discussion:

Flexibility Concepual Model from SG-CG/RA

Alternative - Annex C of the report

Markets
Flexibility Market (imbalance) Grid Capacity Market Energy (commodity) Market
facilitates and
coordinates trade via A
tradein A

e )
: Operations 1 Energy Services
I ! facilitates and

1
I ) . ) jcoordinates trade by
I System Operations Metering Operations 1 Energy Trade Flexibility
: : Operations
i Transmission Operations Distribution Operations X Customer Services (balancing)
] ]
: | provides grid
I . — accessto'V provides energy
1 operates ¥ operates ¥ i servicesto W
] N
1 : Smart Grid
: Transmission Distribution o T gTTTmEEEmmmmmmammne T """ connection Point
i i
] 1
] 1
] ]
! 4

E Grid Users | Flexibility Provider
L]
L}
E Bulk Generation Loads (usage)
transports power’ E DER Storage
from and te HEY,
Damain
Subdormain |
System Actor
Alternative Figure: European Conceptual Model for the Smart Grid source: SG-CG
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Conclusion

The proposed process allows to

= describe existing and future scenarios (business models)

E identify generic use cases (functionalities)

E identify gaps in standardization

- coordinate the work of various relevant committees and stakeholders

The process is not limited to Smart Grid
= see example Energy Efficiency — IEC/SG1
E In principle applicable to all system topics, which span more than one domain or zone

A lot of standards are available.

Next steps are ahead:

2 Power2Gas,

E Multi-energy = Smart Energy,

E Smart Cities / Smart Infrastructure

source: based on SG-CG

D K E Johannes Stein, DKE Folie 40
VDE DIN






Berlin, 24 — 25 September 2013
www.worldsmartgridforum2013.org
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Thank you for your attention

DKE Expertise Centre
Standardization E-Energy / Smart Grids

www.dke.de/KOEn

Johannes Stein

DKE German Commission for Electrical,
Electronic & Information Technologies
of DIN und VDE

Mail: johannes.stein@vde.com
Phone: +49 (0) 69/ 6308 - 252
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SIEMENS

Outline

=  Smart Grid — What is it all about?

=z The need for Cyber Security in Smart Grid

== Overview on selected Standardization & Regulation

= Research Activities on the example of FINSENY

=z Summary & Challenges

Note that part of the information presented bases on analyzing smart Py 3 A
grid security as part of the FP7 project FINSENY as well as the EIT /NSEN
ICT Labs Activity SESSec-EU: Networked Smart Energy Systems
Security in Europe. :

e

EITICT Labs
Unrestricted © Siemens AG 2013 All rights reserved.
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e

Large and
Flexible
Generation

Distributed
Generation

Transmission

& Distribution Storage

Industrial & Electro
Residential Mobility
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: : : . SIEMENS
Security Requirements for Smart Grid Applications

stem from a Variety of Potential Attacks 0

Generation / DER Distribution and Transmission
* Misuse of local * Falsified status information, e.g., from synchrophasors (PMU)
administrative rights in widely dispersed locations may limit the power flow.

T \)(.'p-‘« \

Customer
« Prosumer behavior tracking, i % Operation
e.g., through smart meters « Unauthorized remote
* Fraud through smart meter * Fraud based on falsified offers and = service access
manipulation contracts (Customer, Utilities, DNOs, ...) - h
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: : SIEMENS
Potential Influences on Privacy on the Example of

Smart Metering

Smart Metering = Distributed system defining data flows from prosumer to energy provider (with
several subsystems, e.g., marketing, billing, notification, ...) to third parties (e.g., manufacturer)

Home Automation Meter & Communications Infrastructure

Retail Meter & Event Data Management Customer
Advanced Metering Infrastructure (AMI)

Network

I 3 \
5 —

AMI Metering § Commercial / : Internet,
Head Endl & Event Technical I CTI, IVR,
Data Hub | Applications :CaII Center

SAP for Utilities

I
|
Business Process Platform I
|

LAN Concen WAN

1 Nk !

Consumer Premise| :
Meter trator

:

1

Products | Control|i WLAN
| Equipmtli  PLC

")
R c ) (0))
o O o °©
C c - > -
555 55 a s 0
[e) N
[oLam = o =0 = oS
o8> SRS 85
T3 > s 5 ° =R
n o 4=
> S > S € C © O
S & 528 =5¢%
. L o ) L
Unrestricted © 9 013 All rights reserved.
SIS ISWatS P g S — ) —
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Typical Data exchanged in Smart Grid Applications
and their Security Impact

Information asset Description, potential content

Customer ID and Customer name, identification number, schedule information, location data
location data

Meter readings that allow calculation of the quantity of electricity consumed or

Meter Data supplied over a time period and may be used for controlling energy loads but
also for interactions with an electricity market.

Actions requested by one component of other components via control
Control Commands commands. These commands may also include Inquiries, Alarms, Events, and
Notifications.

Configuration data (system operational settings and security credentials but also
Configuration Data thresholds for alarms, task schedules, policies, grouping information, etc.)
influence the behavior of a component and may need to be updated remotely.

Time is used in records sent to other entities. Phasor measurement directly
Time, Clock Setting relates to system control actions. Moreover, time is also needed to use tariff
information optimally. It may also be used in certain security protocols.

Components need to determine whether a communication partner is entitled to
send and receive commands and data. Such policies may consist of lists of
permitted communication partners, their credentials, and their roles.

Access Control
Policies

Software packages installed in components may be updated remotely. Updates
Firmware, Software, may be provided by the utility (e.g., for charge spot firmware), the car

and Drivers manufacturer, or another OEM. Their correctness is critical for the functioning of
these components.

Utilities or other energy providers may inform consumers of new or temporary

Tariif Data tariffs as a basis for purchase decisions.

SIEMENS

Security relation

Effects on customer privacy

Effects on system control and
billing

Effects on system stability
and reliability and also safety

Effects on system stability
and reliability and also safety

Effects on system control
(stability and reliability and
also safety) and billing

Effects on system control and
influences system stability,
reliability, and also safety

Effects on system stability
and reliability and also safety

Effects on customer privacy
and also competition
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SIEMENS

Misuse of Service

Virus Attack

Manipulation

Penetration

Viruses, Malware

April 2000 January 2003 January 2008
Adisgruntled former The Slammer worm Asenior CIA official
employee of a water bypasses multiple reveals that hackers
treatment firm uses firewalls to infect the have frequently
stolen radio parts to operations center at infiltrated utilities
issue faulty commands Ohio's Davis-Besse outside the US.and
to sewage equipment nuclear power plant. made extortion de-
in Queensland, The worm spreads mands. In at least one
Australia, causing from a contractor’s March 2007 case, the hackers were
more than 200,000 computer into the Government officials able to shut off the
gallons of raw sewage business network, simulate a cyberattack power supply to sev-
to spill into local parks where it jumps to the on electricity genera- eral (unnamed) cities.
and rivers. computers controlling tion equipment at the

plant operations, Idaho National Labor-

crashing multiple atory. A video of the

safety systems. The test, called Aurora,

plant was off-line at later appears on

the time. YouTube.
- v
2000 2001 2002 2003 2004 2007

(source: Scientific American, July 2011)

Unrestricted © Siemens AG 2013 All rights reserved.
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2008 2009

April 2009

The Wall Street Journal

reports that cyber-
spies from “China,
Russia and other
countries” have
penetrated the

US. electrical power
grid and left behind
software that could
be used to disrupt

the system.

October 2010
Security officials in
Iran, Indonesia and
elsewhere report

the discovery of the
Stuxnet virus, a piece
of malware designed
specifically to interfere
with industrial control
systems made by
Siemens.

2010 201

CTRTCITS





SIEMENS
From an Energy Infrastructure towards an

Energy and Communication Infrastructure

80% to 90% of control centers 70% of the existing energy Increasing Connectivity
are directly connected to the grid is more than Platform — Devices —
utility intranet 30 years old * Embedded SW

: Exposure and Vulnerability

The increased usage of IT systems and networks
to control the energy infrastructure exposes the electric grid to
potential and known cyber security vulnerabilities

Cyber Security Objectives

-

Availability / Protection — Integrity — Confidentiality

-

A McAfee July 2012
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Security Personnel

Personnel services to
protect assets

(%]
(]
ks
- Develop, maintain and - Restricted access to i : ; - OS Hardenin GE)
enforce Security Policy equipment rooms, - Traffic separation using 9 7]
- Manage user accounts closets, etc. VLANS, VPN, etc. - User authentication and 2
- Security system . Locatio,ns of wall jack - ACLs control connectivity authorization %
provisioning and wireless hot-spots, etc. between.components - Secure interfaces %)
maintenance - Video surveillance - Use of Firewalls, SBCs, (cryptography)
- Security patrols - Intrusion detection IBSAIES;etc. - EveEm e

systems and alarms

Professional Services: Security Analyses, Consulting,..

Managed Security Services

Unrestricted © Siemens AG 2013 All rights reserved.
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Security Guidelines / Standards / Regulation ensure

Reliable Operation of the Smart Grid

SIEMENS

s B 9

SGiP

NIST

Svandards and Technology
Smart Grid Interoperability Panel,
Cyber Security WG
- NIST IR 7628

* Use Cases

* Security Strategy
* Architecture

* Requirements

Bulk

\Generation Tl "

55 CENELEC ETS(C—

Smart Grid Coordination

Group addressing M/490

» Use Case Modeling

» Gap Analysis

* First Set of Standards

« Security Toolbox
(Determination of Risk,
Security Levels, ...)

~

DKE

VDE [N

bdew

VDE

(.

* [IEC TC 57 — Power systems management
and associated information exchange
* WG15 Data and Communication Security
- IEC 62351-1 ... -10
* [IEC TC 65 — Industrial Proccess
Measurement, Control and Automation
* WG 10 Network and System Security
- IEC 62443-1 ... -4
* ISO/TC 022/SC 03 & IEC/TC 69 JWG 01 —
Vehicle-to-Grid Interface
-> Security integral part

* ISO 27001 - Information technology -
Security techniques - Information
security management systems-
Requirements

* ISO 27002 — Information technology -
Security techniques — Code of Practice
for information security management

* ISO 27019 - Information security
management guidelines for process
control systems used in the energy utility
industry on the basis of ISO/IEC 27002

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Critical Infrastructure Protection
CIP 001-009, 010-011

% Bundesamt
R fiir Sicherheit in der

Informationstechnik

» Protection Profile for SM GW
» Guideline TR-03109
-> EnWG

SRS AR T T T AT AR AT DT T AT AT TRCAF T

Note: the stated organizations and standards are just examples and are not complete

Page 11 2013-04-10

Steffen Fries, A Birds Eye View on Smart Grid Security

CTRTCITS



http://images.google.de/imgres?imgurl=http://www.dke.de/NR/rdonlyres/E3BB4D3E-DB80-49E3-ADE7-BE5332D2AE5B/5543/head_logo.gif&imgrefurl=http://www.dke.de/DKE/Normen+erarbeiten/Mitteilungen+zur+Normungsarbeit/2007-Oeffentlich/Korrektur+zur+VDE+Schriftenreihe+Band+10.htm?SmartNavigation=3513264e-91f7-4bfa-a23f-85f17d14592a&h=69&w=148&sz=2&hl=de&start=14&tbnid=6AL1wwpGDEoYzM:&tbnh=44&tbnw=95&prev=/images?q=vde+dke&gbv=2&svnum=10&hl=de



Guideline Example J

SIEMENS

Summary of Results from the European
Smart Grid Coordination Group (Period 2011-2012)

Addresses European Mandate M/490

Smart Grid Architecture Model (SGAM) as
conceptual representation of the Smart Grid to

Model Use Case

Identify required standards

Identify gaps in standards and standards needs
Comprehensive Use Case Collection

Investigation into first set of standards
for dedicated use cases

Smart Grid Information Security Toolbox to
provide Smart Grid Use Case stakeholders an easy
and pragmatic way to identify their security needs

Security Challenge: Maintain this effort and
to have standards evolving as fast as the
Smart Grid Information Security needs

Note: work proceeds in a second period starting 2013
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Business Objectives
Political/Regulatory Framework

Business
Layer

Function
Layer

Communication
Layer

Generation\ ~ \"h
Transmission'\"“\‘ 4 Field
tion

A&*, ;
Distrbu \\1@
Process
DER
Dop, >
mams C;ustorner
remise

B2 CENELEC ETSUT

CTRTCITS





Quick Guide for the use of the

Analyze each use case SGIS toolbox
identifying information
Collect and classify use assets, owners and Determine the SGIS Risk Impact Levels
cases by domain and actors (C-I-A) for every information asset
zones (Put easy questions to the owner of the
- = process figuring out the worst scenarios)
l ey
| ) T,
i 3 e
/'/' = —— . Identify components supporting
L — e \ N | Eiegecs each information asset and
iy : == J gy group them determining their
- —— o A , % effective likelihood
ﬁ N —
, _ : ..'\ T
Identify and analize new use cases = .- -
periodically or when processes suffer 7 \ i Sp—
major changes in order to detect new == —
requirements per domain and zone, = e
updating security level criteria and the ===
minimum set of security controls. I :
(The effective likelihood for
@ every information asset will be
Determine the SGIS Security the highest value obtained after
i s Level for every information evaluate threats for groups of
asset after executing the three components supporting that
Select the Wm con..pmd'g Inherent risk information amt)
mm'm‘ to m‘ .wry .n.w. (G'.A) LT LXELMO00
information asset depending
on it security level and taking
o4 in account the 4 quadrants

Establish the minimum set of : { e S
security controls list that has to —
be deployed according to every ﬂ s e
security level, domain and zone

—r el ‘ -

SFCURITY LTVTLS

(Crossing the

highest RIL and the highest
effective likelihood obtained during the
evaluation of all the components included
in his map of dependencies)





Standard Framework Example J

Core Communication Standards for Smart Grids
IEC TC57 Reference Architecture

I[EC 61970/ 61968
Common Information
Model (CIM)

Distributed Energy
Resources (DER)
Electric Vehicle

DER Generator

IEC 61850-90-7, 8,
9, 10, 15
DER Storage

IEC 62325
Market Communication
using CIM

IEC 61850
Substation, Distribution,
DER Automation

IEC 61850-7-420

IEC 61850-7-410

IEC 60870
Telecontrol Protocols

Turbine and
electric systems

IEC 61850

Hydro systems

IEC 62351 {

Hydroelectric/ Gas
Turbine Power Plants

J

Security for Smart Grid

Page 17 2013-04-10
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‘Market System‘ ‘ Back Office
Control Center A /
“/ 9 \ | B Control Center B
(<))
EMS DMS \‘ g \ | 3
Apps. Apps. | 8 | ﬁ /\

L

; \/

Communication Bus

@ 61970

\&

(DNP3)

IEC 60870-6
TASE.2/ICCP /
I IEC 62351

Cybersecurity

IEC 60870-5-102

IEEE 1815
60870-5-101/104
SS-CC

Substation

RTUs ;
Automation Systems

Substations / Field Devices

IEC 60870-5-103 IEC 61850

Protection, Control, Metering

GOOSE, sV
IEC 61850

Switchgear, Transformers,
Instrumental Transformers

SS-SS
IEC 61850

Steffen Fries, A Birds Eye View on Smart Grid Security
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Protocol Standard Example J

o SIEMENS
IEC 62351 specified by IEC TC57 WG15 -

Enables secure modern Energy Control Networks

Approach

|IEC 60870-5-104

|IEC 60870-5-101
T DNP3
WS

IEC 61850

Umbrella standard consisting of
I t several parts targeting dedicated

Control Center

-

security measures

>

Targets IEC 61850, IEC 60870-5-101,

Substation
Controllerl \ IEC 60870-5-104, and also IEEE

Station Bus

1815 (DNP3)

Scope

GOOSE

Integrity/Encryption of data
exchanged over networks using
transport layer security on TCP/IP
based links and integrity protection
using HMAC on serial links

Authenticating applications using
strong authentication via the exchange

IEC 62351- IEC 62351-

1 Introduction and overview 7 Network and system management f bl k d d . | f
2 Glossary of terms 8 RBAC for Power systems management 0 pU IC eyS an I_glta certi ICateS,
5 Profiles Including TCP/IP 9 Key Management bUt aISO on Symmetrlc keys
4 Profiles Including MMS 10 Security Architecture Guidelines .
. . . . Focus on end-to-end security
5 Security for IEC 60870-5 and Derivatives 11  Security for XML Files
6 Security for IEC 61850 Profiles
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Requirement Standards Example J

: o : SIEMENS
Domain specific ISMS according to 1ISO 27002 —

Status DIN SPEC 27009 - accepted as ISO TR 27019

Scope of

ISO 27002 e
Marketplace Applications
Billing / Contracts
Energy Services

Approach
Definition of domain specifics for Information
Security Management — ISMS following
ISO 27002 to address ISO 27001 requirements

Market &
Services

Scope \

Process control systems [..] for controlling
and monitoring the generation, transmission, S0 TR=701

storage and distribution of electric power,

Communication
Network

Energy

Smart Grid

. o . Generation Control Nod Home Automation
gas and heat in combination with the control Storage  \  Systems odes Smart Appliances
. -Mobility
of Supportlng processes Distribution Industry

Controllable Loads
Small scale generation

Scope examples

. . ISO 27002 Clause Extensions in
Central and distributed process control, DIN SPEC 27008
. . . 6 - Organization of information security 5
monitoring and automation technology
7 - Asset management 3
Digital controllers and automation components, 8 - Human resources security 3
metering and measurement devices 9 - Physical and environmental security 1"

10 - Communications and operations management

Supporting IT in the process control domain

PhyS'CaI Secunty and a.ISO thlrd party premlseS 12 - Information systems acquisition, development and maintenance

9
11 - Access control 6
2
14 - Business continuity management 2

15 - Compliance 1
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FP7 Project J

: SIEMENS
FINSENY — Future Internet for Smart Energy 1€

Security considered from the Beginning

SUSTAINABILITY

¥

Future Smart

Internet Energy \
\

FUTURE INTERNET

Electronic | Distribution
Marketplace| Networks

Microgrids

cosT ’ for Energy Electric Mobili
Overview Security Considerations
EU funded project 5 Mill. €, Duration: 2011 — 2013 Threat and Risk Analysis of all 5 use cases
A sustainable Smart Energy system in Europe, combining Security Architecture and Infrastructure
critical infrastructure reliability and security with adaptive Security Technology Development
intelligence, enabled by open Future Internet Technologies Security Elements for the FINSENY Functional
2010: Call 1 Use cases and scenarios Architecture based on Threat and Risk Analysis

Contributions to Standardization and SG-CG
Threat and Risk Analysis Methodology

_ Input to Security Standards Gap Analysis

More info: SGAM application for Security (RBAC)

2012: Call 2: Use case pilots

2013: Call 3: Use case extension phase
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SIEMENS

Summary and Challenges

Summary
Security has been acknowledged as one of the important corner stones to realize Smart Grid

Technical security solutions for dedicated parts of the Smart Grid are provided through standards,
further standardization is ongoing

Regulation and guideline documents are available and are being further evolved - e.g., profiling

Research is addressing Smart Grid security in several funded projects (e.g., FINSENY — FP7)

Challenges for IT Security
Coordination and alignment of requirements from plurality of stakeholders (IT, Energy, Consumer, etc.)
Coping with differences in innovation speed, e.g., Metrological data vs. Energy Management
Political influence - Regulated markets; Mandates in Europe

Device-oriented security and identity infrastructure (processes, scalability, limits of authority, ...)
supporting efficient creation, distribution and handling of cryptographic credentials (e.g., security
modules and their integration into products & production)

Addressing of domain specific characteristics (device capabilities, multicast, ...)

Migration from existing environment to an environment featuring appropriate IT security
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Thank you for the attention! Questions?
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Famously Wrong Predictions f

"l think there is a world market for maybe five computers."--
Thomas Watson, chairman of IBM, 1943

* "There is no reason anyone would want a computer in their home."--
Ken Olson, president, chairman and founder of Digital Equipment
Corp., 1977

«The world potential market for copying machines is 5000 at most.»
IBM, to the eventual founders of Xerox, saying the photocopier had no
market large enough to justify production, 1959.

«That the automobile has practically reached the limit of its
development is suggested by the fact that during the past year no
improvements of a radical nature have been introduced.»
Scientific American, Jan. 2 edition, 19009.

«Stocks have reached what looks like a permanently high plateau.»
Irving Fisher, economics professor at Yale University, 1929.

FUTURE
INTERNET
PPP Alexander von Jagwitz, B.A.U.M. Consult GmbH 2
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A New Market

“If | had asked people what they wanted, they would
have said faster horses.” — Henry Ford

ICI = ENnergy

Energy

Internet

Internet of Energy ?

- PPP Alexander von Jagwitz, B.A.U.M. Consult GmbH 3 SEVENTH FRAMEWORK

PROGRAMME





Internet of Energy: Many Users “%

* Grid Operators

I  Utilities
-  Distributed Energy Resources

- FUTURE

. INTERNET
PPP

Alexander von Jagwitz, B.A.U.M. Consult GmbH 4 SEVENTH FRAMEWORK
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Internet of Energy: Many Services “%
I
“Inses
« Distributed Energy
Production (“Prosumer”) + Transparency in

Energy Consumption

; \Flexible Energy
Consumption /

Flexible Tariffs

* Usage
optimisation
with Storage

* Electric ¢ Including Heat and

Vehicles Water usage
o Improving  |mm —— —
Surveillance/Control = Energy / Building
Management system
FUTURE
INTERNET

PPP Alexander von Jagwitz, B.A.U.M. Consult GmbH 5 SEVENTH FRAMEWORK
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Internet of Energy: Many Connections

- Distributed Energy
Produclion (“Prosumer”)

+ Transparency in
/\ Energy Consumption
)

! Flexible Energy
+ Usage Consumption
optimisation
with Storage + Distributed Energy
Production (*Prosumer’) + Transparency in
Energy Consumption
" Bl - Including Heat and i P
ehicles i
+ IR PEergy e ] 3
Production (“Prosumer”) - Transparency in - =5 Flexible Energy
R . W&%&mmwh \ | . Consumption /
Surveillance/Control Ll optimisation
« Distributed Energy + Distributed Energy A
Production ("Prosumer’) ProductiqnfiiRRMES

- Usage

optimisation
vith Storage

* Electric
Vehicles

- Distributed Energy
Production (‘Prosumer’)

+ Usage
optimisation
with Storage

* Electric
Vehicles

, Transparengy
—

« Improving
Surveillance/Control

- Transparenge ;‘ o HE . .
/\ Energy Consuniplian B Energy c‘ n | it | GEBGHPt 2 /
W\ o imisation — i Including Heat and
o

= Water usage
3 0
0y L 3

£ Including Heat and Improving
Water usage Surveillance/Control

- Transparency in
Wﬂergy Consumption
s

norgy
Production ¢'Prosumer’)

- Including HéalBREPYING
Water usage Surveillance/Control

[
“In

\F\ex\ble Energy
] Consumption /

- Improving

« Usage
elCynir@iparency in ~29%

optimisation
"ergv Consumption wilh Slorage
T * Distributed Energy
Production {“Prosumer’)
56 Sy AN ~ Elect
o Ve

. Flexible Energy

£ Ineluding Heal
Water usage

<

Waler usage

- Electric
Vehicles

\

- Improving
" Including Heat &fhgilance/Control
Waterusage . pytributod Encrgy
Production (*Prosumer”)

- Tl RRERARGY in L - i
EndigyeauaagBnsHol | Consumption /
g opfimisation Flexible Tariffs
. e
< Flexible Energy
- Usage | - Including Heat and
optimisation Flexible Tatfiges Water usage
wilh Slorage

* Electric
Vehicles

« Improving
Surveillance/Control

- Ineluding Heal znd
Water usage

- Improving
Survaillance/Control

<N X X X

Internet of Energy

Virtual Power Plants

Neighborhood
Communities

Flexibility Traders
Purchasing Pools
Energy Contractors
Microgrids

Alexander von Jagwitz, B.A.U.M. Consult GmbH
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Internet of Energy: Easy, Affordable Access

APP

APP

APP

APP

Platform

Internet of Energy

download fee
flat rate

time related fee
advertisement

A N N N NN N SN

basic service cost free
pay per transaction
pay per usage time

Alexander von Jagwitz, B.A.U.M. Consult GmbH 7
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An inspiring success story... “%

* 10 ago years we used mobile phones for calling people only, “/Iv's\'a\\*
phones became smaller and smaller...:

Fesunde Umwelt.

Fiir alle.

» Today they are big again and people do all * Sometimes they even call:
kinds of things with their smart phones:

Alexander von Jagwitz, B.A.U.M. Consult GmbH 8 SEVENTH FRAMEWORK
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Success factors for the Mobile Market “%

“UINsEN

APP APP | APP APP

200EUR —
800 EUR !

Smart Phones

Flat Rate Contracts
* - flat rate phone

- flat rate internet
- flat rate smart phone
« 2-year duration

PPP Alexander von Jagwitz, B.A.U.M. Consult GmbH 9 SEVENTH FRAMEWORK
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‘ APP ‘ APP ‘ APP APP

flat rate contracts

- flat rate electricity

flat rate energy management system
flat rate photovoltaic

flat rate combined heat power

flat rate battery

flexibility option (monthly incentives)
5-year duration

= = ]

Alexander von Jagwitz, B.A.U.M. Consult GmbH 10 SEVENTH FRAMEWORK
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The FINESCE Approach ‘

PP7SME Innovation Contestand Student Case %

Competition

«— \

Trials SME Contest Winners ﬁﬁESﬁ'E’Innaxp;ion
Community .

APP APP | | APP APP S P
e ? | | [re]Laee |[ave][aee]

API Layer

PPP Alexander von Jagwitz, B.A.U.M. Consult GmbH 11 SEVENTH FRAMEWORK
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Keep in Touch

INESCE

Future Internet Smart Utility Services

i

« and join the next Smart Grid Stakeholder Group meeting
during the Smart Grids Week in Salzburg

« on Monday, May 13,
» Details will be announced soon.

Alexander von Jagwitz, B.A.U.M. Consult GmbH 12
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HOW TO BUILD A
MICROGRID PLATFORM
WITH
FUTURE INTERNET TECHNOLOGIES

presented by Dr. Kolja Eger, Siemens AG
on behalf of the FINSENY project

Joint Workshop of FINSENY & EIT ICT Labs

“Smart Energy enabled by Future Internet”
Berlin, April 2013
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Overview

What is a Microgrid?

What are its benefits?

Typical Microgrid use case

Use Case Analysis & ICT Requirements
Functional Architecture

Conclusion

Dr. Kolja Eger, Siemens AG
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What is a Microgrid? N
“INseS

Microgrids

R Main Grid comprise local LV or
| i even MV distribution
S—— B systems with distributed
I Operations ’E/g en(ka)rgy r$so|urc”es (micro

3 ! & turbines, fuel cells, PV,
I £ s!/ “ s etc.) together with storage
| conaseer devices (flywheels,
I % energy capacitors and
: Proyider batteries) in order to
| | | satisfy the demands of
e — energy consumers

1) Waste Heat Power Generation  2) Public Common Connection
Source: Siemens AG

can be operated in a semi-autonomous way, if interconnected
to the grid, or in an autonomous way (islanding mode), if
disconnected from the main grid

sizes could range from residential to campus or community
UTURE wide systems

Dr. Kolja Eger, Siemens AG 3 SEVENTH FRAMEWORK
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T——

ation platforms
Aggreger - manag
Il ele

complexity f
for the overa

arent, €.9- directly t©
transp : interface can be e

alone DER the

the Microgr'\d or DSO)

Transmission
Network

1o reduce the
e

in the case of a stand-

Network
(Wp2)

—
o red h
ent and operation \

ctricity network (can be

Distribution}}

Microgrid Benefits N
“INseN
BT = Microgrids provide an
o l aggregation platform to handle

— the complexity for operation of
—J the whole energy system

Distributed Energy . .
Resources J = Reduction of line losses due
Storage l to generation closer to the loads

oty Loads | = Mitigation of voltage variation
psi}k i through coordinated reactive
<-de —J power control and constrained

J active power dispatch

Metering Operator

» Reduction of peak loading of constrained network devices
through optimized scheduling of all sources

= Autarkic/islanding mode in case of connection loss to main grid

» Includes essential features of Virtual Power Plants (VPPs) &
Aggregators

Dr. KOlja Egel’, Siemens AG 4 SEVENTH FRAMEWORK
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L)

FINSENY's Methodology 4‘%

aligned with Smart Grid-Coordination Group I |
A2 &
/NSEN

uc Use Case Model /

Scenario description

|dentify use cases and actors (market 9 ‘ Sysem ‘
roles as well as systems & devices) —
according to IntelliGrid method

ICT requirements
Define requirements for communication
& information flows as well as services
and middleware

Functional Architecture

Identify key functional building blocks
and interfaces, specify data models
and communication protocols

Develop ICT architecture based on
generic and domain-specific enablers

Dr. Kolja Eger, Siemens AG 5 SEVENTH FRAMEWORK
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< >

Microgrid High-level Use Cases NS N
INSEN

Business Use Cases

, Interactions with other market roles to negotiate and to
contract energy or ancillary services”
Microgrid Operator sells and buys energy on external markets
Microgrid Operator sells Balancing and Ancillary Services
Microgrid provides Islanding Mode

Control & Management Use Cases
“Describes the action taken to run a function of the system”

Balancing supply and demand on different time-scales
Demand-side management/ Demand Response
Supply-side management

Black start in Islanding mode

Auto-configuration

Long-term planning of Microgrid infrastructure design and
upgrading

Dr. Kolja Eger, Siemens AG 6 SEVENTH FRAMEWORK
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Deriving Sub Use Cases

Example: Auto-configuration I |
NN’

(T ] I | ] ) NSE

o j are Auto-Configuration:
——————— RN — et W— New sub-systems or

|  AOUDCOITIUIRR0R .G S Fiay devices installed in the

I I : : Enterprise . . .

E | : ; Microgrid automatically
______ e Registration of DERs & \ configure itself.

E i CEMS at control center S ]

: ! (i.e. bétween different SUb US€E Cases.

i | tak . . .
"""" T e Registration of devices

! Registration . .

| of devices - Siain owned by the Microgrid

i db n-house
_______ . _ PlugsPlay | _ Operator

E EFX& : _ Registration of DERs &

E m::lall eas“ui:, : Cor?t?gﬂer '. -;uﬁ?ommmw i‘;}:ﬁr.- 2o CEMS at Contl’0| Center
——————— s = _ = (I.e. between

<] i o stakeholders)

I L j In-house Plug&Play (out of
Generation Transmission Distribution DER Customer Premisis SCOpe for Mlcrognd)

. FUTURE
- INTERNET
‘ PPP Dr. K0|ja Eger, Siemens AG 7 SEVENTH FRAMEWORK
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Use Case Analysis with Smart Grid

Architecture Model os
“INsES

1
|
|
Market I I f -
| nrormation Layer
uto-configuratio
Enterprise information Enterprise
model for
L Resource 3 N L Re\  fesoucesang )\
service sern. Sefvicas
discover 55 comro\ discovery T
ggregation eration = ) eration
< 2 Registreti = £ Regy &
w handler y
e~
o F
,,,,,,,,,,, R I - e
Statjon Statjon
Id Fjeld
‘ |
,,,,,,,,,,,,,, - i
h i |
| |
! I I
; I : Process ; : Process
i | i i
MY } LV : MY } LV :
H i | |
OG Distribution MG Distribution Prosumer OG Distribution MG Distribution Prosumer

Communication (
Layer . Component Layer

|
) ERP System
1
i CUC:
f ¢ ) Enterprise EFEEipoe
Ayto-configuration
L Resource & N
service
discover:
BEms
,,,,,,,,,,,,,,,,,,, Metwork 3
statjon Station
Aggreo:
Tiode
””” T s T
f 8 i
Measuring i
Fjeld Device Field
contole | || conaler
| 9 ® ©
i
; : Process Process
1 |
MY } LV : MYIMY | LVIMY
| |
OG Distribution MG Distribution Prosumer OG Distribution MG Distribution Prosumer
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Auto-configuration

Further ICT requirements

ICT Requirements for Microgrids

Scalability

Conformance to standards

Interoperability ;‘/ MG Controller and management system applicability

Addressing

\_ Mappings between different information models

Data Bus
Data management ~
. Database System

Device description

Device registration for
remote monitoring and
control

. Self-organization
Automation
. Coordination

) Distributed Processing

. /
Processing /| High Demand for Computing Resources / Processing

Demand management based on criticality of loads
) Network Configuration
Auto-configuration , Device Description

“‘\7 Registration & Look-up

Device discovery in a Local

Area Network + Microgid ICT Reuirements &y oy ana Avaabiy (Re) " %"
Role-based Access Control \% T ——
Mapping Tool for Information

Models

~ Publish/Subscribe
Communication services | Request/Response

“‘\ Time Synchronisation

Latency

. o _ [ Bandwidth - Throughput, Goodput
Quality of Communication Services (QoS)
\_ Packet Loss

Priority
Remote control of equipment

Management
\_ Asset management

User Interface ~ Topology view
IT Security

Dr. Kolja Eger, Siemens AG 9 /////
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L)

Quality of Service (QoS) Requirements (

In Microgrids

To ensure the stable operation of the Microgrid different
connectivity services are needed with QoS guarantees

Four Classes of Service were derived

Cost-efficient solution has to be designed with the best mix of
private, service provider networks and public infrastructure

Connectivity

Connectivity

; _ Service 2B: CS 4.
Service 1: o _ | critical . g
Safety critical perational critica Backgroun
(Monitoring(
Priority Highest Medium Low
Latency <10 -100ms <1s Best effort
: Periodicall i
Data Event triggered y Event _trlg_gered &
occurrence periodically
Bandwidth / < 1500 Bytes < 100 kbps Best effort

Data volume






Functional Architecture
of Microgrid Control Center

Legend

- [ candidate for Generic Enabler (GE)
D rl I I - d Own [] combination of GE and domain-specific enablers
[] candidate for domain-specific enabler
of all use cases
lOperator Interface] Market Contract Maintenance | | Forecasting& | |  Planning
aaaa gement Management Scheduling B

identifies all functions ) T .

at functional layer E==a

°. !
Harmonization of Architecture and Bll_l”d'ng_?:OCkS are

functional layer interfaces are realised wit gen_?_nc or
results in functional derived from domaln-Tpeu c

building blocks building blocks enablers b

pPPT | | (or combination)
Dr. KOlJa Eger’ Siemers Aw 11 SEVENTH FRAMEWORK _
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Examples for Generic & Energy- “%'
Specific Building Blocks

cmp Microgrid Control Center/

Legend
(] Enterprise
L1 Operation
I Middleware

] Communication Front-End

IF7 IF8

IF9
m

Non real-time functional blocks

| uuuuuuuuuu g | |

Generic:
Pub/Sub
Broker

Middleware for Enterprise Applications

Generic:
Complex Event
Processing

Real-time functional blocks

aaaaa

Generic:
QoS-aware
MW

Middleware for Operation

Specific: IEC61850 ¥
Information
Models

e Specific: Generic:
IEC61850 Internet of Things
Comm. Enablers
FUTORE
INTERNET
PPP 12

Dr. Kolja Eger, Siemens AG
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s
Conclusions N
“INsEN
FINSENY evaluated the Microgrid scenario and provided
detailed results on
Identification & description of use cases
Consolidation with Smart Grid-Coordination Group

Analysis of use cases with Smart Gird Architecture Model
(SGAM)

Specification of ICT requirements

Coordination with the other FI-PPP usage areas on
requirements covered by generic or domain-specific
enablers

Specification of functional architecture considering generic
& domain-specific enablers

Dr. KOlja Eger, Siemens AG 13 SEVENTH FRAMEWORK
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SIEMENS

r %4 Siemens Global Website

» Home  » Innovation

Internet of the Future for Smart Grids

Siemens iz
cooperating wwith
pattners to find out
hawy Internet-related
technologies could be
dzim o cont Gl sr art
Jrids. At o, this
effart, the glokal
Siemens research

A organization
Corporate Technology
has hecome the
technical coordinator
of the Ell's FINSERNY
[Future [Miernet for
Smart EMerg’

nnnnn —

Siemens iz cooperating with partners ta find out hosy Internet-related technaologies could be
uzed to control smart grids. As part of this effort, the global Siemens research organization
Corporate Technology has become the technical coordinator of the EU's FIMSEMNY (Future
IMternet for Smart EMerg™™ project, inwhich energy and communications technology experts
are examining what demands smart grids are likely to make on tomorrowe's Internet. One sim is
to provide operstors of lowe- and medium-voltage grids access to inexpensive and reliakle
communications networks and technologies — a key requirement if renevwables areto play a
more impartant role in the poveer mix. The first pilot applications are 2cheduled to be zet upin
2013,

Becauze it iz inexpenszive and available in many places worldwide, the Internet iz an ideal
netveork not anly for normal telecommunications but alza for many industrial apolications.
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Iberdrola Group in the world

Presence in almost 40 countries worldwide undertaking generation,
distribution, renewable energy and engineering activities

Ukraine

Estonia

§

Russia

Finland
Latvia
Poland

D
Slovaki )
Gerr(T)maanya "’

United Kingdo ‘ “"

My

g /)

Switzerland .

France = (9 V@5
spain - P
Portugal v

o .
%'@s‘v Ml

Italy /’/

, Mexico—— Albany lj’ ‘\\‘~ ‘f E - ‘
' : % 2 |
%V#J" “’,A" Qatar\ Windia *; ( Taiwan
A e "&.“!QA ‘7 Syria |\ YO W <
. -’J )» Kazakhstan ﬁﬁ{%ﬁ ;
P SRS
Macedonia = g

® Generation/ Distribution ¥ }?

- Current presence @ Renewable generation

® Engineering






Main European markets of Iberdrola Group @ 1BERDROLA

SPAIN UNITED KINGDOM
Leader energy company 1st wind producer & 3" networks company

Installed capacity (MW) 25,600 Installed capacity (MW) 7,080
Generation (GWh) 63,710 Generation (GWh) 22,740
Saurc$saj ® Thermal
® Hydo
® wind

QO Distribution

QO Transmission

® Hydro M oil M cCGT  J=Windfarms
B Nuclear M coal ™ Distribution

(*) Including minihydro






Main American markets of Iberdrola Group @ IBERDROLA

UNITED STATES OF AMERICA BRAZIL: 1st disco by customers (17%)
2"d wind producer (12%) MEXICO: 1stelectricity private producer (13%)

Installed capacity (MW) 6,250 Installed capacity in Mexico (MW) 5,210

Electricity & gas customers (million) 2.4 Customers (million) 11.8

1

® Thermal ——
0 Gas storage @® Hydro
: Hydro Hydro under construction

Wind Augusta O ccaT
o Distribution .

5 ® Wind
OTransmission j‘f"r) L .
" Distribution
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The need for Smart Grid

Smart Grid on line with energy policy

For 2020 (EUROPE)

20% VY Green House Gas Emissions
20% A Share of Renewables

20% VW Energy Consumption

Large integration of distributed generation, specially

\ renewables of all types

Large integration of electric transportation

Improvement of efficiency
(better use of energy — active and managed demand)

Maintaining/improving quality and security of supply

ns  the wext

“Sart vids  ave emeroln

IN SUCH A WAY THAT SMARTS GRIDS HAVE BECOME A

NECESSITY





The need for Smart Grid

Scope. Retail, Distribution and Transmission

Level 5: Smart Customers

Customers aware and actively participating ;Stomu 'S
Level 4: Smart Energy Management

Management of end-use energy efficiency, aggregation,

retail «

Retailers
Aggregators

Level 3: Smart Integration

Renewable energy, DG, electric vehicles, electricity
storage and aggregation

\ /\
Level 2: Smart network and processes Distributiora
More automated MV distribution networks with self healing Network
capabilities (DSO)
Monitored and controlled LV _networks
IT supported monitoring process v
0

Level 1: Smart Transmission network

I
‘8>
'&'2
ol
e &
-
<-l-l

Q
%S
g

Innovative transmission grid architectures
State-of-the-art transmission/power technologies

Novel monitoring, control and storage methodologies
Shared electricity market simulators

Level 0: New generation technologies generation






The need for Smart Grid

Fault detection (no trial error method)

LV

10





The need for Smart Grid

Fault detection (no trial error method)
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ICT for the grid

Today and future systems

Distribution Consumption

D e e e

| I

Enterprise subsystem | I

: Retail Energy Market Subsystem :

| |

| |

Electric System Operation R |
subs)[stem [mem——— e m———— o —
] [ [ ] :
] [ I ] -
1 o 1 : :

1 _ ity |

:Distributedl :EChmob!ht I : Home :
o ) ) : Energy : :ﬁg%g ' Ami 1 Automation j
Distribution automation device ; Subsystem | Ir”absM: I subsystem |
subsystem 1 ] subsystem ! : :
A -
1 1 1 1 1
o | -4 (1 ]

9
8
l

;

©

»@::
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ICT for the grid

Medium Voltage Network

 Urban * Semi-urban
« 1 Primary Substation (PS) * 1 Primary Substation (PS)
« 101 Secondary Substations (SS) « 108 Secondary Substations (SS)
 Underground network and Reclosers
 Area Size: 6km? * Aerial network
« >1200 Inhabitants/km?  Area Size: 50 km?
e 10 MV Ring e 150 Inhabitants/km?

n

"(\f' Tens of

\ S Thousands Millions
o of of Points

A of Supply
Substatlons N y

1 ki

Mix of rings and spurs
’: | I % ’ ‘

A‘A“’

=2
”






ICT for the grid

Telecommunication Technologies

Secondary Substations

« 2G/3G Data Mobile

Points of Supply

« 2G/3G Data Mobile

« MV-BPL (Broadband Power Line)

« Narrowband PLC

« ADSL/HFC (Hybrid Fibre Coaxial)
« Digital Radio
« Optical Fibre

Private

15
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Iberdrola SG deployment in Spain

General Context

« In SPAIN, new residential meters must be smart enough for:
 Remote management

« Time of day charging

R.D. 1110/2007

Remote Management System (1/01/2014)

NG

Year 1 2 3

4 5 6 7 8
30% > 20% > > 20% > 30%

1/01/2008 1/01/2011

Yéarll

1/01/2013 1/01 /2016 31/12/2018
R.D. 485/2009

Ministry of Industry may decrease the income of Distributors, if there is a non compliance
of established schedule.

|berdrola take advantage of this R.D. to move forward and to push not only AMM solutions,
but to increase the intelligence of the distribution network of MV.






Iberdrola SG deployment in Spain

Global Smart Grid approach

IBERDROLA

Distribution Network Management Centre

S BTN
Retailers Information ANSY Systum +

SCADA

t

}

Smart Metering
Remote readings (energy + power)
Quaility of supply parameters
Remote tariffs programming
Remote Connect/Disconnect

* MV and LV Supervision

* Assets Alarms.

* Fault detection (no trial & errormethod)
* Automation and MV Grid real time control.
* Customer care improvement

Smart Grid

(x10%) Distributed Generatio

Secondary
D, S:f)?tdtlons
(x10*

Connections (PV. CHI

MV

rid

Growing number of
Wind & connections (Automat

Substctio.n&)
(x10%)

18





Iberdrola SG deployment in Spain

SG Architecture — Only one telecommunication network

By PLC:
s = B PL PRIME
e Private, Fixed / . =

Mobile Network '

Sl ~\=

' PLC: M
FO L (BPL)
[
Public
Network

Public Publiy Network,
Network

PRIME

@ Fixed/Mobile Pub
Network

19
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Iberdrola SG deployment in Spain

PLC PRIME features

 PRIME has been specified mainly to be a supporting technology
for massive meter reading.
« Use CENELEC A Band
« Narrowband
« As opposed to radio solutions, spectrum-risk is non-existent
 Open, public, not encumbered by patents
« competition, economies of scale
* Choice of state-of-the-art modulation techniques
« OFDM: Orthogonal Frequency Division Multiplexing
« ITU-T G.9904 “ Narrowband orthogonal frequency division
multiplexing power line communication transceivers for PRIME
networks” (http://www.itu.int/rec/T-REC-G.9904-201210-1/en)

20





Iberdrola SG deployment in Spain

PLC PRIME — Open and Public






Iberdrola SG deployment in Spain

SG Architecture — Only one telecommunication network

PLC:
BPL PRIME
Private, Fixed / - =

Mobile Network '

e

Public
Network

Public P b“ '\lﬁt\i\/QEK
Network

PRIME

@ Fixed/Mobile Pub
Network

22
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Iberdrola SG deployment in Spain

BPL implementation

MV Line
Coaxial
Ethernet
LV Line

11

To other substation

RACK

Secondary
Substation

T4V AVWZIRWAY
(Ui ZA =)

MV
Cabinet

MV Line

E3

MV
Cabinet

To other substation

§

MV Line






Iberdrola SG deployment in Spain

BPL planning o
OPTICAL
FFFFF 5‘?’%f

" B0 >
Y 2* s
@
4
: .«»’

X
28 S
6
A 2
240






Iberdrola SG deployment in Spain

SG Architecture — Only one telecommunication network

Private, Fixed /
Mobile Network

Network

25

BACKBONE ACCESS





Iberdrola SG deployment in Spain

Public (ADSL/GPRS/3G) Backbone interconnection

ROUTERATUNNEL et ¥ ROUTER B TUNNEL (S
TERMINATOR « IPSac | ' TERMINATOR + PSec ("

IBERDROLA NETWORK

26





Iberdrola SG deployment in Spain

ADSL/GPRS/3G Implementation

27




http://www.ziv.es/grupoziv/index.php



Iberdrola SG deployment in Spain

Some deployment volumes

Q1 2012

1.1 millions of points of supply

10 millions of points of supply

« 100% PLC PRIME
* 5,9 thousands of secondary
substations
« 3,6 GPRS
« 2,0BPL
0,3 ADSL or others

28
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ICT challenges

General requirements

« Interoperability (actors, devices, communications)
« Scalability (actors, devices, communications)

« Redundancy, Fault safe, Decentralized, Distributed
 Management

» Mission Critical \
* Limited Latency Future
« Time Critical TN Internet
' Advantages
« Security Future
Internet

Challenges

30






ICT challenges

Usage of public networks for Smart Grid

Priority in the operation of the smart grid (QoS)
Service Levels (SLA)
Rate of change of the public network technology
Adapted to provide utility services

« Asingle terminal for electrical sites

« Backup power supply of the public network
Input barriers

31
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Benefits from FINSENY results

For Distribution Automation

* FIWARE-I2ZND (Interface to Network and Devices -S3C (Service
Capability, Connectivity and Control)

[
: 4
| N R B (2D 12ND 2
I J’ <
I n

c 1 1

o |1 |

g |1 z :

S o€ Gateway 1

< |l s I+ RTU

© v 1

S 1 < :

s | 2 I

) o [

o I wuv [

- n T 0 A .. L I v

O 1 9
l 1 g
I C
: <
| IEC 60870-104
[
[
[
[






Benefits from FINSENY results

Based on FIWARE I12ND-S3C functions

* Network event management. This will allow endpoints to subscribe
about events over the public network connectivity.

« Resources management. This will allow the optimization and
reservation of network resources.

« Authentication and Integrity mechanisms

« Connectivity Management. This will allow to decide between more
than one connections and which should be used by each service.

« Multicast and broadcast. This will allow broadcast or multicast

services.

34





Benefits from FINSENY results

For Smart Grid Future opportunities

- “-

Enterprise subsystem

* 12ND
» Applications

- Data Handling Flectrc Sstem Operation. || L oo
* Internet of things [

]
B
o

9
n
P=g
=
o
[
—
[0
o

Distribution automation device
subsystem

Lt T






Benefits from FINSENY results

Based on Future Internet advantages

Interoperability (actors, devices, communications)
Scalability (actors, devices, communications)
Redundancy — Fault safe — Decentralized — Distributed
Management

36
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Conclusions

Smart Grid deployment

ICT will face a challenge for SG deployment

Telecommunication

Systems interoperability
Energy sector regulation is fundamental to move Smart Grid deployment
forward
SG deployment requires a complete analysis of requirements, available
technologies and future opportunities
The benefits Fl could bring to SG deployments at present has been
iIntroduced
The FI opportunities for future SG needs have been pointed

38
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Experiencing New Smart Grid Players

The EIT ICT Open Smart Energy Systems Experience Lab
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et Fact: Dependability of Grid

Ensuring dependability vs providing commodity

2 Smart Energy © fortiss GmbH Miinchen, 2012-10-25 fo r l'_| SS
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EIT ICT Labs

3

Fact: Shift of Production

Eingespeiste nach EEG vergiitete Jahresarbeit in 2011
(in Klammern Werte fiir 2010)

Biomasse
23.374 GWh; 26%
(25.146 GWh; 31%)

Wasser
2.397 GWh; 3% Gas
(5.049 GWh; 6%) 487 GWh; 1%
A (1.160 GWh; 1%)
Solar

19.339 GWh; 21%
(11.683 GWh; 15%)

Wind
45611 GWh; 49%
(37.634 GWh; 48%)

Source: Monitoringbericht
2012;
Bundesnetzagentur/Bundes
kartellamt 2012

Few Static Sources vs Many Dynamic Sources

Smart Energy © fortiss GmbH

Miinchen, 2012-10-25 fO r l'_l SS





et  Fact: Cost of Dependability

Preisabhangiger und -unabhangiger Handel
am Day-Ahead-Markt der EPEX SPOT in 2011

100% o .
un Source: Monitoringbericht
90% 60,0 TWh 41,0 Twh 2012
80% Bundesnetzagentur/Bundes
20% - kartellamt 2012
60% €/ MWh EPEX SPOT: Preisspannweiten 2010 zu 2011
50% 100
40% ¢ 89,73
80 J
30% 72,06 .  Riles
20% 60 _ ® 5712
® 51,12 ® 50,95
10% 40 ® 44,49
0%
20
Kau 15,94 13,63 ¢ 14,57 [
. )

Phelix-Day-Base 2010 Phelix-Day-Base 2011 Phelix-Day-Peak 2010 Phelix-Day-Peak 2011

® preisunabhdngige Kontr
® Mittel

Cost of Flexibility vs Need for Stability

4 Smart Energy © fortiss GmbH Miinchen, 2012-10-25 fo r t| SS
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EIT ICT Labs

Fact: Energy Storage

Wirkungsgrade verschiedener Stromspeicher

Wirkungsgrad in Prozent  Kurzzeitspeicher
Spulen Konden-  Schwung-
SMES satoren/ masse-
Super Caps  speicher

100

95 95 95
$ 3 I
80 ' '
50
40
20
0

Langzeitspeicher
Druck- Pump-
tuft- speicher
speicher

H 'f'
1

Elektro-Chemische Speicher Wasserstoff
Lithium-  Blei-5aure- Redox-
lonen- Akkus Flow-
Akkus Batterien
95 ~
E S

90 (

L

I,

M min. Wirkungsgrad [Verhaltnis von aufgenommener zu abgegebener Energiel

Quelle: IfEU, TAB, Sauer; Stand: 11/09

1 Spanne min. - max. Wirkungsgrad

www.unendlich-viel-energie.de ﬁ

Production/Consumption vs Introduction of Buffering

5

Smart Energy © fortiss GmbH

Minchen, 2012-10-25

fortiss





art Paradigm Shift in the Energy Domain

EITICT Labs

Power Distribution
. m—  |nformation Distribution

rosumer as new core player

3 Mega-Trends
DOAmalgamation: Merging of Production/Consumption/Storage
OVirtualization: Introduction of Hierarchic Service Structures
CJDecentralization: Moving Autonomous Control to all Nodes

Smart Energy © fortiss GmbH Miinchen, 2012-10-25 fo r l'_| SS





et  EITICT - Open SES Experience Labs

Goal: Exploration of feasibility/efficiency
— Stakeholder analysis to incorporate user

KTH Helsinki motivation and experience
] . .
\ — Support for interconnection of prosumer labs
. CWI smddelm Acteno — Support for joint co-simulation of prosumer
Impen{DE?m Béllﬂ nodes and virtual grid
%tm- B : o
Londan m‘_fortiss Integration of smart coordination and
Budapest-h G cooperation capabilities
ic" e~ T — Inclusion of market mechanisms, optimization,
INRIA Siemens

and scheduling
— Economical Impact of Prosumer-Based Smart

Further partners: Aalto, Grids
Engineering, IESE, SAP, SICS

Telecom Italia

7 Smart Energy © fortiss GmbH Miinchen, 2012-10-25 fo r t| SS





et Labs: KIT E-Car Simulator

EIT ICT Labs

Pregje

. L=
opt™

Smart Home
Energy Management
. System

Hardware abstraction

device device comm. comm.
IS0 15118 driver driver driver driver
. i

-
* -— user provider
- ! - ‘ i‘ mterac:tiun-q signals
: - intelligent dewi

Focus: Smart Home Prosumer Node

Smart Energy © fortiss GmbH Miinchen, 2012-10-25 fo r l'_| SS






ot Labs: TU Delft

EIT ICT Labs

Load
Aggregation

F il A A S A A A A R T
Ll e - S T R R R e
[l Gl g g i A A A Ay Ay & & e . OE OE OE O O O O O O O O S R R R R Y
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et Lab: Telecom ltalia

29 Ctiobre 2012 ©5 948

QUANTO STAI CONSUMANDD COME STAI ANDANDO LT ENERGEA HA TR oo

SOPRA LA MEDIA

Configurazionl 1.200 kKW _— !ll...!l!ll -

I MEDHA

Qi finora hai consumato:

. . . COEA 5TA CONEUMANDD DI PILF

1.6 KWh 'a Elnciralux (50 W)

Foilo

Sk gl B 3% I peares
Previslo peril mese: | singola calia fobow

218 kWh

Eco risparmio: anmfva il manuals
SOTTO LA MEDIA " ok icabils onling riczo di
bl o A g ot R

Tutte sl trial

Fokus: Smart Meter Service Infrastructure

10 Smart Energy © fortiss GmbH

Miinchen, 2012-10-25 fo rtiSS





ert Labs: fortiss/Siemens Micro Grid Experience Lab

EIT ICT Labs

Production
s Production/Consumption
I Consumption

Information
ﬂ)ata Base

1 || Building Energy Backbgna
1

SMA /Sunn ' :
Backup Y enOcean .
V i
Office Air g Office Plugs/ Toshiba
Batt Server

Focus: Intelligent Workplace Prosumer Node

11 Smart Energy © fortiss GmbH Miinchen, 2012-10-25 fo r l'_| SS





ert Labs: fortiss Micro Grid Experience Lab

EIT ICT Labs

‘ (ra\
- e o
Coordination - CTH
. Fault Prosumption Healing -
Service Layer Manage Profiling/ Services — T
ment Planing
Function | I |
. Storage Consumption Provision —
Service Layer Services ™ Services ™™ Services
Device I | | |
. Battery  Socket Solar Panel  pgwer Line
Service Layer Service ™=Service "™ Service™ o Service
= i T ”.I ”.I
P W EE D | | D
-— . -— = -— —

Fokus: Scaleable, Distributed & Hierarchic Service Architecture
for (Semi-)Autonomous Control

12  Smart Energy © fortiss GmbH Miinchen, 2012-10-25 fo r l'_| SS





ert Labs: fortiss Micro Grid Experience Lab

Always on - g S P Proactive
ﬁ | | 02-d 11:47 T

Direct

VVVVV

Focus: End-User Centric Experience

13 Smart Energy © fortiss GmbH Miinchen, 2012-10-25 fo r t| SS
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EIT ICT Labs

14

Visit Us for More Information

B art
FIT CT Labs

About ua = Mowraidh Cyvepnia = ﬂ.

laims Innowation Arema = Cclusca g = Eassarch = Daod rigam =

Future Scenarics and ture Scenarios and Smart Energy Systems Exp. Lab
Emart Enargy Systems af ~'J

Exp. Lab ) . q - 4
Joint Web Presence of Activity 1183

Fulure Scenaros and Smarl Energy Systemns Experience Labs

Tha inncvation pupose of this acthity B to cresla an integrason platfoem for exising SES deronsiralos for
wiftual co-simulation with real-ife dats ard sbikeholder irmvolvement § saxperioncs
Tha values, added by Tus scbiviy e

» Explwation of lape-scale aconomic asd tachnical faasibily and efficiency of 3ES u=ing wittual oo

simulation
= 3Staksholder snalysis and vsablily Fals io incomorabe ussr melivaion and apefence

= Inkagrating platfcrm for ER catabyoie
* Showease foe EIT ICT Labs

Linl of peslicipsling parimny in Uks adiviy

1, Madsn Unigs ity

WWW. eltictlabs.eu/fssesel/

Minchen, 2012-10-25

Smart Energy © fortiss GmbH
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Overview

What is a Microgrid?

What are its benefits?

Typical Microgrid use case

Use Case Analysis & ICT Requirements
Functional Architecture

Conclusion

Dr. Kolja Eger, Siemens AG
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What is a Microgrid? N
“INseS

Microgrids

R Main Grid comprise local LV or
| i even MV distribution
S—— B systems with distributed
I Operations ’E/g en(ka)rgy r$so|urc”es (micro

3 ! & turbines, fuel cells, PV,
I £ s!/ “ s etc.) together with storage
| conaseer devices (flywheels,
I % energy capacitors and
: Proyider batteries) in order to
| | | satisfy the demands of
e — energy consumers

1) Waste Heat Power Generation  2) Public Common Connection
Source: Siemens AG

can be operated in a semi-autonomous way, if interconnected
to the grid, or in an autonomous way (islanding mode), if
disconnected from the main grid

sizes could range from residential to campus or community
UTURE wide systems

Dr. Kolja Eger, Siemens AG 3 SEVENTH FRAMEWORK

PROGRAMME
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ation platforms
Aggreger - manag
Il ele

complexity f
for the overa

arent, €.9- directly t©
transp : interface can be e

alone DER the

the Microgr'\d or DSO)

Transmission
Network

1o reduce the
e

in the case of a stand-

Network
(Wp2)

—
o red h
ent and operation \

ctricity network (can be

Distribution}}

Microgrid Benefits N
“INseN
BT = Microgrids provide an
o l aggregation platform to handle

— the complexity for operation of
—J the whole energy system

Distributed Energy . .
Resources J = Reduction of line losses due
Storage l to generation closer to the loads

oty Loads | = Mitigation of voltage variation
psi}k i through coordinated reactive
<-de —J power control and constrained

J active power dispatch

Metering Operator

» Reduction of peak loading of constrained network devices
through optimized scheduling of all sources

= Autarkic/islanding mode in case of connection loss to main grid

» Includes essential features of Virtual Power Plants (VPPs) &
Aggregators

Dr. KOlja Egel’, Siemens AG 4 SEVENTH FRAMEWORK

PROGRAMME





L)

FINSENY's Methodology 4‘%

aligned with Smart Grid-Coordination Group I |
A2 &
/NSEN

uc Use Case Model /

Scenario description

|dentify use cases and actors (market 9 ‘ Sysem ‘
roles as well as systems & devices) —
according to IntelliGrid method

ICT requirements
Define requirements for communication
& information flows as well as services
and middleware

Functional Architecture

Identify key functional building blocks
and interfaces, specify data models
and communication protocols

Develop ICT architecture based on
generic and domain-specific enablers

Dr. Kolja Eger, Siemens AG 5 SEVENTH FRAMEWORK

PROGRAMME
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Microgrid High-level Use Cases NS N
INSEN

Business Use Cases

, Interactions with other market roles to negotiate and to
contract energy or ancillary services”
Microgrid Operator sells and buys energy on external markets
Microgrid Operator sells Balancing and Ancillary Services
Microgrid provides Islanding Mode

Control & Management Use Cases
“Describes the action taken to run a function of the system”

Balancing supply and demand on different time-scales
Demand-side management/ Demand Response
Supply-side management

Black start in Islanding mode

Auto-configuration

Long-term planning of Microgrid infrastructure design and
upgrading

Dr. Kolja Eger, Siemens AG 6 SEVENTH FRAMEWORK

PROGRAMME





Deriving Sub Use Cases

Example: Auto-configuration I |
NN’

(T ] I | ] ) NSE

o j are Auto-Configuration:
——————— RN — et W— New sub-systems or

|  AOUDCOITIUIRR0R .G S Fiay devices installed in the

I I : : Enterprise . . .

E | : ; Microgrid automatically
______ e Registration of DERs & \ configure itself.

E i CEMS at control center S ]

: ! (i.e. bétween different SUb US€E Cases.

i | tak . . .
"""" T e Registration of devices

! Registration . .

| of devices - Siain owned by the Microgrid

i db n-house
_______ . _ PlugsPlay | _ Operator

E EFX& : _ Registration of DERs &

E m::lall eas“ui:, : Cor?t?gﬂer '. -;uﬁ?ommmw i‘;}:ﬁr.- 2o CEMS at Contl’0| Center
——————— s = _ = (I.e. between

<] i o stakeholders)

I L j In-house Plug&Play (out of
Generation Transmission Distribution DER Customer Premisis SCOpe for Mlcrognd)
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Use Case Analysis with Smart Grid

Architecture Model os
“INsES

1
|
|
Market I I f -
| nrormation Layer
uto-configuratio
Enterprise information Enterprise
model for
L Resource 3 N L Re\  fesoucesang )\
service sern. Sefvicas
discover 55 comro\ discovery T
ggregation eration = ) eration
< 2 Registreti = £ Regy &
w handler y
e~
o F
,,,,,,,,,,, R I - e
Statjon Statjon
Id Fjeld
‘ |
,,,,,,,,,,,,,, - i
h i |
| |
! I I
; I : Process ; : Process
i | i i
MY } LV : MY } LV :
H i | |
OG Distribution MG Distribution Prosumer OG Distribution MG Distribution Prosumer

Communication (
Layer . Component Layer

|
) ERP System
1
i CUC:
f ¢ ) Enterprise EFEEipoe
Ayto-configuration
L Resource & N
service
discover:
BEms
,,,,,,,,,,,,,,,,,,, Metwork 3
statjon Station
Aggreo:
Tiode
””” T s T
f 8 i
Measuring i
Fjeld Device Field
contole | || conaler
| 9 ® ©
i
; : Process Process
1 |
MY } LV : MYIMY | LVIMY
| |
OG Distribution MG Distribution Prosumer OG Distribution MG Distribution Prosumer
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Auto-configuration

Further ICT requirements

ICT Requirements for Microgrids

Scalability

Conformance to standards

Interoperability ;‘/ MG Controller and management system applicability

Addressing

\_ Mappings between different information models

Data Bus
Data management ~
. Database System

Device description

Device registration for
remote monitoring and
control

. Self-organization
Automation
. Coordination

) Distributed Processing

. /
Processing /| High Demand for Computing Resources / Processing

Demand management based on criticality of loads
) Network Configuration
Auto-configuration , Device Description

“‘\7 Registration & Look-up

Device discovery in a Local

Area Network + Microgid ICT Reuirements &y oy ana Avaabiy (Re) " %"
Role-based Access Control \% T ——
Mapping Tool for Information

Models

~ Publish/Subscribe
Communication services | Request/Response

“‘\ Time Synchronisation

Latency

. o _ [ Bandwidth - Throughput, Goodput
Quality of Communication Services (QoS)
\_ Packet Loss

Priority
Remote control of equipment

Management
\_ Asset management

User Interface ~ Topology view
IT Security

Dr. Kolja Eger, Siemens AG 9 /////
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L)

Quality of Service (QoS) Requirements (

In Microgrids

To ensure the stable operation of the Microgrid different
connectivity services are needed with QoS guarantees

Four Classes of Service were derived

Cost-efficient solution has to be designed with the best mix of
private, service provider networks and public infrastructure

Connectivity

Connectivity

; _ Service 2B: CS 4.
Service 1: o _ | critical . g
Safety critical perational critica Backgroun
(Monitoring(
Priority Highest Medium Low
Latency <10 -100ms <1s Best effort
: Periodicall i
Data Event triggered y Event _trlg_gered &
occurrence periodically
Bandwidth / < 1500 Bytes < 100 kbps Best effort

Data volume






Functional Architecture
of Microgrid Control Center

Legend

- [ candidate for Generic Enabler (GE)
D rl I I - d Own [] combination of GE and domain-specific enablers
[] candidate for domain-specific enabler
of all use cases
lOperator Interface] Market Contract Maintenance | | Forecasting& | |  Planning
aaaa gement Management Scheduling B

identifies all functions ) T .

at functional layer E==a

°. !
Harmonization of Architecture and Bll_l”d'ng_?:OCkS are

functional layer interfaces are realised wit gen_?_nc or
results in functional derived from domaln-Tpeu c

building blocks building blocks enablers b

pPPT | | (or combination)
Dr. KOlJa Eger’ Siemers Aw 11 SEVENTH FRAMEWORK _
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Examples for Generic & Energy- “%'
Specific Building Blocks

cmp Microgrid Control Center/

Legend
(] Enterprise
L1 Operation
I Middleware

] Communication Front-End

IF7 IF8

IF9
m

Non real-time functional blocks

| uuuuuuuuuu g | |

Generic:
Pub/Sub
Broker

Middleware for Enterprise Applications

Generic:
Complex Event
Processing

Real-time functional blocks

aaaaa

Generic:
QoS-aware
MW

Middleware for Operation

Specific: IEC61850 ¥
Information
Models

e Specific: Generic:
IEC61850 Internet of Things
Comm. Enablers
FUTORE
INTERNET
PPP 12
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s
Conclusions N
“INsEN
FINSENY evaluated the Microgrid scenario and provided
detailed results on
Identification & description of use cases
Consolidation with Smart Grid-Coordination Group

Analysis of use cases with Smart Gird Architecture Model
(SGAM)

Specification of ICT requirements

Coordination with the other FI-PPP usage areas on
requirements covered by generic or domain-specific
enablers

Specification of functional architecture considering generic
& domain-specific enablers

Dr. KOlja Eger, Siemens AG 13 SEVENTH FRAMEWORK
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SIEMENS

r %4 Siemens Global Website

» Home  » Innovation

Internet of the Future for Smart Grids

Siemens iz
cooperating wwith
pattners to find out
hawy Internet-related
technologies could be
dzim o cont Gl sr art
Jrids. At o, this
effart, the glokal
Siemens research

A organization
Corporate Technology
has hecome the
technical coordinator
of the Ell's FINSERNY
[Future [Miernet for
Smart EMerg’

nnnnn —

Siemens iz cooperating with partners ta find out hosy Internet-related technaologies could be
uzed to control smart grids. As part of this effort, the global Siemens research organization
Corporate Technology has become the technical coordinator of the EU's FIMSEMNY (Future
IMternet for Smart EMerg™™ project, inwhich energy and communications technology experts
are examining what demands smart grids are likely to make on tomorrowe's Internet. One sim is
to provide operstors of lowe- and medium-voltage grids access to inexpensive and reliakle
communications networks and technologies — a key requirement if renevwables areto play a
more impartant role in the poveer mix. The first pilot applications are 2cheduled to be zet upin
2013,

Becauze it iz inexpenszive and available in many places worldwide, the Internet iz an ideal
netveork not anly for normal telecommunications but alza for many industrial apolications.

b Site Explorer

EI [ Text size ElHHRE | EL

Downloads | Related Links

1ok Press Picture 72 dpi
Iek Press Picture 300 dpi
- .

POF Innowationblew s

InnovationMNews

» zubzcribe Funzubscribe

Contact
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Communications
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F=1 norbert aschenbrenner@siemens com
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Siemens Technology Press and Innovation
Communications

Media Inquiries

Tel +49 (59 636-33446
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ENABLING ICT FOR
ELECTRIC MOBILITY
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OUTLINE

Use Cases

Functional Architecture
EM-SGAM
Functions
Components
Communication

Conclusions
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~ulz  FUTURE
-~ INTERNET
PPP

FINAL USE CASES T

“INSEN

International
Roaming

ICT-Enabled Demand
Side Management

Workplace
Stationary g Payment

Energy Storage Methods
Charge Point Inter-
Accessibility Modal

Charge Load Public
Mgmt
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- FUTURE
- INTERNET
-~ PPP

FINAL USE CASES

\_

!

J Sudden drop in renewablef‘n-"--\

Energy
Supplier

s)..

Y

\ e

energy supply (RE

~

L ...causes fluctuations in
i energy production...

:“-\_ ...Tesulting in frequency instability...

0 - ]
/
w gm | ~ /
i rL |
i - VI,V; !
I 48 o {
i /
iy ;
y A 7
kY PR A A
e Ao
% /
N .-‘

Roaming
E-Mobility Agreement
Provider
User
contract
Roaming
EV User

EVSE Operator \

\ ]
y Charge Statusr.‘
\J-// 5 ‘. Charge Levelf.—
N 4

- .
./.
."II
i

T~

P

‘ Enérgy Mana

~

N

ger

Charge Point

Management System

Network |
Control Server !

Application
Server

T
N ) 4 -
Tuzn On / Off N "\ ;7 N\ ——
imit Ch A N — ~
Limit Charge v N v N\
AN \
A Home Energy -
N
s . S Manager (HEM)
- ol ( Home
o \ gateway  Charge
N v _Status
e b T
I '\ Charge
l AN Level (‘:\i‘
\ . A
\ -
~_ Turn On / Off
; Limit Charge .
1‘ .Ej /P"
1
/
\, /N ,/
~_" J/“-E_/
"~~~
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~ulz  FUTURE
-~ INTERNET
PPP

E-MOBILITY FUNCTION REALMS ".%:

Energy
Distribution

Function Realm
Visualisation

Account
Management

Mobility
Management

- Visualises
Internal Function Stake h O I d er to
function realm

mapping

Control Function Service Function

* Visualises realm
belonging of
specific functions

Charging
Management
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- FUTURE

~ INTERNET
PPP

ACCOUNT MANAGEMENT REALM

Energy
Distribution

EMER
Mobility
. Management
\

User EVSE Tariff
Management Operator Management
Access Control
Energy
Management

Account
Management

Authentication Authorization

Management

Charging
Management

Internal Function

Service Function

Control Function
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T T
| I
Server-to-Server Interfaces Market
{ocHP | 1
[ [ i Sl | ! [ [
Power Power Grid | I| Charging Parking | Fleet User
Generation |  Server = : Station - Space | :_ Management || Management |
Server | Server Server I Server Server
I I
I I
I I Enterprise
I I
I I
I I
u ! ] 1] o |
i ]
I I
I I
I I
I I Operation
I I
IEC 61850 : :
_____ ____lL__oclpF-.________ S T —
1 T
I I
; Charging Parking
I I
Substation | Station Space | EY Card
| ] | I
I ]
| | — BEMS
Junction Baox : Charging Parking Spot : GAN
| Pole Sl R Station
I I
I [_ N
I I
SAE 11772 | | EV Charge
IEC 15118 I EVSE I Paint
IEC 61851 ' I
IEC 62196 'l :
I I
' | Field
' Charge Point I
| I | EV ket
[ Qutlet I Socke &
: : Process
I I
1 1
Power Grid Charging Infrastructure Infrastructure User
Ganaration Transmissian Distrition DER Cusinmer
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- FUTURE
- INTERNET
-~ PPP

FUNCTION MAPPING

Server-to-Server Interfaces
| prep— |
OCHP
[ 1
I I - [ I—'_I I - 1 I Tariff
Power Power Grid | I| Charging Parking 1 Fleet Management
|| Generation |4  Server _:. Station |- Space [ Management || Mc
Server | Server Server Server Tradahle‘
I
Incentive I
Planning :
I
. I Management
L Grid : ]
Monitoring i
" I
DER Control : Energy
| Energy Usage  Demand
: Scheduling . Forecast
- lL - —DC'F'F'- ———————
|
I
) Charging Parking
I
Substation || station Space
I
I
I
I
Junction Box : Chg;?;ng Parking Spot Device
| Registration
I |
I 1
SAE 11772 (Dis-)Charging :
IEC 15118
IEC 61851 !
IEC 62196 ] Melering !
__________ .
I 1
I 1
![Tharge Point !
: Outlet : EV Socket
I 1
I 1
I 1
| 1
Power Grid Charging Infrastructure Infrastructure User
Ganaraton Transmissian Distrition DER Cusioemer

Market

Enterprise

Operation

Station

Field

Process
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CONCLUSIONS (

Adapted SGAM - EM-SGAM for better E-Mobility
Integration

Final use cases cover well the functionality of first
version use cases

Majority of function implementations can potentially be
covered using GEs

Candidate GEs have been identified to be used for
function implementations

Only a few ICT related standards are tailored towards E-
Mobility needs, nevertheless a lot of standardisation
activities are ongoing

Security issues are important to be addressed seeing the
extended adoption of Web standards
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€ ecars

Leading the charge

All Signals as lrelands ecars
Programme steps up a Gear

FINSENY. Berlin
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Ireland as a location for e cars

» Single electricity network company
e Government commitment

« High levels of wind generation

« Limited range between urban centres
* |deal climate for batteries

* High levels of Single family dwellings

e Jrelandis aleaderinIT and ITS

@ e C a rs www.esb.ie/ecars
Leading the charge
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Ecar Ireland Programme

« EVtargets 2020:
- 10% of all road energy transport
will be renewable (EU RED)
- 10% of all national fleet electric
» Early supply of electric cars
- Agreements with OEMS for supply of EVs
 Government incentives
- €5000 grant
- Zero VRT
- Lowest road tax band
- Accelerated Capital Allowance (Businesse;s
- Transport Bill
« ESB s rolling a trial to test
 |IT Systems
* Charging points
o Grid Impact and benefits evaluation

e C a rs www.esb.ie/ecars

Leading the charge






Charging Infrastructure

HOME / WORK PUBLIC

6 — 8 hours 1 - 6 hours*

AC 10 16A Mode 3 AC 3® 32A Mode 3
Type 2/ fixed cable Type 2

@ ecars “Depending on ca

Leading the charge

80% in 20 minutes
DC 50kW

AC 3® 63A Mode 3
fixed cable (Future)

www.esb.ie/ecars





Evolution

* First we had ‘Stage Built’ Vehicles
 OEM’s building Non Plugin Hybrids
* Pre-production OEM B.E.V
e Scale production OEM vehicles
* Buy complete or Battery lease
« All the time the price has been dropping
« 3 different specification levels for the Nissan Leaf in June

; oy y . 5] ‘ =k U ;/ — A ¥ 4 = i = s
~ | G : = 13 ’/ : - L J .. - u" i ”
@ ecars s eshislecar

Leading the charge 5
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Projects

European Commission funded projects across a range of directorates
are generating valuable outputs.
« FINSENY — Has created a strong foundation for the FINESCE
project.
* Mobi.Europe has started the role out of four trials —
Amsterdam, Galicia, Portugal and Ireland
« Green eMotion has given insight into many areas of eMobility
including reporting on:
o User profiling — Driving charging behaviour and perceptions
e Infrastructure — Planning, selection, Installation techniques
e Grid impact
o Marketplace & ICT — Interoperability

* Technology development and evaluation — Induction
charging, DC fast charging with battery support, Network support
power electronics

€D ecars

Leading the charge ;





Happy Fleet eMotloun m

Green eMotion - Interim Fleet Report D1.7
The first Interim report on EV’s in Fleets has considered a
range of use-cases where EV’s were introduced into fleets.

» Electric taxi’s in Dublin

e eCar-pool’'s were compared with Taxi and personal ICE
usage.

» Fixed route urban buses

o Urban delivery

EV’s perform in Urban fleets, with many benefits and huge cost savings

€ ecars

Leading the charge





Convergence of views

Treaty of Vaals
ESB is a signatory of the Treaty of Vaals which sets out to

ensure interoperability across Europe. The treaty
demonstrates the willingness of signatories to exchange
whitelists and support the mechanisms for interoperability
eMiii
Electric Mobility ICT Interoperability Interest Group is a
gathering of parties from across a range of e-Mobility sectors in

Europe and the US. The participants include Telecoms, OEM,
Utility’s equipment manufacturers and financial services.

OCPP
Is taking shape with contributions from many stakeholders. This

open protocol will allow investment in connected charging
infrastructure while ensuring we are not locked into a single
equipment manufacturer. V1.2 and V1.5

€D ecars

Leading the charge





CPT D|reCt|Ve Clean Power for Transport

DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
on the deployment of alternative fuels infrastructure

Mandated minimum number of charg. 10" « Y member states by 2020

Country Total, m r Publically accessible
CZ 2. 13,000

DK . 4L0J0 5,000

DE 1,503,000 150,000

IE 22,000 2,000

Some discussion about the calculation methods,
however the message is clear
Europe is motoring forward with Electric Mobility

€ ecars

Leading the charge "





CPT Directive Makes the connection

Slow electric recharging points for motor vehicles
» Alternate Current (AC) slow recharging points for electric vehicles -
connectors of Type 2 - EN62196- 2:2012.

h Fast electric recharging points for motor vehicles
» Alternate Current (AC) slow recharging points for electric vehicles -
connectors of Type 2 - EN62196- 2:2012.

« Direct Current (DC) fast recharging points for electric vehicles -
connectors of Type "Combo 2" as described in the relevant EN
standard, to be adopted by 2014.

€ ecars

Leading the charge 1





SEAI Roadmap

Passenger Car Fleet will increase by 57% to 2.9m by 2050
EV contribution to passenger car segment will be 10 % by 2020
EV contribution to passenger car segment will be 60 % by 2050

Y V VYV V

EVs may offer non incentivised 10yr TCO by 2019

H, Fuel Cells

Total Passenger Car Stock

2010 2005 2030 2025 2030 2035 2040 2045 2050

e Ca rs www.esb.ie/ecars

Leading the charge »






Vehicle Offerings

) ecars S

Leading the charge
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A Toe in the Fl Ocean %

« ESB - Progressive & Innovative Strategy
 FINSENY — WP5 Electro Mobility

e Limited Resources in Phase 1

* Recognised Synergies with other activities

SIEMENS
EUTC L .

TR TH

Pl

}"" snzmsms m

tttttttttt

EI,Y ERICSSON % vﬂz‘
oo IR

 Eager to evaluate real cases!

]SYNEL[!E[S

e Ca rs www.esb.ie/ecars

Leading the charge "
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3 FINESCE

Future Internet Smart Utility Services

Telecom networks

 FI-PPP Phase 2

e Scaled up resources

« ESBecars, ESBN Telecom Services,
ESB Networks & ESB International

* More than just EV charging

» Also focus on Inter-substation
communications - Preparing for
future EV penetration levels.

e Much to offer and much to learn

e Ca rs www.esb.ie/ecars

Leading the charge 15
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Future Internet Smart Utility Services —_—
FINESCE
Future INternet Smart Utility ServiCEs
=
# = -
- ERICSS0N Scale-up m ERSITY
2 e-on
Decenralised
' % & INSERD
Qsc. Gt
24 e
" "._‘i'l':fu;e
‘il Homeywall
6 Alcatel Lucent )
== ALSTOM =53

eca rs www.esb.ie/ecars

Leading the charge
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CPMS

Charge Point Management
System is proceeding with ‘on-
boarding’ of charge-points.

CPPS

First release of the IBM payment
system has been undergoing
UAT. With a second release
including integration with the
Green eMotion Marketplace due
in August.

PROPOSED PUBLIC CHARGE POINT SYSTEM

Revenue

2.6/3G Mobile
Network

l Real Teme: 3
Mear Real Time
e i

Batah
—

W : | - —
TSO = Teansmission System Operator AMI = Advanced Metering Infrastructure
DSO = Distribution System Operator DUoS = Distribution Use of System charges

ecars

Leading the charge

www.esb.ie/ecars
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Charge Points Status

90% of major towns and cities already covered

Fast Chargers on interurban routes

Installations already completed..

>1100 Charge Points Installed

The initial target of 30 DC fast chargers has been
achieved.

A new target of 100 will be achieved by start of 20 14

ecars

Leading the charge

www.esb.ie/ecars
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Thank you
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A FUTURE INTERNET PERSPECTIVE
FOR SMART BUILDINGS

presented by Gilles Privat (Orange Labs France)
on behalf of FINSENY/WP4

FINSENY Smart Energy Workshop

EIT ICTLabs, Berlin
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Dr. Gilles Privat, Orange Labs

- 9

FINSENY SMART BUILDINGS “.F:
GENERAL OBJECTIVES oa
“INSEN
Specify a building ICT infrastructure that mirrors the
Future Internet on the building scale:
IS more than a network!

supports comprehensive energy management as well
as other smart building applications

generalizes to all types of buildings
adapts to legacy

Interfaces to

all energy-relevant building components
existing ICT infrastructure and equipment in the building

Validate this infrastructure with:
energy management systems
non-application-specific building services

2 SEVENTH FRAMEWORK
PROGRAMME





APPROACH g |

Identification of target buiding sub-domains :
Home
Residential buildings
Office buildings
Data Centers
Hotels
Use cases elicitation
Collection of low-level (concrete) use cases
Definition of high-level (abstract) use cases
First selection of detailed requirements
Definition of architecture framework

Dr. Gilles Privat, Orange Labs 3 SEVENTH FRAMEWORK
PROGRAMME





SMART BUILDINGS (&
IN OVERALL FINSENY ARCHITECTURE -

FINSENY High Level Architecture

Electronic Market Place for Energy (wps)

he
to reduce t '
tion platforms o
Aggreﬁ;'ticy for management ag?kczg:n .
?o\t:!ie overall electricity netv(v)f s
(o] sparent, €. g.in the caseé be e Customer
“\an : DERthe interface can .-
alon ' ddy
the Microgrid of psO WS

T, Distributed Energy
e T Resources
Transmission Distributionf
Network Network
(WP2) ,, Storage l
Loads l
EV User l

E-Mobility
Service
Provider (wp5)

-ﬁi‘.’

Metering Operator

PPP Dr. Gilles Privat, Orange Labs 4 —SEVENTH FRAMEWORK
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Centralized
generation

SMART HOME/BUILDING & SMART GRID :

DECENTRALIZATION & SEPARATION OF CONCERNS

Load shedding

Transmission

Pre-smart Grid

- ticdtls
g
.

i
-

-

.
=

.
.
.

-

.

o

.
- -

Distribution

-

-

-
-
-

-

-

-
o
-

i

o
;o

st

e
.

e

i
i
-
-
-
.

-
.

-

-

-
.
-

.
oS
T
=

ot

-

e
.
stvalis
ra\lizor
aAll76(
1112 6L

o
-

.

=
-
-

D
Dy
>
'{:
-
.
-
-
.
y
|
.
o
-

-

)
)
.

-

e
-
-

-
.

.

.
.
.
-
.
-
-
.
.
(

-
-
-
-
-
-
-
-
-

-
-
-
-
.
-
.
-
.
-
-

M R L A,

.
o
-

f*.
o
-
-
o
.
.
=
-
-
-
-
-
-
-
-
-
-
-

-
.
.
-
-
-

-
-
-
.
-

.

i
’{:
.
.
.
.
.

¢
4
¢
-
.

.

i

1
T

-
.
L
-

: B
T .

e
-
Y wi el .
e

Smart Grid

Meters

o
i,

-

b
e

o
e
N

-
.
-

.
.
-

-
-
-

-

irectiona
data & control interface

e 5
e = = R
.

e
i

N
-
-
-

-

e

-
.
o s
Ulayc
dhieat e BEL
e
R e e ) f L
emiiccininn . Evietrinbg it o | .
St eieeletene L el e el g

-
. o
. -
-

?:
S

-
-

-

i
.
i
.

-

-
.
-

-
-
-
-
-
-
.
%
-
-

-
r

Oelt]
>
-

-
-

.
.
.
=
.
.
.
.
e

-

-
-
-

-
.

-
.
-
&
r
,
=

.
i
y
.
i
o
T
P

o

A -
. w o - F
. -
.
.
]

Bidirectional
data & control interface





'y

FROM THE INTERNET OF DEVICES °:€"
TO THE INTERNET OF THINGS g |

“INSEN

loT extends beyond network-connected “devices”
loT “things” can be

passive objects (furniture, walls, etc)

subsets of space (rooms, cubicles, floors, etc.)

legacy appliances

energy-relevant pieces of equipment
loT “things” need not

have a native network interface

be identified with tags or universal naming schemes
Things/entities layer integral to building architecture

. 4
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THE SENSED-ACTUATED HOME






Service
Platform

network

N~

- -
N - -

—— = -
»—__ _—~i
~
~
~—
-~

A

o Sensors\\
& actuators,

Building components
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Home abstraction layer

Home physical entities
=

Subsystem A

-

Subsystem B

l‘mpﬂmi %ilﬂ!'_

Subsystem C

UL OlICS rriivat, vialiye Lauvs

@:
@;
q._
@_

CH.
Home applications
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SENSED-ACTUATED BUILDING 2‘%’

i

Indoor A Handing Exhaust Cooling  Elevator
Air Quaiity Ar O Fans Towsers /s Ligkitig Halon i \
Cameras cer Fiterz  Controflers Smoke e Sieatint
Atk Cetectors Heating AT
Coalin Conirol Units _
sils . : J Panels L Units
.;llll 2 ;

Electric,
Gas;
Heating

YVending Machinss

Controliers _
Chemical gg}ters ol Stafion Parking WWater Systems
Water Confrod ik (zarage

Computer Room E;‘En;lsaa'm
Ajr Handlers

INTERNET
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NOT-SO-SMART BUILDING :
PRESENT SITUATION

dulp|ing
dulp|ing
dulp|ing

>
O
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¢ uoneolddy
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SMART BUILDING ARCHITECTURE
FRAMEWORK P o

Building Entities

IO YA TINOGO SN\/CTOY

_ Building Devices

etectors






SMART BUILDING ARCHITECTURE oy
FRAMEWORK : -

(4

other building other buiiding uthe‘r N Building Energy
£ el smart building
application application management

I\ ) o —a

Application Layer

,_. =\

Other Other Supervisory Supervisory
Service service Controller 2 Controller 1

Service
Layer
Entity Virtualization Entity virtualization Entity virtualization
Service service service
Entity
_ ; Abstraction
----- - Layer

Connected Connected Connected Sensor/ Sensor/ Sensor/ Sensaor/ Sensor/ Sensor/
Device Device Device actuator actuator actuator actuator actuator actuator

Device Layer

: e i G R S 8 Physical
gl =7 =y ; ) Plant
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MAPPING TO SMART GRID -
ARCHITECTURE MODEL N

Outline _
Usecase Subfunctions

-

~
—————— e e e

. Information Layer

______ o=l
P
-
-
[ — R s
7
-
-
P
—————— R T iviievy= ooy el g ey
- -
) ver
-
7 -
- - -
- - -
—————— e
- - P
. - -
- - -
______ = -
7 E
- -
-~ - "
- - -

****** P T T T T~ — — e —————

. Component Layer

Generation  Transmission Distribution DER

g
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SHARED RESOURCES PROVIDED BY ‘T%»
BUILDING I3
“InseN

Device-level resources

Raw sensor & actuator data

Sensor & actuator device registry

Monomodal sensor events
Entity-level resources

Multi-sensor events

Multi-actuator control data

Aggregate state of building entities
operation mode of appliances
presence/activity detection/interpretation inside rooms/spaces

Control of building entities

Entities registry
Service-level resources

Access control

Interfaces to groups of entities : heating, lighting services
Application-level resources

Aggregate energy consumption

. FUTURE

I\JFIERNET Aggregate building state

PP Dr. Gilles Privat, Orange Labs
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GENERIC ENABLERS (From FI-waRE PROJECT) ,:ﬁ;
FOR SMART BUILDINGS oA

“INSEN

ulti-Channel Multi-

other Building Energy Device Access

smart building application management ("Paas Manzgement )
e

Other Supervisory
service Controller

Application Layer

Service
Management . sewice

~ Resource Laga@y Cﬂ—:m::.l;::zﬁons " Lega@g \/‘ Resource Entity
(w} ‘Sﬁm . Automation _)' Equipment xl'\.-"lanagement) Abstraction
col Proxy cm Proxy Layer

—_— Sensor/ )
W/gj ; actuator Device Layer

= col
. FUTURE : Physical
~ INTERNET equipment ' Plant
PPP Entit

CVEINIA FRAVICWURR
PROGRAMME
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BUILDING-SPECIFIC ENABLERS g |

Application level
Optimization engine
Service level
Non-application-specific supervisory control
Virtualization of building entities.
Entity level
Complex Event Processing and Data Fusion

Repository of models for building entities
space entities : rooms
equipment entities : appliances
energy-relevant entities : small-scale DER, storage, etc.

SEVENTH FRAMEWORK
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 INTERNET
PPP

SUPERVISORY CONTROL AS A
SHARED SERVICE

A minimal control and
coordination in service layer

Does not impinge on a more
comprehensive optimization in
the application layer

Coordinates all controlled
entities to ensure the
satisfaction of joint constraints,
for basic generic safety or
energy-efficiency objectives

Derived from generic rules

Self-adapts to particular
environments and
configurations

FUTURE

<+ =3 m

Dr. Gilles Privat, Orange Labs
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SUPERVISORY CONTROL EXAMPLES
IN HOME ENVIRONMENT (1/2)

4

Q“E’
>
[

s
A A
? Supervisory Controller /NSE“
v
e / //“\\\\ .............
S P L S
"o = ‘ | . [window_closed Y« window open
{ t radiator_off _» | radiator_off
y ; Radiatcr Wirdow Lamp Room ///{
‘: s
i - .
L I ................................... // a
n
AS R I I ----------.--------------.----------
c e _ : (window_closed > ( fwmdow _open )
t n :
; (5) offfon open/closed ‘ offfon ‘ ‘ presence ‘ ( radlator on ) ________________________ radlator on
; — -
.
A b
:Ia C - wmdow
n s -
' (I; mﬁm @ - push W Or C_ w
P @
pull_w
ornotctr
Generic controller rule:
if window open . |
- then heating off
}_“H E ol
K : ;Hm/ \\.
UTURE - ;
. Jé)nwnnrnnlcp‘* .--"f
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A = 11|

S oW SOUW IO Dm0 T

~30 —T S0 ~DEC ~0>

P = v}

SUPERVISORY CONTROL EXAMPLES JF’
IN HOME ENVIRONMENT (2/2) =

: 5 et A
Supervisory Controller /NS E“
: . :
.................. ///\\\.\\ room_empty room_empty
R SETUTI SO AN e lamp_off
2 \\
[~ |
Radiator Window Lamp Room
; T ;,
....................................................... . room _trans ™ af room_trans
. _ lamp_off I . lamp_on
: A
room_occupied room_occupied
Iamp_oﬁ ........................ Iamp_on
lamp |
Generic controller rule: N\ Swtenor
/”‘; T
ITH H 1] H ” OFF /| ON
if room in state “occupied”, \_/)‘“;;r.rr’
- then lighting in state “on” or ot etr_lamp
living room |
T preserce - —-Bresence Scolay
(ernpty d :@ansim'y ): _;‘[/occupled |
/'n\o:._pTeT:‘n_e} e rlz;l_m-e-n:e\‘\-h_.//
& delay
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SMART HOME & SUPERVISORY
CONTROL SIMULATION EXAMPLES
IN HOME ENVIRONMENT

room state as result of sensor data consolidation

T -t - .
= | e —
o1 I o | R

uncontrolled scenario

scenario wit

mmmmmmmmmmmmmmm

O

Time: 183528

A

Semulsion Opsions H

B

"=
125 b=y

i

h discrete suEervisorX control

<<<<<

18:34:48 CET /H‘H\
R e L -
sy 3]
S\ °
Tme
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Dr. Gilles Privat, Orange Labs
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CONCLUSION :(L,
“INSEN
Smart Buildings ICT platforms ->models and testing
grounds of Future Internet at Building Scale with :
sharing of infrastructure at network and device levels
sharing of mid- and high-level enablers

Building-scale grids = models for the evolution of the
smart grid at large with:

building grid as semi-autonomous microgrid

« plug and play » dynamic auto-configuration of
physical entities

Common denominator architecture framework could be
generalized from :

home to non-residential buildings
buildings to other domains

22 SEVENTH FRAMEWORK
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thank you
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ENERGY@HOME: AN ECO-SYSTEM FOR
THE ENERGY-AWARE SMART HOME

FABIO BELLIFEMINE, TELECOM ITALIA
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OUTLINE OF THE TALK

Context

Energy@home Association

Customer Value Proposition

Occupant Behaviour & Data from the Pilot

EITICT Labs

Conclusions

- ét -
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FINSENY, Energy@home, and KIC EIT ;%

Energy@home

Smart Home use cases (WP4)
Marketplace for Energy (WP6)
Scenarios Analysis

.: Future Smart

TR Internet Energy \\

ﬁﬁﬁﬁi

Smart Buildings

el ﬁ(h\

i Distribution

e ‘9

Electric Mobility

WP4 and WP6 DSEs validation
e Technical Specifications

* Implementation

e Trial

S
@Energy@home

Smart Home Gateway
Analysis of Prosumer Experience

Knowledge &
Innowation
Community

EITICT Labs
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SCOPE OF THE TALK: SMART ‘%
CONSUMPTION :

Consumption
& micro-generatio

Dlstrlbutlon Consum-
& Retailer ption
Measurem. (prosumers)

k reduction

fficiency

W, July 2010

, GridLoadin Italy
» 19807010 £ 5

2010: date provvisorio al31 uphe

L]
a8 S
T T B |

a0 3
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INTERNET ENERGY

Energy Management / Va

Providing Flexibility (M490) 1
: |
(1) I Energy (2) Customer (3)
Actor A I management Energy Smart Device*
" I gateWﬁy (EMG) Manager
! |
| |
s | A N .
4 i Market communication gg;;r;girc;ﬂ : (5)
i |
i Point
% .................................................................................................................................................................... .
S :
Actor B (6) | Smart Metering Smart meter (8) Sirr;;;lﬁsi)r(;zrrnal
: Functional metering reference architecture gateway (LNAP ) functionality .
- according the SM-CG (TR50572) : display
|
: MA441 architecture !

* e.g. HBES device, smart appliances, storage, gene  rator, domestic charger for EV, complex display

source Smart Grid Coordmat/on
FUTURE :

UENE E CENELEC ETS!({ %)

PROGRAMME





Energy@home Association

Energy@home is a no-profit association registered under the Italian laws with the purpose
of developing & promoting technologies and services for home energy efficiency based
upon device to device communication.

— Founding Members — Ordinary Members

% Enel
Electrolux “)C @
E] Distribuzione E DISON m

life.augmented
®

|) INDESIT ==TELECOM|| §) vodafone

company ITALIA

Aggregate Members

~ Quette_
Iy FlexGrid 4 b @ mi
% M srl e I n O
Developing the Unexpected the Brainware company

Istituto Superiore Mario Boella

7\
POWEr-ong—-— Flyby - curotherm  -“freescale

Renewable Fnergy Solutions

>

Energy(@ home





Devices mtegrated In Energy@home, so far

"

>

ENEL Smart Info

Plugged into any house electricity
sockets

Univocally associated to the meter |

Makes available consumption,
generation, and contractual
data

Compatible with already deployed |
smart meters -

t=

Smart Appliances

* React to external signals
(price, energy colour,
pause/resume)

* Per-phase schedulable

* Visudlization of cost
and consumption

Nu““ Power Profile |
P4 Eel
P3
P2 Pz
P:I.; PA P4 Pe Po1 \
— DB1— B};*-DB‘P ~DD1 D2 —| tme
Energy(@home D Ds Dc Do —

Prewash Wash

Rinse

Spin

Telecom ltalia Home
Gateway

w,ag
ikt : ¢ Home Area Network

controller
» ZigBee Trust Center

* OSGi framework to
manage VAS via a single
box

x‘@$

Commercial Devces

* ZigBee HA 1.2 compliant
* Energy/power meter

* Switch on/off

* Presence

* Leak, door






Energy Management /

i Providing Flexibility (M490)
E i
Actor A management Energy =  Smart Device*
. : gateway (EMG) Manager
i o
: | ; - |»Generation
e R LI — = — e L
i Market communication Smart Grid (5)
! Connection
(4) I Point : o (9) o

(6) .
DSO l Smart Metering Smart meter

Functional metering reference architecture gateway (LNAP ) functionality
according the SM-CG (TR50572)

consumer
display

M441 architecture

* e.g. HBES device, smart appliances, storage, gene rator, domestic charger for EV, complex display

List of i/f already defined in E@h:
(3, 5): ZigBee HA extended with E@h functions
(6,7): Enel PLC, proprietary (source Smart Grid Coordination Group)

> Energy@home (9): USB in alternative to (3,5) E CENELEC m’\(%))\






Quantifiable

Non Quantifiable

CUSTOMER VALUE PROPOSITION

ADDED VALUE

Optimal self-consumption of generated energy
from 40% to 70%

Overload control: lower max contractual power
from 4.5 kW to 3 kW with same energy consumption

Energy awareness: self-optimization of energy consumptions

FUTURE
INTERNET
PPP

-5% /-10% consumption

Dynamic pricing schemes: reduction of cost

Low impact in installation (wireless)

Greater comfort thanks to overload control

Ready to internet connection and new VAS

data from trovaofferte AEEG

€ / year

100 - 280

190-240 (*)

37-70

In the future

Cost estimations based on average consumption in Italy 2.700 kWh/anno, tariff «maggior tu%

(*) 190 € for a consumption of 4047 kWh/year, 240 for 2700 kWh/year

SEVENTH FRAMEWORK
PROGRAMME





Occupant Behaviour: how to design proper stimuli?

SPACE HEATING ENERGY DEMAND IN 290 "IDENTICAL” HOUSES IN

DENMARK
: 35 > HIGHEST CONSUMPTIONS
X 30 o MORE THEN
O 25 * o
2 ¢ 3 TIMES
S L i HIGHER THAN THE
i ® * o LOWER ONES
v % o
TR WY M- Srettee
> 0 50 100 150 200 250 ‘_
Z e

Energy consumption [kWh/m?year]

OCCUPANT BEHAVIOUR IS A
CRUCIAL ASPECT INFLUENCING
THE REAL BUILDING ENERGY
CONSUMPTION

[ V.Fabil?, R.V. Andersen 2, S.P. Corgnati !, M. Filippi %, B.W. Olesen 2
! z Polytechnic of Turin (Italy) — Energy Department
: 2Denmark Technical University DTU— Department of CivilE ~ ngineering






Empowering user awareness

antecedent strategies consequences strategies
general feedback
announce the availability of positive or provide advices about the action carried
negative consequences out at the moment
information, prompts, demonstration rewards, feedback information
brochure, notice, booklet posted through persuasive energy consumption displays

the door, TV programmes or Internet sites

The most effective feedback immediately follows an action.

Strategies in the Energy@home trial:

* Antecedent strategies (selected relevant news in the home page of the app)
» Users competition (see next slide)

* Comparison versus a benchmark (under development)

» Goals achievement (under development)

>

Energy(@ home






et

Occupant behaviour — Persuaswe Feedback

~ Energy consumption this week [kWh] T
«I m pleased thls week I saved 3 84 KW/h in respect

2 : 2 < . - L s to last week: a small quantity but it’s a good start.»
kwh IH\ Ii\ /H‘\ !H\ fﬂ\ !H‘\ )’H'\ /H\ fﬂ\ !H\
T 7570 «Since when | saw the consumption of my PC, | never

8000 1
7000 5220 Ga g leave it again switched-on when | don’t use it»
000 -
o | 46,20 45,10 47,50 . . o
Mz L «| discovered where | have a large consumption: it is
40,00 o .
w000 b the fridge! Thanks for let me discover that.»
20,00
100 17 ; «the verdict was very cruel to me given that only a
#7 I #113 I .

L Pl T R N W e L e family with four members has consumed more than
Codice di iferimento degllsperimentator] me, while | have consumed more than other families

with five and four components, and all the other

trialists have consumed much less than me.»

.. in comparison with the average [%]

ano0%

52575 . «We attempted to reduce costs by operating
o001 appliances such as washing machine and dishwasher
zo00% 17 e - in the off-peak times, but we can get small cost
wooo 1 ' N savings. However | am satisfied with seeing the other
Media l : participants' consumption because | am in the middle
1000 ¥ I I I - of the classification, even if of course | would be
oo B pleased to further improve my position»

2000

el
47 #113 2114 #1145 #116 4117 #118 #118 #123 207

sperimentatori

Energy(@home 42





Stand-by consumptions: Persuasive Feedback

Stand-by consumption [Watt]
- ,ﬁ\ ,ﬁ\ ,i.\ ,i\ ,i\ ,ﬁ\ ‘,i\ ,i\ ,i\ ,L\ «This report is absolutely interesting as | can see
‘ | am quite virtuous! | knew already stand-by
e 12 - consumptions have a significative impact on
i annual bill and so | use to switch off electrical
50 v extensions»
i I - I | l ' | - «Very interesting, | am quite virtuous but my
*1, l l stand-by is quite high. How can | reduce it?»
Codice di riterimentodegli sperimentatori «Thank you’ I have 22 dEVICES Wlth Standy—by
- . . ith th o consumptions (follows the list of devices with the
. IN comparison with the average [A’] exact stand-by consumption of each device...)»
m ',',f' - «Thanks. | want to improve my position and
reduce stand-by. | decided to switch-off TV and
1 to switch-off the courtesy lights that | have in my
wp 1 corridor»
~ 5" i1 ']
-0 - HT H'_.13 #114 #:15 4116 4117 #1138 #1119 #120 #2007 V
Sperimentatori

Energy(@home 13





CONCLUSIONS

Association as a tool to facilitate eco-system

~* Storage

5

Smart Grid Connection Point i

— Founding Members — Ordinary Members
(1) Energy Customer 4

3)
;\k\\!‘(r Ene.l' H Actor A management Energy > Smart Device*
E] Electrolux “)IC @ ‘1 ’ " gateway (EMG) Manager
EDISON P :

Distribuzione

.augmented ‘ ,,,,,,,,, »Generation
: — S R T =—— S ... 4.
|) INDESIT =2TELECOM|| &) vodafone i

Point

— Aggregate Members

9] i I
,T, ¥ ((F y ’//\"" Neelhe H DSO (6) M Smart Metering Smart meter consumer
[ Z A | Functfonal meterirg reference architecture gateway (LNAP ) functionality .
0 FlexGrid # N\PCw A Gem INno (I— S M B i according the SM-CG (TRS0572) ! di=play
e Rraivrars comany H |
’\ istituto Superiore Mario Boella
5 i 1
) %y g
MWI'Me o - i M441 architecture ' : 3
N fenevabie trergy Solurions radian afrt e = freescale E P .
: e Cnergy Sotarions e = 2 T e #0 MEEILAIE | N et B s e

* e.g. HBES device. smart appliances. storage. generator. domestic charger for EV. complex display

Customer Value Proposition €/ year )
- Occupant Behaviour: Value of Data =t
Optimal self-consumption of generated energy 100 — 280 :
from 40% to 70%

4 5 2 2 2 2 4 5 4
°@ Overload control: lower max contractual power 190-240 (¥) o /BN \ \ \ N \ JE\ \ \ \
ﬁ from 4.5 kW to 3 kW with same energy consumption
=
€ AL 7530
& Energy awareness: self-optimization of energy consumptions 37-70 : 58,00
g -5% /-10% consumption 70.00 + HEE 6340

§0.00 52,00
26,20 45,10 4750
Dynamic pricing schemes: reduction of cost In the future o £L30
40,00
30,00
% Low impact in installation (wireless) 20,00
g 1000 -
s
S Greater comfort thanks to overload control 0,00 , .
8, #7 #1113 #114 #115 #116 #1117 #118 #119 7120 ®#207
2 Ready to internet connection and new VAS Codice di riferimento degli sperimentatori

MJIURE

INTERNET
PPP
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Smart Energy Systems in EIT ICT Labs

Drive European innovation for future energy systems

Dr. Ariane Sutor
Action Line Lead Smart Energy Systems

FINSENY & EIT ICT Labs Smart-Energy Systems, Berlin, April 11th,- 2013





Action Line Smart Energy Systems:
Mobilize a strong European network of
iIndustrial and academic partners

ern

Helsinki

= UNIVERSIT
S PARIS VT
s

WINRIA London

Imperial College
Alcatel-Lucent @






e Intelligent components enable the transition
e . . .
from conventional Grids to Smart Grids

\ A
W
L7 e
O O 0 O
O O
: ainag
O O O m:
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Power
' Informationl
—
A 0, e da ele
O O O p
atlo 3 .
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IT Integration






ait Total Global Smart Grid Market

EIT ICT Labs

m| Transmission m Distribution = I1CT 5. application # Service  Sequrity 1! Smart Homes

MdrELR

Sm— MY HMT N2 MR IS 3006 MAT 2048 J049 2020

a1 A 0N 2014 s i 2T 20N 10 2020

Source: EIT KIC InnoEnergy Strategic Roadmap





€. Smart Energy Systems Vision & Focus Areas

Focus Areas

User-centric services

Decentralized ICT Infrastructures

Vision

We contribute to the creation of an open European market for
smart energy systems by

- demonstrating the added value of ICT in energy systems

- defining the blueprint of future energy systems

- bringing together smart energy ecosystems

- introducing solutions for improving the quality of life of end-users
- creating the necessary education and skills






Ko Smart Energy Systems acts as a catalyst

EIT ICT Labs

FINSENY - Future INternet for é:
Smart ENergY

FINSENY

Abstract

In the FINSENY project, key actors from the ICT and energy secto rs will team -up to
identify the ICT requirements of Smart Energy Systems. This will lead to the
definition of new solutions and standards, verified in large sca le pan -European
Smart Energy trial.

Funded by FP7

EIT ICT partner VTT, Fraunhofer, Ericsson, Siemens, SAP, Alcatel Lucent
External partner Nokia Siemens Networks GmbH, Telefonica, EDF, E.ON

European Virtual Smart Grid Lab

Connected
activities

| Page4

ot

on large European projects

EIT ICT Labs presents its work on Smart
Energy Systems at the E-Energy
conference in Berlin

/A\
EENERGY
N——






_ User Experience and
o= European Virtual Smart Grid Lab:
Unique pan-European Facilities

Open Smart Energy Experience Labs European Virtual Smart Grid Lab

fortiss

User involvement and interaction of Physical excellence network of
heterogeneous smart grid nodes Smart Grid labs and demonstrators






o= Innovation Activities regarding ICT Infrastructures

Smart Energy Security Hybrid Energy Grid Management

E Smart Grid

Smart Grid
Applications

HEGRID 2.0

Energy Flexibility
Web Interface

Appliance
Store Drivers

Protocols

’(-3 | Appliances
$ N
Attack detection schemes and tool for Integration of electricity, heat and gas;

targeted attacks interoperability of systems






e’?t Additional Smart Energy Key Activities

Smart Energy Summer School Smart Energy Round Table

= Two weeks annual summer school Agenda setting joint EIT ICT Labs

=50 top international PhD students with position on strategic smart energy
multi-disciplinary background topics






Summary

Effective implementation of the EU energy policy requires a
transformation of the electricity infrastructure

Decentralization requires new domain specific ICT solutions and will
lead to a change in user roles

EIT ICT Labs mobilizes a strong network of European industrial and
academic partners to innovate on user-centric services and
decentralized ICT infrastructures for smart energy systems and to
contribute to the creation of an open European market
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FINESCE -

AN FI-PPP PHASE |
PROJECT BUILDING
ON THe ReSULTS OF
FINSENY

Dr. Fiona Willlams, Ericsson
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FINESCE

Future INternet Smart Utility ServiCEs

= RWTHAACHEN
Telecom networks UNIVERSITY
ERICSSON 4
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@ Partner Location
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@ @ Trial Site for Builcings
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The FINESCE Innovation Approach

SME Innovation Contest and
-~ \

Trials SME Contest Winners F|NAESdED|nhwat|on

APP APP APP | | APP ---- iﬁo A /Q)’;k!F’P
_- | | | | | Al Lyer

\\

FINSENY Final Event Berlin | © Ericsson AB 2013 | 2013-04-11 | Page 3
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eXPECTED RESULTS -

AFTER THE FI-PPP ENDS >
y EINESCE AP » Our innovation efforts, helping
new companies & communities

develop

» Results from the trials for use in
large scale smart grid
developments

» Some results (e.g. VPPs) may be
» The FINESCE-API, as an commercialized soon after the
Interface definition, validated project ends

in field trials before being  , Some of our results will depend

offered for standardization on the continued Support of FI-

after the project ends WARE GEs and it’s plans for their
continued availability

» The phase Ill proposals we intend
to spin off

FINSENY Final Event Berlin | © Ericsson AB 2013 | 2013-04-11 | Page 5
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How can the
Future Internet
enable Smart Energy?

Presented by Werner Mohr (Coordinator), Nokia Siemens Networks
on behalf of the FINSENY project

“Smart Energy enabled by Future Internet” Workshop
FINSENY and EIT ICT Labs — April 10 and 11, 2013, Berlin
FUTU
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Outline

Motivation and basic requirements
FI-PPP approach

FINSENY consortium, vision and mission
Scenarios

Conclusions
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Motivation

In search of a sustainable energy system

* Europe has committed to 20/20/20 targets *
« Germany’s nuclear power phase out

* need to cope with volatility

Integrate renewable and decentralised energy generation

* need to optimally use existing grid infrastructures

Liberalisation of energy markets
* new services
* new market players

Combination of action fields
* smart grid and smart home
* smart grid and electric mobility

= ICT is the key enabler

for the Smart Energy

[ susTaNABILITY |

ENERGY SUPPLY

Future Internet ICT

RELIABILITY

COST
EFFICIENCY

* A 20% reduction in EU greenhouse gas emissions from 1990 levels;

Raising the share of EU energy consumption produced from renewable resources to 20%;

A 20% improvement in the EU's energy efficiency.

Source: EU Commission: http://ec.europa.eu/clima/policies/package/index_en.htm
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Can the Internet be useful f
for Smart Energy?

* The Internet provides

» A cost-efficient information and communication infrastructure
with outstanding scalability and economy of scale

* Well-proven Internet technologies (e.g. TCP/IP protocol suite)
for re-use in private networks

* Openness to new service providers and business models

« Limitations of today’s Internet technology
* No guaranteed high priority
* Internet could introduce security gaps

¢ Internet technology does not fulfil the short and deterministic
latency requirements (e.g. for tele-protections)

* BUT the Internet is evolving fast, often at exponential
rates, and adapting itself to users’ demands

FUTU
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Critical features for Smart Energy “(f

Reliability

Safety

Security

Adaptability

Utilisation

Intelligence

Z_n
=
—J
ZA
z
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PPP

Minimal interruptions to supply at all customer levels

All members of society will be protected from dangerous
occurrences

Ensure compliance in the use of information and protect the network
from unwanted intrusions whether physical or cyber systems

Be capable of operation with a wide mix of different energy sources
and be self-healing through decision-making on a local level

Improved utilisation of assets through monitoring and control

The gathering and management of information relating to customers
and assets throughout the network and using such information to
deliver the features above

SEVENTH FRAMEWORK
PROGRAMME





How Is the Future Internet “(f

likely to evolve? Iy
“InseN

: * New wireless (LTE) and wired technologies (Fiber-to-the-X)
Evolution of . . .

oy  Increased bandwidth but also Classes of Services approaching
communication real-time requirements

networks - Network virtualisation

* New mechanisms to mange huge numbers of devices

« Sensor data can be collected, aggregated, processed and
analysed to derive contextual awareness

* Improved control decisions

Internet of Things

 Facilitates complex business relationships between multiple
stakeholders

Internet of Services . . o
* Innovative business applications

« Elasticity with private or public clouds
Cloud Computing * transition of business models towards the “as a service
paradigm

SEVENTH FRAMEWORK
PROGRAMME





How can the Future Internet enable “(f

Smart Energy? I

Connectivity

Management

Service Enablement

Distributed
intelligence

Security & Privacy
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PPP

End-to-end connectivity between large varieties of grid elements, including
distributed energy resources, building energy management systems and electric
vehicles using public as well as private communication infrastructures.

Smart Energy introduces a lot of new managed elements with increased data
volume. Future Internet offers e.g. concepts for device registries, SW
maintenance, Big Data analysis, network management, distributed processing.

Future Internet enables new service platforms supporting e.g. multi-tenancy,
dynamic pricing and billing services for instant collaboration between all relevant
stakeholders including the prosumer.

Future Internet Technologies will introduce new technologies into hardware and
— even more so — in software, effectively injecting intelligence into the grid, e.g.
to coordinate and control Distributed Energy Resources.

Future Internet Technologies will provide new and improved means to support
security and privacy

SEVENTH FRAMEWORK
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Basic idea of the FI-PPP 18
(Future Internet Public-Private-Partnership) L

Content
Management

Transport &
obility Agribusiness
Environment
%

|

Usage Areas like ...

N require tod ay Cloud Hosting Applications / Services Ecosystem & Delivery
or in future ... Data / Context Management Security
Internet of Things Interface 2 Networks & Devices

.. which should be provided in a generic way by the Future Internet
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FI-PPP Programme “fi

I |
A, «7 «
/NSEN
| FP7 Future Internet Public-Private Partnership Programme Architecture I
Identification of the
. Call 1 Call 2 Call 3
requirements for each -I | | ‘
usage area
w —
w |
Al
£ 1
L
Generalisation of 8 lin
requirements |
| _ .
2010 2011 | 2012 | 2013 | 2014 | 2015
Phase 1 Phase 2 Phase 3

The detailed FI-PPP work programme is available at http:/fec.europa.eu/foi

Implementation . ”
of generic requirements Deploy domain-specific Large-scale

as core platform applications on core platform testing





Future Internet Technology & %
ICT for Smart Energy N

“Unsen

L eSS “‘-““":‘::E 9  ICT for Smart Energy will
b g rely on generic enablers

Y y . S

‘ L "t v (GE) and domain-specific

_— E\ enablers (DSE)
= ' «  GEs will be realised by the
o  smart Energy 1 Future Internet core
\ “'\a platform

- G
N

Information and Communication Technology

« DSEs will add specific capabilities to
the FI core platform which have, e.g., P

to meet the requirements for critical Internet
. | Technologies
infrastructures “

* Smart Grid Applications will be
realised on top of the ICT for Smart
Energy layer
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FINSENY project in brief 4‘(?'

IR |
&//VSE\\«

Vision

« A sustainable Smart Energy system in
Europe, combining critical
infrastructure reliability and security
with adaptive intelligence, enabled by
open Future Internet Technologies. »

4

Mission

« Demonstrate, by 2015, how open Future Internet
Technologies can enable the European energy
system to combine adaptive intelligence with
reliability and cost-efficiency to meet,

sustainably, the demands of an increasingly
complex and dynamic energy landscape. » 7

Project detalils:
* Duration: April 2011 — April 2013

» Partners: 35 partners from 12
countries from the energy and
ICT domain

» Part of the FI-PPP program
e http://www.finseny.eu/
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FINSENY Scenarios

L

0
A
A:"NSE_%\
(- B
Electronic
Marketplace
for Energy

'4:%' Future Smart
] Internet

“-\-\'\.
Energy . X
\
— = / ;
. Smart Bmldmgs J
TR - (-
Distribution Microgrids |
Networks
\ Electric Vehicles
e \
o =
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FINSENY's 4-Step Approach '%

I |
'°/Iv$\'-_\@

uc Use Case Model /

1. Scenario description

- |dentify use cases and actors (market Q Quing. e bnions

roles as well as systems & devices) A
according IntelliGrid method

2. ICT requirements
» Define requirements for communication &
information flows as well as services and
middleware

3. Functional Architecture .
* Identify key functional building blocks and
interfaces, specify data models and
communication protocols
* Develop ICT architecture based on
common and domain specific enablers

4. Trial candidates
« ldentify trial candidates taking into account

relevance, trial setup and reuse of existing
FUTURE trials

' PIBJIIERNET - /A
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Conclusion f

 The FINSENY project
» Collected and selected use cases for its five scenarios

* Provided use case descriptions as input to SG-CG WG
Sustainable Processes

* Identified ICT requirements within scenarios
* Consolidated ICT requirements in the project

» Coordination with the other FI-PPP usage areas
 requirements covered by generic enablers (FI-WARE)
* requirements covered by specific enablers (FINSENY)

* Develop consistent functional ICT architecture considering
FI-WARE GEs for FINSENY scenarios

 Plan for consolidated Smart Energy trial
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- FUTUR

http://www.finseny.eu/finseny-white-paper/

THANK YOU FOR YOUR ATTENTION!
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FI-PPP - Status

and future activities

JESUS VILLASANTE

Head of Unit Net Innovation

DG Communication Networks, Content
and Technology

European Commission
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Commission
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Advance Europe’'s competitiveness in Future Internet
technologies.

Support innovative Internet-enhanced applications of public and
social relevance.

Make public service infrastructures and business processes
smarter i.e. more intelligent, more efficient, more sustainable.

Address different areas, e.g. energy, wellbeing transport, etc.





FI-PPP: The Internet Accelerator

e Bring Technology, Users

and Infrastructure together -
FI technology
e Accelerate the process

o Existing Advanced FI technologies
e Advanced Infrastructure
e Innovative Application & Services (Lead Users)
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FI-PPP overview

Innovation action

Call 1
Industry-led
User-driven

Programme notion

|+ 0bj 1.8 Use Case Scenarios ()

Cross industry

Technology foundation  bringing

A [ i i e
: Up to 8 Use Case Scenarios
v A
tUp to 5 Trials
v

together the network and service

Programme Architecture

Call 2

dimension
e IoT oo 2010 2011 | 2012 | 2013 | 2014 | 2015
e Big Data _ (56:\\6‘0\@@ ~ — - ~ o et
* Cloud hosting © Phase 1 Phase 2 Phase 3 -
I

e Service management
e Service mesh-up
e Security

DG CONNECT - Net Futures

» Use Cases
« Capacity building
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Phase 1 —

OUTSMART

Use case projects
and deliverables

Usage Areas

Ly SLT-T.
ENVIRGFIR. _ ee.  eUsage area requirements
eGeneric Enablers and
e eSpecific Enablers
C— eConceptual prototypes 5

-.__I :.. -! (e a0 - ol { L il .:
{aleLitL ) oo

;5'_'@ . fs‘m:;:ﬁm - Tn.'.!:-.im Mobliy
http://www.fi-ppp.eu/projects/ .
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Phase 2 — Use case trials

Related to FINEST &

Related to FINSENY / SmartAgriFood

Proposal Domains #Trials  # Countries
FINESCE Smart energy 5 !
cSpace AgriFood, Transport & Logistics 8 6
FI-CONTENT2  Social Connected TV, Smart City Guide, gaming 6 5
FITMAN Smart Factory 11 !
FI-STAR Health 1 1

DG CONNECT - Unit E3

Related to FI-CONTENT






Norway Finland

Phase E Dam_ HEIélnh'u 5;-?F'E’(Er5burg
Use case trial sites ' Stockholm
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What is XiFi?

The repository for experimental
infrastructures for Innovation

The widest collection of data on
Future Internet related
infrastructures:

« 130 publically available as of
today — more coming

« Some 160 infrastructures
provided information

A TOOL TO SUPPORT FUTURE
INTERNET TRIALS IN EUROPE

Product: www.Xxipi.eu
Project: www.fi-infinity.eu

European
Commission
I
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FI-WARE Generic Enablers (GEs) =
A FI-WARE Generic Enabler (GE) = set of general-purpose ﬁ - Wa re

platform functions available through well-defined APIs

FI-WARE GE Specifications are open (public and royalty-free)

FI-WARE GE implementation (FI -WARE GEi): =
= Platform product that implements a given GE Open Sp  ec . =

= There might be multiple compliant GEis of each GE Op  en Spec
= Available FI-WARE GEis published onthe  FI-WARE Catalogue

The FI-WARE project will deliver at least one refer ence
implementation of FI-WARE GEs:

N
* Based upon results of previous R&D projects

* Licensed with no costs within the FI-PPP program . L4
« Committed to commercialize implementation under FRA  ND e a 1
b

conditions elsewhere or license it as open source 0 therwise
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FI-WARE OIL (Open Innovation Lab)

The FI-WARE Open Innovation Lab will be a case
example of a FI-WARE Instance . It:

 Provides Cloud hosting capabilities so third parties
can run experimental FI Applications and test them

* Incorporates a number of Generic Enablers “as a
Service” exporting well-defined APIs

e Wil be operated under central control and be
accessible from a dedicated website.

To be launch by end of July 2013

Connected to Common FI-WARE Capacity
infrastructure for trials to be setup by Xifi projects

Developer contests during 2" half of 2013 and
beginning of 2014

100 M€ of funding for experimentation by developer X%
SMEs in phase 3 of the FI-PPP

10 10





Use Cases

FI-WARE

INFINITY
And XIFI

— Define Requirements
— Develop Specific Enablers
— Make Proof of Concepts

— Develop Generic Enablers!

— Identify infrastructures 2

Phase I

1 http://catalogue.fi-ware.eu/
2 http://www.xipi.eu/

European

Commission
I

Validate G — Take-up

Perform tr — Target Ecosystems
Use infras ure — Involve software
Prepare p 11 developers, Web
ecosyste entrepreneurs

Refine, expand GEs
Make available OIL

— Provide, sustain
GEs

— Open source GEs

Update infrastructur — Operate
Federate infrastruct infrastructures
Phase II Phase III





Phase II: What should be done?

User Industry
e Validate, use GEs and Ses
e Use common infrastructures

e Improve services and
business processes

Future Internet industry
e Improve GEs, SEs

e Prepare take-up and involve third-party
developers, entrepreneurs

e Business development





Phase 2
Opportunities for others

1) Open Calls by FI-PPP projects

e Five large scale trials in preparation

e FEach has a budget of about € 1.35 million reserved for
adding new partners through an open call

e Timing of the call: summer 2013
e Information of the open call: www.fi-ppp.eu

2) Open Innovation Lab - OIL

13





FI-PPP - Not an activity in isolation

 Goes along national initiatives
« European Cloud Computing Strategy

e European Web Entrepreneurship Strategy





e FI-PPP Portal www.fi-ppp.eu

e FI-PPP Work Programme

http://ec.europa.eu/information_society/activities/foi/library/docs/FI-PPP_WP2011-13.pdf

e Workshops in
many countries,
see FI-PPP Portal

o [J) @FI_pPPP
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