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• FINSENY Views and Outlook
• Summary and Recommendations


Dr. Roger Duck EUTC







Introduction


Aim of FINSENY Task 1.4 on Regulation


Understand how regulation in both energy and 
telecommunications is moving in Europe as a 
whole and in selected countries, and how the 


FINSENY use cases might be impeded or 
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FINSENY use cases might be impeded or 
encouraged by regulatory developments


Report on Regulatory Issues and Recommendations
(D1.7, March 2013, Restricted report)







• Motivation for regulatory work in FINSENY
• Technical research needs to be aware of the 


influence of regulation on market and technology 
development


• Policy makers and regulators need to understand the 
industry perspective in order to develop effective 


Introduction


Motivation and Scope
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industry perspective in order to develop effective 
regulatory frameworks


• Scope
• Examine regulatory issues in ICT, in line with


FI-PPP focus on Future Internet
• Key focus on regulatory issues in the Energy domain


• Objective is to identify key issues, not to design a 
regulatory framework


Dr. Roger Duck EUTC







• Research combined hypothesis-led investigation with 
more open-ended exploration


• Research sources included
• Publicly available information
• Involvement from all FINSENY scenario work 


packages through a questionnaire and discussions


Introduction


Approach
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packages through a questionnaire and discussions
• Primary research with EUTC members (utility 


companies) and other contacts
• Participation in the FI-PPP Working Group on


Policy, Regulation and Governance (WG-PRG)


Dr. Roger Duck EUTC







• To regulate is…
• To control by rule, or to subject to restrictions
• To apply regulations as a means of implementing 


policy
• To regulate is also…


• To maintain a state of (dynamic) stability by being 


Regulatory Overview


Definitions of Regulation
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• To maintain a state of (dynamic) stability by being 
able to adapt to changing circumstances 


Dr. Roger Duck EUTC


The regulatory framework (in the first sense) needs to 
allow regulatory mechanisms (in the second sense)


to maintain the dynamic stability
of the energy system







• Energy regulation is designed to
• deliver energy security in a low carbon future
• whilst protecting consumers and ensuring 


competitiveness
• to underpin sustainable economic prosperity


and social stability/cohesion


Regulatory Overview


What is Regulation For?
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and social stability/cohesion
• Regulation in telecommunications focuses on ensuring 


effective competition and consumer protection


Dr. Roger Duck EUTC


The ultimate motivation for regulation should be to 
ensure that the regulated system remains able to fulfil 


its purposes, in changing circumstances,
over the short and long term







• Market structure
• Critical aspect of the regulatory framework
• Tends to be taken for granted, once established
• The EC has encouraged unbundling of the Energy 


value chain through a series of Directives 
• Competitive generation, wholesale and retail


Regulatory Overview


Market Structure, Regulatory Focus
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• Competitive generation, wholesale and retail
• Regulated transmission and distribution


• Telecommunications regulation focuses on companies 
with SMP, to ensure competition & consumer protection


• Energy regulation focuses on TSOs and DSOs
• Delivering cost-efficiency while ensuring security of 


supply, power quality, grid stability, third party access
• Widespread recognition that cost-efficiency 


regulation impedes investment and innovation


Dr. Roger Duck EUTC







• Energy Efficiency and Renewables
• Strong legislative and regulatory focus
• Primary driver for the Smart Energy future
• Climate and Energy Package 20:20:20 targets 


relating to carbon reduction, energy efficiency and 
renewables


• Energy Efficiency Directive (2012) introduced to 


Regulatory Overview


Current Trends, Issues and Debates (1/5)
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• Energy Efficiency Directive (2012) introduced to 
ensure 2020 energy efficiency target is met


• Single Market and Country-Specific Variations
• Single energy market for the EU to be completed by 


2014 (Third Energy Package, 2011)
• General harmonisation of rules and regulations 


across Europe
• The types of variations that are to be allowed from 


country to country is an ongoing issue


Dr. Roger Duck EUTC







• Encouraging Investment in Energy and Telecoms
• Substantial investment in smart grid needed across 


Europe to support energy policy objectives
• Widespread acceptance that cost-efficiency 


regulation fails to provide adequately for such 
investment


• A number of countries are seeking to rebalance 


Regulatory Overview


Current Trends, Issues and Debates (2/5)
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• A number of countries are seeking to rebalance 
TSO/DSO regulatory frameworks away from pure 
cost-efficiency to performance-based regulation 
which explicitly incentivises investment: e.g. UK RIIO 
model


• Telecoms infrastructure investment is needed to meet 
Digital Agenda broadband coverage targets


• Encouraging Innovation
• Move towards performance-based regulation for 


TSOs and DSOs is also designed to promote 
innovation


Dr. Roger Duck EUTC







• User-Centricity
• Regulators in both telecoms and energy are moving 


to encourage users to become more active 
participants rather than simply passive consumers of 
service


• Cyber-Security
• Countering cyber threats to business, government 


Regulatory Overview


Current Trends, Issues and Debates (3/5)


Dr. Kolja Eger, Siemens AG 11


• Countering cyber threats to business, government 
and critical national infrastructure, including energy 
systems, is and will remain high on the agenda for 
policy makers and regulators


• Privacy and Data Protection
• The development of data protection and privacy 


legislation and regulation is a high profile issue 
across all sectors, with specific work focused on 
smart grids being undertaken by the Smart Grids 
Task Force (SGTF), for example


Dr. Roger Duck EUTC







• Open Access Infrastructure
• The European Commission is developing a stance to 


promote an open access policy for 
telecommunications infrastructure to ensure non-
discriminatory access for all service providers not 
only to wholesale services, but also to passive 


Regulatory Overview


Current Trends, Issues and Debates (4/5)
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infrastructure such as ducts, poles and fibre optic 
cables


• Cross-Industry Collaboration
• There is a general awareness of the need for 


coordination and collaboration between industries, 
particularly at the business level but also for policy 
and regulatory development, although much of this is 
achieved in practice through trade associations etc., 
rather than formal structures


Dr. Roger Duck EUTC







• Standardisation
• EU is generally strong on encouraging the 


development and adoption of open standards in ICT 
to maximise interoperability, competitiveness, 
innovation, and delivery of value to all stakeholders


• European standardisation mandates (M/490 smart 
grids, M/441 smart metering, and M/468 electric 


Regulatory Overview


Current Trends, Issues and Debates (5/5)
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grids, M/441 smart metering, and M/468 electric 
vehicles) – significant work completed, and ongoing 
(SG-CG, FINSENY D1.6)


• Energy Industry Structure
• Focus tends to be on defining the evolving market 


models (SGTF EG3, FINSENY D1.8)
• Some speculation, and increasing debate, about the 


long-term need for structural change at a more 
profound level in the energy industry to enable the 
stable transition from centralised to distributed 
control


Dr. Roger Duck EUTC







FINSENY Views and Outlook


From Centralised to Distributed Control


• Overall trend to more 
distributed provision 
of energy, with 


• The regulatory 
framework in the 
energy domain will 
have to transition 
from one that 
supports centralised 
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of energy, with 
associated need for 
a more distributed 
market system and 
more distributed 
information system


supports centralised 
control to one that 
supports more 
distributed control in 
a way that ensures 
the ongoing 
(dynamic) stability of 
the overall system







FINSENY Views and Outlook


FINSENY Scenarios
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• Distribution networks need investment and innovation to 
provide the smart grid functionality that underpins all 
FINSENY use cases across all scenario work packages


• Need to accelerate the shift to regulatory frameworks 
that encourage investment and innovation in grids


• Additional regulatory changes will be required to deliver 


FINSENY Views and Outlook
WP2: Distribution Networks
Regulatory Changes Needed
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• Additional regulatory changes will be required to deliver 
the full promise of smart grids:
• Allowing active management of distributed 


generation and loads by DSOs
• Ability to balance supply and demand at DSO level 


Dr. Roger Duck EUTC


Such additional changes would be the start of a shift in 
the “activity structure” of the energy industry, which 


would mark a fundamental departure from the current 
model of centralised control







• The Microgrid concept, of largely self-sufficient 
customer-oriented cells within the wider energy system, 
presents a significant challenge for energy regulation


• Specific regulatory arrangements will be needed
• This does not imply a stark choice between “centralised 


and regulated” versus “decentralised and deregulated”
• An architecture of distributed control could be envisaged 


FINSENY Views and Outlook
WP3: Microgrids
Fundamental Regulatory Challenge
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• An architecture of distributed control could be envisaged 
in which semi-autonomous microgrid “cells” operate 
within a wider regional system (again with a level of 
autonomous control), within a larger (national) system, 
within a yet larger trans-national system


A clear regulatory framework could endow every level 
in the system with sufficient autonomy to innovate 


while managing its own dynamic stability, whilst also 
cohering as an element of a larger evolving system


Dr. Roger Duck EUTC







• The Smart Building scenario is largely driven by energy 
regulation, specifically Energy Efficiency regulations


• Full benefits of smart buildings depend on the 
deployment of smart grid functionality in distribution 
networks (WP2), as well as smart meters


• Regulation to boost the introduction of renewable energy 
sources (RES) in smart buildings:


FINSENY Views and Outlook
WP4: Smart Buildings
Driven by Energy Efficiency Regulation
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sources (RES) in smart buildings:
• Local empowerment with respect to building 


regulations, efficiency standards and mandatory 
renewable energy provisions for new buildings


• Recognising that energy efficiency and renewable 
energy obligations have different effectiveness and 
reasonableness in different environments


• Compensation, such as grants, for mandatory 
efficiency measures or renewable installations


Dr. Roger Duck EUTC







• Incentivising appropriate investment in the smart grid is 
critical to support electric mobility


• Public investment is needed, and is in general being 
provided, to ensure sufficient charging infrastructure, and 
individual incentives for electric vehicle ownership and 
use, in order to kick start this entirely new industry


FINSENY Views and Outlook
WP5: Electric Vehicles
New Industry, New Regulation
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• Additional enablers that require regulatory intervention 
are associated with ensuring standardisation of 
technology and processes for:
• Technical interfaces
• Non-discriminatory access to charging infrastructure
• Enabling seamless roaming from country to country


Dr. Roger Duck EUTC







• eMarket4E can exist only because of the deregulation of 
retail and wholesale energy markets, and is underpinned 
and enabled by smart grid investment


• Regulation then plays a part in driving the eMarket4E 
through
• Energy efficiency regulation


FINSENY Views and Outlook
WP6: Electronic Marketplace for Energy
User-centricity and Local Energy Markets
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• Energy efficiency regulation
• The general trend towards greater “user-centricity” 


which will increase the engagement of users as 
active participants in the energy system over time


• Increasing user-centricity is likely to drive a growing 
desire by consumers to exercise more complex choices 
over the trade-offs between source, price and quality of 
electricity


• Regulatory support is required to assist in creating the 
conditions for shaping local energy markets


Dr. Roger Duck EUTC







• Large-scale demonstrators, involving live customers, 
generally have to operate under existing regulatory 
conditions


• The result is that existing regulatory frameworks typically 
restrict the scope for innovation in trials


• It is proposed that it would be of mutual benefit, both for 


FINSENY Views and Outlook


Trialling Regulatory Frameworks
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• It is proposed that it would be of mutual benefit, both for 
the development of regulatory frameworks, and for 
accelerated innovation, if it were possible to test new 
regulatory frameworks in R&D projects and trials


Dr. Roger Duck EUTC







• The transition to the smart energy future is a huge shift in 
the activity structure of the energy system, which lies 
“behind” the market structure


• Such a radical change in what is done could entail a 
similarly radical shift in what kinds of organisation are 
best placed to do it, and the kinds of relationships that 


FINSENY Views and Outlook


Whole System Activity Modelling
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need to exist between them
• It is proposed that developing a reference model of the 


activity of the whole system, that transcends existing 
organisational boundaries, would provide a powerful 
means for enabling multiple actors to consider future 
scenarios and shared purposes


• EUTC is currently developing a proof of concept to 
demonstrate the feasibility and value of building such an 
activity model of the whole smart energy system


Dr. Roger Duck EUTC







Summary and Recommendations
Regulatory Issues
for FINSENY as a Whole


Investment and 
Innovation


Investment and 
Innovation


ICT ICT 


Maximising 
Energy-Telecoms 


Maximising 
Energy-Telecoms 


Enabling New 
Activities and 
Participation


Enabling New 
Activities and 
Participation


User-CentricityUser-Centricity


Smart Energy
Issues
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ICT 
Infrastructure 


Sharing


ICT 
Infrastructure 


Sharing


SpectrumSpectrum


Security of CNI 
for Energy


Security of CNI 
for Energy


InterworkingInterworking


StandardisationStandardisation


Energy-Telecoms 
Synergies


Energy-Telecoms 
Synergies


PrivacyPrivacyFuture Internet
Issues







Summary and Recommendations


Investment and Innovation


Issue


Achieving EU energy policy targets and 
maximising the benefits of all FINSENY use 


Incentivising investment and innovation in 
the energy industry, particularly in regulated 
energy networks and in electric mobility. 
Allowing alternative regulatory frameworks to 
be tested in live trials.
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Encourage and accelerate the current shift in 
regulation of Distribution System Operators 
(DSOs) from cost-effectiveness regulation to 
performance-based regulation


Dr. Roger Duck EUTC


Action


Relevance maximising the benefits of all FINSENY use 
cases through investment in smart grids in 
particular


Moderate support, increasing







Summary and Recommendations
Enabling New Activities, and 
Participation of Existing and New Actors


Issue


Maximising consumer, societal and business 
value, competitiveness, innovation and 


Designing a regulatory framework to enable 
the full range of activities and behaviours 
envisaged for the smart energy future


Dr. Kolja Eger, Siemens AG 25Dr. Roger Duck EUTC


Action


Relevance


Develop models of the “activity structure” of the 
whole energy system to guide the evolution of 
“whole system” regulatory frameworks that 
could enable the stable transition from 
centralised to more distributed control


value, competitiveness, innovation and 
environmental benefit. Ensuring the ongoing 
dynamic stability of the whole energy system


Poor support







Summary and Recommendations


User-Centricity


Issue


Stimulating market innovation leading to 


Enabling consumers to actively participate in 
energy markets, becoming responsible 
participants in energy management
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Action


Relevance


Develop regulatory strategies to ensure that 
consumers are not only well-informed but 
are also engaged in learning loops with 
suppliers and governments


Stimulating market innovation leading to 
business opportunities. Maximising user and 
societal value


Moderate support, increasing







Summary and Recommendations
Maximising Synergies between Energy 
and Telecoms Markets with Regulation


Issue


Ensuring that Europe is able to lead in 
developing opportunities at the nexus 


Ensuring collaboration between energy and 
communications regulators to address the 
likely tensions between their differing 
approaches to regulation
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Action


Relevance


Formalise and strengthen dialogue between 
policy-makers and regulators in 
communications and energy


developing opportunities at the nexus 
between the Future Internet and Smart 
Energy


Poor support







Summary and Recommendations
Interworking Between Organisations, 
Industries, and across Borders


Issue


Essential for the effective functioning of the 
whole electricity system and supply chain 


Encouraging or requiring data sharing and 
constructive collaboration through standards 
and protocols. Defining roles and 
responsibilities of different types of actor
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Action


Relevance


Encourage and extend the current focus on 
data sharing, to optimise interworking 
between different organisations, industries, 
and across national borders


whole electricity system and supply chain 
across Europe, as information flows play an 
increasing part in control and market activity


Moderate support, lacks holistic planning







Summary and Recommendations


ICT Infrastructure Sharing


Issue


Maximising opportunities for innovation and 
competitive activity in telecoms and IT. 


Enforcing open access ICT infrastructures. 
Encouraging use of public ICT by electricity 
network operators. Enabling utilities to 
become telecoms businesses in all countries
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Action


Relevance


Remove barriers to ICT infrastructure sharing 
created by energy regulation, by ensuring 
commercial ICT services are not discouraged, 
and by allowing utilities to use assets to sell 
telecoms services to third parties


competitive activity in telecoms and IT. 
Reducing wastage from duplication. 
Contributing to the European digital agenda.


Mixed support







Summary and Recommendations


Spectrum


Issue


Reducing smart grid costs. Reducing cross-


Considering allocation of harmonised 
spectrum for smart grids across Europe, 
recognising the existence of conflicting 
interests in such spectrum between utilities 
and telecoms operators, in particular 
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Action


Relevance


Consider the allocation of harmonised 
spectrum for smart grid use across Europe, 
including frequencies below 1 GHz for 
resilience and coverage, plus spectrum in 
the range 1-3 GHz for capacity


Reducing smart grid costs. Reducing cross-
border radio-frequency interference


Mixed support







Summary and Recommendations


Standardisation


Issue


Maximising competitiveness, innovation, and 


Encouraging the development and adoption 
of open standards
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Action


Relevance


Continue to encourage the development and 
adoption of open standards in ICT across the 
EU, with a general principle of technology-
neutral regulation, but mandating standards 
if essential


Maximising competitiveness, innovation, and 
delivery of value to stakeholders


Good support







Summary and Recommendations


Privacy


Issue Data protection legislation and regulations
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Action


Relevance


Continue with the strong development of 
data protection and privacy legislation and 
regulation, with an increasing focus on the 
specific requirements of smart energy


Consumer protection


Good support







Summary and Recommendations
Security of Critical National 
Infrastructure for Energy


Issue


Minimising the chance of accidental or 
malicious disruption to energy services, 


Ensuring that appropriate security controls, 
for the enabling ICT in particular, are in place 
to protect the energy system
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Action


Relevance


Encourage, and continue to focus on 
ensuring, appropriate security controls, for 
the enabling ICT in particular, to protect the 
energy systems of member states


malicious disruption to energy services, 
which could have potentially enormous 
impact on economic and societal stability of 
member states


Moderate support







Regulating the Smart Energy Future 


Thank you for your attention
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Questions?
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Content
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e.g. Germany


International Integration 


Vienna
Agreement


Dresden
Agreement MoU


Individual
Company


membership


ESOs operate 
numerous 
further liaisons


ESOs:
European 
Standardization 
Organizations


VDE|DKE
UTE


....


National 
Committees


DIN
AFNOR


....
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Smart Grid and Standardization


Smart Grid standardization and R&D projects
Example: FINSENY


Smart Grid standardization and political regulation / political 
requirements


energy policies and national preconditions, political influence
between regulation and standardization 
– Example: Market Design


Smart Grid standardization – new challenges and opportunities
Challenge: Smart Grid as cross cutting topic 
Opportunity: Standardization as neutral platform for all relevant 
stakeholder groups, aiming an international approach  
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Smart Grid and Standardization


Main elements in the Smart Grid 
standardization


Roadmaps
» NIST, IEC, Germany, European Report, many other 


national roadmaps
Cooperation of standardization and R&D 
projects
Use Case Approach
Reference architecture
Standardization projects


» IT security, smart metering, demand response / 
energy management -> flexibility in energy demand, 
integration of renewables / Decentralised energy 
generation, electric vehicles / smart charging, ...
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• Authorities (BMWi, PTB
(Eichrecht/Messwesen), BSI (Smart 
Meter Gateway), 
Bundesnetzagentur, AG „Intelligente
Netze und Zähler“, ...)
• Associations (ZVEI, BITKOM, 
VDMA, ZVEH, BDEW ...)
• VDE-Technical Societies (ITG, 
ETG, FNN)
• E-Energy / R&D-Projects 
(Web2Energy)


• EU Commission Task Force Smart 
Grid and EG‘s Expert Groups
• Associations (ENTSO-E, 
Eurelectric, ESMIG, CECED...)
• R&D Projects (FINSENY, 
MIRABEL, ADDRESS, ...)


Overview about Smart Grid standardization 
committees and relations


Council


SMB


TC 57 TC 13


Smart Grid committees


SG3 PC 118


TC 57 WG 21, 15, 17, ...


TC 8 AHG 4


TC 13 WG 14


Steering Committee


Technical standardization committees


International


Stakeholder / Smart Grid 
community with relation to 


standardization


TC 8 ...


TC 57 TC 13 TC 8X, 205 ...


K 952 K 461 K 261 ...


European


National (D)


CEN, CENELEC ETSI
Smart Grid


Coordindation
Group


Focal Groups Working Groups


WG‘s


• Global Smart Grid Federation
• ISGAN
• UN


no claim to be complete – here Germany as example on national level


CEN, CENELEC ETSI
Smart Meter


Coordindation
Group


WG‘s
eMobility Coordindation Group


ITU-T


NIA others like
NA023-00-4-08 GAK


TC 247, 
TC 294 M2M


ISO/IEC JTC 1 
SWG Smart Grids


Focus Group 
Smart Grid


MSB
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EU Commission


Standardization


accept and work on


issues


EU Mandate M/490 
on Smart Grid Standardization


Smart Grid Coordination Group


New joint WGs
Existing WGs


New joint WGs
Existing WGs


New joint WGs
Existing WGs


Standardization Mandate M/490 Smart Grids 
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Europe – Standardization Mandate M/490


First set of First set of 
standards standards 


until until 
end of 2012end of 2012


Reference Reference 
ArchitectureArchitecture


SustainableSustainable
ProcessesProcesses


especially Use-
Case-


Management, -
Collection, 
Analysis, -


Harmonization


One key issue: 
IT-Security, 


Data protection 
and Data 
Models


Aim: activities to be linked closely with IEC


Major input and 
participation of FINSENY
in the  Smart Grid 
Coordination Group: 


e.g. providing more than 
100 use cases in the 
use case collection, IT 
security, reference 
architecture
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Mandate Scope


Structure of the SGCG until end of 2012


Smart Grid
Coordination


Group
(former JWG)


EC 
Reference


Group


Sustainable
Processes


SG 
Information


Security


First Set of 
Standards


Reference 
Architecture


Steering
Committee


Further 
Tasks


• Report 2.0
• Liaisons
• Promotion


Existing WGsNew joint WGExisting WGsNew joint WGs
Existing WGs


• NIST
• JISC
• China
• Etc.


TC LevelTC Level


SGSG--CG LevelCG Level


EC LevelEC Level


Reports are available under
http://www.cencenelec.eu/standards/HotTopics/SmartGrids/Pages/default.aspx
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Mandate Scope


Structure of the SGCG since February 2013
Invitation for further participation


Smart Grid
Coordination


Group


EC 
Reference 


Group


New Appl. 
and 


Methodology


SG 
Information


Security


Smart Grid
Set of 


Standards


Inter-
operability


Steering
Committee


Further 
Tasks


• Report 2.0
• Liaisons
• Promotion


New joint WGs
Existing WGs


• NIST
• JISC
• China
• Etc.


TCTC LevelLevel


SGSG--CG LevelCG Level


EC LevelEC Level


New joint WGs
Existing WGs


New joint WGs
Existing WGs


New joint WGs
Existing WGs
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Use cases managementUse cases management
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Example of the new approach: The flexibility conceptExample of the new approach: The flexibility concept


Conclusion Conclusion 
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Generic
Use
Cases 
(GUC)


Use Cases
Management 
Repository


2. Step
Map GUCs to SGAM
Security and privacy evaluation


1. Step
Identification of 
Generic Use Cases


3. Step
Locate 
requirements 
for standards


4. Step
Identify existing 
standards and new 
gaps


existing standards, 
gaps


Use Cases
Sources


SGAM


gap


SL & 
DPC


5. Step
Definition of 
standardization 
projects


Standardization projects 
(responsible committees, 
work plan, deliverables)


6. Step
Work on 
standards


Smart Grid 
Standards


existing, modified 
and new standards


Prioritization


Mandate M/490 – SG-CG
New process for standardization
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Use Cases – Interrelation between 
Domain and IT Experts


UML-Graphics


Domain Expert IT Expert
System Engineer


Template as
form or check list


UML Unified Modeling Language 
for the technology neutral 
description of interactions 
and actors


To identify functional and 
technical 


requirements for standards 
-> Standards Gap Analysis
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Use Cases for Standardization


Interoperability 
• Define how standards are used
• Define abnormal (error) situation handling


Technical requirements
• IT security and privacy
• Safety
• Performance
• …


Terminology
• new terms for the IEV based on the smart grid 


glossary


Standards gap analysis
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Why is standardization interested in the use
case approach?


TC 13


TC 8 TC 22
TC 57


TC 82


TC 88TC YZ


TC XY
„TC 8“, „TC 57“, „TC 22“ -> IEC
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Smart Grid –
Collaboration of Technical Committees


TC 13


TC 8 TC 22
TC 57


TC 82


TC 88TC YZ


TC XY
today: Liasions
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Smart Grid –
Collaboration of Technical Committees


TC 13


TC 8 TC 22
TC 57


TC 82


TC 88TC YZ


TC XY


New processes for 
complex, cross cutting 
systems?


e.g. collaborative 
description of use cases


Web 2.0?
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Use Case Management Repository (UCMR)
- Overview


Use Case Management Repository


Web 2.0 User InterfaceWeb 2.0 User Interface


Actors, Use Cases,
Technical Requirements


Actors, Use Cases,
Technical Requirements


UML‐
Model


Website


Word/ 
PDF


U
se
r W


or
ks
pa
ce


U
se
r W


or
ks
pa
ce


U
se
r W


or
ks
pa
ce


U
se
r W


or
ks
pa
ce


source: Offis / DKE 


• Development of use cases methodology 


• Collection of use cases -> Generic use cases
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SGAM: The Smart Grid Plane


Generation
Transmission


Distribution
DER


Customer


Process


Field


Station


Operation


Enterprise


Market


Domains


Zones


(Home, Building, 
Industry, EV, Mobility)


Power System
Primary Equipment


Information Management


Hierar
ch


ica
l L


ev
els o


f P
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yst
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 M


ana
ge
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t


Energy Conversion Chain


source: SG-CG 
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SGAM: Putting all together


GenerationGeneration
TransmissionTransmission


DistributionDistribution
DERDER


CustomerCustomer
PremisePremise


ProcessProcess


FieldField


StationStation


OperationOperation


EnterpriseEnterprise


MarketMarket


DomainsDomains


ZonesZones


Component Layer


Communication Layer


Information Layer


Function Layer


ProtocolProtocol
ProtocolProtocol


Data ModelData Model
Data ModelData Model


Outline of Usecase
Subfunctions


Business Layer


Business Objectives
Polit. / Regulat.. Framework


Interoperability
Dimension


source: SG-CG 
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Business Layer / Function Layer


 


source: SG-CG 
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Component Layer


source: SG-CG 
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Information / Communication Layer


 


Generation Transmission Distribution Customer PremiseDER


Process


Field


Station


Operation


Enterprise


Market


HV MV LV


G H


RTU
DER


Controller


HMI HES


DMS 
Computer


Gateway


CRM 
Computer


HAN 
Controller


Data
Concentrator


CIM
IEC 61968-4


source: SG-CG 
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First set of standards - Report structure


SystemsSystems


List of generic List of generic 
Use CasesUse Cases


(UCMR)(UCMR) Generation
Transmission


Distribution
DER


Customer
Premise


Process


Field


Station


Operation


Enterprise


Market


Domains


Zones


Protocol
Protocol


Data Model
Data Model


Outline of Usecase


Subfunctions


List (1) ofList (1) of
standardsstandards


HighHigh--level mapping of the systemslevel mapping of the systems


Ref ArchRef Arch
reportreport


SP.SP.
reportreport


SGAMSGAM


GenerationTransmissionDistribution Customer PremiseDER


Process


Field


Station


Operation


Enterprise


Market


Similar to 
Distribution


IEC 61850-8-1


ComponentComponent
CommunicationCommunication
InformationInformation


Cross-cutting technologies & methods
Communication, Cyber-Security, EMC&Power quality,


System approach, Functional safety


List (2) ofList (2) of
standardsstandards


source: SG-CG 
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Asset & Maintenance management system


E
nterprise


M
arket


O
peration


S
tation


P
rocess


Field


Gene-
ration Transmission Distribution DER


Customer
premises


G
eneration M
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ent System


Substation autom
ation system


W
A


M
S


EM
S SC


A
D


A
 System


FA
C


TS


Substation autom
ation system


Feeder autom
ation


D
ist. Pow


er Q
uality control


D
M


S SC
A


D
A


 &
 G


IS System


A
M


I System


D
ER


 O
peration System


EM
S and VPP system


Sm
art Loads


A
ggregated prosum


erm
anagem


ent


Market places


Trading systems


FA
C


TS


Weather Forecast  & Observation system           


M
etering-related


B
ack O


ffice system
s


++


Device remote configuration system


Authentication authorization accounting 
systems


Clock reference system


Communication network management 
system


Glossary : 
DMS : Distribution Management 
System
FACTS : Flexible AC Transmission 
Systems
EMS : Energy Management 
system
GIS : Geographical Information 
System 
OMS : Outage management 
system
RTU : Remote terminal Unit
SCADA : Supervisory, Control And 
Data Acquisition
VPP : Virtual Power Plant


source: SG-CG 
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Asset & Maintenance management system
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Generation Transmission Distribution Customer PremiseDER


Process


Field


Station


Enterprise


Market


Operation


RTU


Field 
Devices


EMS/SCA
DA


Asset
Manageme


nt


Trading
System


Communicati
on


Front-end


SCADA


GIS


Substation/fee
der
automation
system


DMS/SCA
DA


WAMS


Generation Transmission Distribution Customer PremiseDER


Process


Field


Station


Enterprise


Market


Operation


RTU


Field 
Devices


EMS/SCA
DA


Asset
Manageme


nt


Trading
System


Communicati
on


Front-end


SCADA


GIS


Substation/fee
der
automation
system


DMS/SCA
DA


WAMS


Layer S tan dard Comments 
Informat ion E N 61970-1 


E N 61970-2 
E N 61970-301 
E N 61970-401 
E N 61970-453 
E N 61970-501 


Energy ma nagem ent system  Applicati on 
Program Interface 


Comm unication IE C/TR  62325  Framework market com muni cat ion 
Comm unication E N 60870-5-101 


E N 60870-5-104 
E N 60870-6 


Telecontrol protocols 


Informat ion IE C/EN 61850 (al l parts) See substat ion autom at ion system  in 8.3.1 
Informat ion IE C 62351 Security  - all pa rts 
Informat ion (guidel ines) IE C 62357 Reference architecture power system 


inform ation exchange 
Informat ion IE C 62361 Harm oniza tion of qu ality  codes 
 


Report “First Set of Standards”


Mapping of Systems on SGAM
Reference


Architecture
of each
system


source: SG-CG 
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SGAM :
5 domains – 6 zones
3 layers considered


24 systems
80 smart grid components
180 generic use cases


First set of standards in brief


Which leads to :
• 825 references to standards
• 428 standards


50% system specific
50% cross-cutting


At the end the report is :
• 220 pages
• 80 figures
• 90 tables


source: SG-CG 
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Flexibility Concept
SG-CG/SP


Customer Customer –– Smart Grid Connection Point (Smart Grid Connection Point (SGCPSGCP))


Providing flexibility and ancillary servicesProviding flexibility and ancillary services


Domains: Domains: DERDER in buildings, Households, Industry, Commercial Buildings, ...in buildings, Households, Industry, Commercial Buildings, ...


including: Load/Demand, Storage, Distributed Generation in buildincluding: Load/Demand, Storage, Distributed Generation in buildingsings


Control signals


Price signals, 
incentives, tariffs 


Information: 


e.g. Status, Values, forecast, 
metering, ...


Grid and / or MarketGrid and / or Market


Smart Grid Connection Point Smart Grid Connection Point 
SGCPSGCP


PProvidingroviding
FlexibilityFlexibility


UsingUsing
FlexibilityFlexibility


Flexibility offers


source: SG-CG 
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Dev


CEMSCEMS


Flexibility Operator gathers flexibilities 
from different CEMS


Markets


Flexibility 
Operator


Grid


Different Energy Markets
or others like:


Ancillary services, OTC


DevDev


CEMS


Smart Grid Connection Point SGCP


Flexibility 
Operator


Flexibility 
Operator


Administrative Information


Forecast, Available Capacities, Contracts, Price 
Signal...


Technical Information


Control& Emergency   
Signals , …


Technical Validations


Smart 
Customer


Prices, Orders, Bids, ...


SM


source: SG-CG 
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Mapping of functional architecture on the SGAM
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Transm. Distribution DER Customer PremiseGeneration


Generation
Transmission


Distribution
DER


Customer
Premise


Process


Field


Station


Operation


Enterprise


Market


Domains


Zones


Protocol
Protocol


Data Model
Data Model


Outline of Usecase


Subfunctions


Smart Grid Architecture
Model (SGAM)


Market
communication


M
441 architecture


E
nergy M


anagem
ent /


Providing Flexibility (M
490)


Actor B Actor A


Energy 
management 
gateway (EMG)


Smart Metering 
gateway (SMG)


Smart 
Device*


Smart Meter 
functionality


Simple 
ext.cons. 
display


CEM


* e.g. HBES device, smart appliances, storage, 
generator, domestic charger for EV, complex display 


Smart Grid Connection 
Point


NNAP


HES


MDM


E
nt


er
pr


is
e


source: SG-CG 
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Under discussion:
Flexibility Concepual Model from SG-CG/RA 


Alternative - Annex C of the report


source: SG-CG 
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Conclusion


The proposed process allows to


describe existing and future scenarios (business models)
identify generic use cases (functionalities)
identify gaps in standardization
coordinate the work of various relevant committees and stakeholders


The process is not limited to Smart Grid
see example Energy Efficiency – IEC/SG1
In principle applicable to all system topics, which span more than one domain or zone


A lot of standards are available.


Next steps are ahead: 
Power2Gas, 
Multi-energy = Smart Energy, 
Smart Cities / Smart Infrastructure


source: based on SG-CG 
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Thank you for your attention


DKE Expertise Centre 
Standardization E-Energy / Smart Grids 


www.dke.de/KoEn


Johannes Stein


DKE  German Commission for Electrical, 
Electronic & Information Technologies 


of  DIN und VDE


Mail: johannes.stein@vde.com
Phone: +49 (0) 69 / 6308 - 252
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Outline 


Smart Grid – What is it all about?  


The need for Cyber Security in Smart Grid 


Overview on selected Standardization & Regulation 


Research Activities on the example of FINSENY 


Summary & Challenges 


 
Note that part of the information presented bases on analyzing smart 


grid security as part of the FP7 project FINSENY as well as the EIT 


ICT Labs Activity SESSec-EU: Networked Smart Energy Systems 


Security in Europe. 
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Smart Grid Scope – Incorporation of Decentralized  


Energy Resources and Flexible Loads requires Security 


Large and 
Flexible 


Generation 


Distributed 
Generation 


Transmission 
& Distribution 


Storage 


Industrial & 
Residential 


Electro 
Mobility 


ICT 
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Security Requirements for Smart Grid Applications 


stem from a Variety of Potential Attacks (examples) 


Generation / DER 


• Misuse of local  


administrative rights 


Distribution and Transmission 


• Falsified status information, e.g., from synchrophasors (PMU)  


in widely dispersed locations may limit the power flow. 


Customer 


• Prosumer behavior tracking,  


e.g., through smart meters 


• Fraud through smart meter 


manipulation 


Market 


• Fraud based on falsified offers and 


contracts (Customer, Utilities, DNOs, …)  


Operation 


• Unauthorized remote 


service access 
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Potential Influences on Privacy on the Example of  


Smart Metering 
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“Smart” 


Meter 


LAN Concen 


trator 


WAN AMI 


Head End 


Premise 


Control 


Equipmt 


Zigbee,  


WLAN,  


PLC 


+  Meter & Communications Infrastructure 
+  Meter & Event Data Management  
=  Advanced Metering Infrastructure (AMI) 
 


Billing


Determinants


Generation


CIS
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Interface
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Response 
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Outage 
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Outage
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System


Meter Data 


Repository


Metering 


& Event 


Data Hub 


CRM 


EAM 
Retail 


Consumer 


Products 


SAP 
Utilities 


Extensions 
“IS-U” 


SAP 
Generic 


Applications 


Enterprise 


Management  


& Business Support 


Enterprise 


Asset 


Management 


Customer 
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Management 


& Billing 


Energy 


Capital 


Management 


SAP for Utilities 


Business Process Platform 


Customer 


Internet,  


CTI, IVR, 


Call Center 


MDM 


MDUS 


Home Automation 


Network 


Commercial / 
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Applications 


Smart Metering = Distributed system defining data flows from prosumer to energy provider (with 


several subsystems, e.g., marketing, billing, notification, …) to third parties (e.g., manufacturer) 
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Typical Data exchanged in Smart Grid Applications 


and their Security Impact 


Information asset Description, potential content Security relation 


Customer ID and 


location data 


Customer name, identification number, schedule information, location data  Effects on customer privacy  


Meter Data 


Meter readings that allow calculation of the quantity of electricity consumed or 


supplied over a time period and may be used for controlling energy loads but 


also for interactions with an electricity market. 


Effects on system control and 


billing 


Control Commands 


Actions requested by one component of other components via control 


commands. These commands may also include Inquiries, Alarms, Events, and 


Notifications. 


Effects on system stability 


and reliability and also safety  


Configuration Data 


Configuration data (system operational settings and security credentials but also 


thresholds for alarms, task schedules, policies, grouping information, etc.) 


influence the behavior of a component and may need to be updated remotely. 


Effects on system stability 


and reliability and also safety 


Time, Clock Setting 


Time is used in records sent to other entities. Phasor measurement directly 


relates to system control actions. Moreover, time is also needed to use tariff 


information optimally. It may also be used in certain security protocols.  


Effects on system control 


(stability and reliability and 


also safety) and billing 


Access Control 


Policies 


Components need to determine whether a communication partner is entitled to 


send and receive commands and data. Such policies may consist of lists of 


permitted communication partners, their credentials, and their roles. 


Effects on system control and 


influences system stability, 


reliability, and also safety 


Firmware, Software, 


and Drivers 


Software packages installed in components may be updated remotely.  Updates 


may be provided by the utility (e.g., for charge spot firmware), the car 


manufacturer, or another OEM. Their correctness is critical for the functioning of 


these components. 


Effects on system stability 


and reliability and also safety 


Tariff Data 
Utilities or other energy providers may inform consumers of new or temporary 


tariffs as a basis for purchase decisions. 


Effects on customer privacy 


and also competition 
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Security Reality Check 


Digital Attacks – Physical Harm  


(source: Scientific American, July 2011) 


Misuse of Service 


Virus Attack Manipulation 


Penetration 


Viruses, Malware 
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From an Energy Infrastructure towards an  


Energy and Communication Infrastructure 


July 2012 


80% to 90% of control centers 


are directly connected to the 


utility intranet 


70% of the existing energy 


grid is more than 


 30 years old * 


Increasing Connectivity  


Platform – Devices –  


Embedded SW 


The increased usage of IT systems and networks 


to control the energy infrastructure exposes the electric grid to 


potential and known cyber security vulnerabilities 


Exposure and Vulnerability 


Cyber Security Objectives 


Availability / Protection   –   Integrity   –   Confidentiality 
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Security Architectures (for Smart Grids) 


target multiple Layers of Defense 


Security Personnel  
 


Personnel services to  


protect assets 


Network Security  


 
Protection of network 


infrastructure 


- Develop, maintain and 


enforce Security Policy 


- Manage user accounts 


- Security system 


provisioning and 


maintenance 


- Security patrols 


- Traffic separation using 


VLANs, VPNs, etc. 


- ACLs control connectivity 


between components  


- Use of Firewalls, SBCs, 


IDS, IPS, etc. 


- OS Hardening 


- User authentication and 


authorization 


- Secure interfaces 


(cryptography) 


- Event logs 


- etc.   


OEM Security Products 
Dedicated security products for converged networks & systems 


- Restricted access to 


equipment rooms,  


closets, etc. 


- Locations of wall jack, 


wireless hot-spots, etc. 


- Video surveillance 


- Intrusion detection 


systems and alarms 


 


Managed Security Services 
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Physical Security 
 


Physical access to 


equipment and network 


Device Security  


 
Protection of system 


components 


Comprehensive security architecture, including technical, physical and organizational means 
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Security Guidelines / Standards / Regulation ensure  


Reliable Operation of the Smart Grid (examples) 


Smart Grid Coordination 


Group addressing M/490 


• Use Case Modeling 


• Gap Analysis 


• First Set of Standards 


• Security Toolbox 


(Determination of Risk, 


Security Levels, …) 


Note: the stated organizations and standards are just examples and are not complete 


Smart Grid Interoperability Panel, 


Cyber Security WG  


 NIST IR 7628 


• Use Cases  


• Security Strategy 


• Architecture  


• Requirements 


Critical Infrastructure Protection  


CIP 001-009, 010-011  


• Protection Profile for SM GW 


• Guideline TR-03109 


 EnWG 


• IEC TC 57 – Power systems management 


and associated information exchange 


• WG15 Data and Communication Security 


 IEC 62351-1 … -10 


• IEC TC 65 – Industrial Proccess 


Measurement, Control and Automation 


• WG 10 Network and System Security 


 IEC 62443-1 … -4 


• ISO/TC 022/SC 03 & IEC/TC 69 JWG 01 – 


Vehicle-to-Grid Interface 


 Security integral part 


• ISO 27001 – Information technology - 


Security techniques - Information 


security management systems- 


Requirements  


• ISO 27002 – Information technology - 


Security techniques – Code of Practice 


for information security management 


• ISO 27019 – Information security 


management guidelines for process 


control systems used in the energy utility 


industry on the basis of ISO/IEC 27002 



http://images.google.de/imgres?imgurl=http://www.dke.de/NR/rdonlyres/E3BB4D3E-DB80-49E3-ADE7-BE5332D2AE5B/5543/head_logo.gif&imgrefurl=http://www.dke.de/DKE/Normen+erarbeiten/Mitteilungen+zur+Normungsarbeit/2007-Oeffentlich/Korrektur+zur+VDE+Schriftenreihe+Band+10.htm?SmartNavigation=3513264e-91f7-4bfa-a23f-85f17d14592a&h=69&w=148&sz=2&hl=de&start=14&tbnid=6AL1wwpGDEoYzM:&tbnh=44&tbnw=95&prev=/images?q=vde+dke&gbv=2&svnum=10&hl=de
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Summary of Results from the European  


Smart Grid Coordination Group (Period 2011-2012) 


 Addresses European Mandate M/490 


 Smart Grid Architecture Model (SGAM) as  


conceptual representation of the Smart Grid to 


 Model Use Case 


 Identify required standards 


 Identify gaps in standards and standards needs 


 Comprehensive Use Case Collection  


 Investigation into first set of standards  


for dedicated use cases  


 Smart Grid Information Security Toolbox to  


provide Smart Grid Use Case stakeholders an easy  


and pragmatic way to identify their security needs 


 Security Challenge: Maintain this effort and  


to have standards evolving as fast as the  


Smart Grid Information Security needs 


 Note: work proceeds in a second period starting 2013 
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Smart Grid Information Security   


Inventory & Gap Analysis Process Overview 
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Core Communication Standards for Smart Grids 


IEC TC57 Reference Architecture  


 


Back Office  Market System 


EMS  
Apps. 
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IEC 62351 


Cybersecurity 


Control Center A


Distributed Energy 


Resources (DER) 


Control Center B  


Hydroelectric/ Gas 


Turbine Power Plants
 


 Substations / Field Devices


GOOSE, SV


IEC 61850
 


IEC 60870-5-103 IEC 61850  


PMUs  


IEC 61850-


90-5
 


IEC 61850  


Turbine and 


electric systems


Hydro systems


Electric Vehicle


 IEC 61970 / 61968 


Common Information 


Model (CIM) 


 


 IEC 62325  


Market Communication 


using CIM 


 


 IEC 61850  


Substation, Distribution, 


DER Automation 


 


 IEC 60870  


Telecontrol Protocols 


 


 IEC 62351  


Security for Smart Grid 
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IEC 62351 specified by IEC TC57 WG15 –  


Enables secure modern Energy Control Networks  


 Approach 


 Umbrella standard consisting of 


several parts targeting dedicated 


security measures 


 Targets IEC 61850, IEC 60870-5-101, 


IEC 60870-5-104, and also IEEE 


1815 (DNP3) 


 Scope 


 Integrity/Encryption of data 


exchanged over networks using 


transport  layer security on TCP/IP 


based links and integrity protection 


using HMAC on serial links 


 Authenticating applications using 


strong authentication via the exchange  


of public keys and digital certificates, 


but also on symmetric keys 


 Focus on end-to-end security  


 


IEC 62351-  IEC 62351-  


1 Introduction and overview 7 Network and system management 


2 Glossary of terms 8 RBAC for Power systems management 


3 Profiles Including TCP/IP  9 Key  Management 


4 Profiles Including MMS 10 Security Architecture Guidelines 


5 Security for IEC 60870-5 and Derivatives 11 Security for XML Files 


6 Security for IEC 61850 Profiles 
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Domain specific ISMS according to ISO 27002 –   


Status DIN SPEC 27009  accepted as ISO TR 27019 


Approach 


 Definition of domain specifics for Information  


Security Management – ISMS following  


ISO 27002 to address ISO 27001 requirements 


 


Scope 


 Process control systems [..] for controlling  


and monitoring the generation, transmission,  


storage and distribution of electric power,  


gas and heat in combination with the control  


of supporting processes 


 


Scope examples 
 Central and distributed process control,  


monitoring and automation technology 


 Digital controllers and automation components,  


metering and measurement devices 


 Supporting IT in the process control domain 


 Physical security and also third party premises  


 


Communication 
Network 


Scope of  


ISO27011 


• Home Automation  
• Smart Appliances 
• E-Mobility 
• Industry 
• Controllable Loads 
• Small scale generation 


• Marketplace Applications 
• Billing / Contracts 
• Energy Services 
 


 


Market & 
Services 


Smart Grid 
Nodes 


Scope of  


ISO 27002 


• Generation    
• Storage 
• Transmission 
• Distribution 


Scope of  


ISO TR 27019 


Energy 
Control 
Systems 
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FINSENY – Future Internet for Smart Energy 


Security considered from the Beginning 


Overview 


 EU funded project  5 Mill. €, Duration: 2011 – 2013 


 A sustainable Smart Energy system in Europe, combining 


critical infrastructure reliability and security with adaptive 


intelligence, enabled by open Future Internet Technologies 


 2010: Call 1 Use cases and scenarios 


 2012: Call 2: Use case pilots 


 2013: Call 3: Use case extension phase 


 More info: www.fi-ppp-finseny.eu/  


Security Considerations 


 Threat and Risk Analysis of all 5 use cases 


 Security Architecture and Infrastructure 


 Security Technology Development 


 Security Elements for the FINSENY Functional 


Architecture based on Threat and Risk Analysis 


 Contributions to Standardization and SG-CG 


 Threat and Risk Analysis Methodology 


 Input to Security Standards Gap Analysis 


 SGAM application for Security (RBAC) 



http://www.fi-ppp-finseny.eu/

http://www.fi-ppp-finseny.eu/

http://www.fi-ppp-finseny.eu/

http://www.fi-ppp-finseny.eu/

http://www.fi-ppp-finseny.eu/
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Summary and Challenges 


Summary 


 Security has been acknowledged as one of the important corner stones to realize Smart Grid 


 Technical security solutions for dedicated parts of the Smart Grid are provided through standards, 


further standardization is ongoing    


 Regulation and guideline documents are available and are being further evolved  e.g., profiling  


 Research is addressing Smart Grid security in several funded projects (e.g., FINSENY – FP7) 


 


Challenges for IT Security 


 Coordination and alignment of requirements from plurality of stakeholders (IT, Energy, Consumer, etc.) 


 Coping with differences in innovation speed, e.g., Metrological data vs. Energy Management 


 Political influence  Regulated markets; Mandates in Europe 


 Device-oriented security and identity infrastructure (processes, scalability, limits of authority, …) 


supporting efficient creation, distribution and handling of cryptographic credentials (e.g., security 


modules and their integration into products & production) 


 Addressing of domain specific characteristics (device capabilities, multicast, …)  


 Migration from existing environment to an environment featuring appropriate IT security  







2013-04-10 


Unrestricted © Siemens AG 2013 All rights reserved. 


Page 23 Steffen Fries, A Birds Eye View on Smart Grid Security  CT RTC ITS 


Thank you for the attention! Questions? 
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PERSPECTIVES OF THE 
SMART ENERGY MARKET 


ENABLED BY FUTURE 


Alexander von Jagwitz, B.A.U.M. Consult GmbH 1


ENABLED BY FUTURE 
INTERNET


presented by Alexander von Jagwitz, B.A.U.M. Consult GmbH


FINSENY final event 2013, Berlin







Famously Wrong Predictions 


• "I think there is a world market for maybe five computers."--
Thomas Watson, chairman of IBM, 1943


• "There is no reason anyone would want a computer in their home."--
Ken Olson, president, chairman and founder of Digital Equipment 
Corp., 1977


«The world potential market for copying machines is 5000 at most.» 
IBM, to the eventual founders of Xerox, saying the photocopier had no 
market large enough to justify production, 1959. 


Alexander von Jagwitz, B.A.U.M. Consult GmbH 2


«Stocks have reached what looks like a permanently high plateau.» 
Irving Fisher, economics professor at Yale University, 1929. 


«That the automobile has practically reached the limit of its 
development is suggested by the fact that during the past year no 
improvements of a radical nature have been introduced.» 
Scientific American, Jan. 2 edition, 1909. 


market large enough to justify production, 1959. 







EnergyEnergyICTICT


A New Market
“If I had asked people what they wanted, they would 
have said faster horses.” – Henry Ford


Smart 
Energy


Alexander von Jagwitz, B.A.U.M. Consult GmbH 3


Internet of Energy ?


� .......


� .........


� .......


� ........


InternetInternet







Internet of Energy: Many Users


• Grid Operators


• Utilities


• Distributed Energy Resources


Alexander von Jagwitz, B.A.U.M. Consult GmbH 4


Consumers !!







Internet of Energy: Many Services


• Transparency in 
Energy Consumption


• Flexible Energy 
Consumption / 
Flexible Tariffs


• Distributed Energy 
Production (“Prosumer”)


• Usage 
optimisation 


Alexander von Jagwitz, B.A.U.M. Consult GmbH 5


Flexible Tariffs


• Including Heat and 
Water usage


optimisation 
with Storage


• Electric 
Vehicles


• Improving 
Surveillance/Control


• ..........


• = Energy / Building 
Management system







Internet of Energy: Many Connections


Internet of Energy 
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Internet of Energy 


� Virtual Power Plants


� Neighborhood 
Communities


� Flexibility Traders


� Purchasing Pools


� Energy Contractors


� Microgrids


� ..............







Internet of Energy: Easy, Affordable Access
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Internet of Energy


� basic service cost free


� pay per transaction


� pay per usage time


� download fee


� flat rate


� time related fee


� advertisement


� ............







An inspiring success story...


• 10 ago years we used mobile phones for calling people only, 
phones became smaller and smaller...:


Alexander von Jagwitz, B.A.U.M. Consult GmbH 8


• Today they are big again and people do all 
kinds of things with their smart phones:


• Sometimes they even call:







Success factors for the Mobile Market


200EUR –
800 EUR !!!


Alexander von Jagwitz, B.A.U.M. Consult GmbH 9


Flat Rate Contracts


• flat rate phone 


• flat rate internet


• flat rate smart phone


• 2-year duration


Smart Phones







Success Factors for the Smart Energy Market?


Energy Management System


Alexander von Jagwitz, B.A.U.M. Consult GmbH 10


flat rate contracts


• flat rate electricity


• flat rate energy management system


• flat rate photovoltaic


• flat rate combined heat power


• flat rate battery


• flexibility option (monthly incentives)


• 5-year duration


Energy Management System







The FINESCE Approach
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Keep in Touch
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• and join the next Smart Grid Stakeholder Group meeting 
during the Smart Grids Week in Salzburg


• on Monday, May 13th. 


• Details will be announced soon.
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HOW TO BUILD A 
MICROGRID PLATFORM 


WITH 
FUTURE INTERNET TECHNOLOGIES


presented by Dr. Kolja Eger, Siemens AG 
on behalf of the FINSENY project


Joint Workshop of FINSENY & EIT ICT Labs
“Smart Energy enabled by Future Internet”


Berlin, April 2013
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Overview


• What is a Microgrid?


• What are its benefits?


• Typical Microgrid use case


• Use Case Analysis & ICT Requirements


• Functional Architecture


• Conclusion
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What is a Microgrid?


• Microgrids
• comprise local LV or 


even MV distribution 
systems with distributed 
energy resources (micro 
turbines, fuel cells, PV, 
etc.) together with storage 
devices (flywheels, 
energy capacitors and 
batteries) in order to 
satisfy the demands of 
energy consumers


• can be operated in a semi-autonomous way, if interconnected 
to the grid, or in an autonomous way (islanding mode), if 
disconnected from the main grid


• sizes could range from residential to campus or community
wide systems
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Microgrid Benefits


Microgrids provide an 
aggregation platform to handle 
the complexity for operation of 
the whole energy system
Reduction of line losses due 
to generation closer to the loads
Mitigation of voltage variation 
through coordinated reactive 
power control and constrained 
active power dispatch


Reduction of peak loading of constrained network devices 
through optimized scheduling of all sources
Autarkic/islanding mode in case of connection loss to main grid
Includes essential features of Virtual Power Plants (VPPs) & 
Aggregators
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1. Scenario description
• Identify use cases and actors (market 


roles as well as systems & devices) 
according to IntelliGrid method


2. ICT requirements
• Define requirements for communication 


& information flows as well as services 
and middleware


3. Functional Architecture
• Identify key functional building blocks 


and interfaces, specify data models 
and communication protocols


• Develop ICT architecture based on 
generic and domain-specific enablers


uc Use Case Model


System


Actor
Use Case


cmp Microgrid Control Center


Communication 
Network Monitoring


IF1


Communication 
Front End for 


Network Devices


IF2


Communication 
Front End for 


Prosumer Dev ices


IF3


Dev ice Registry


IF4


Customer Serv ice 
Front End


IF5


Realt-time High-Speed Data Bus


Overlay Grid Inter 
Control


IF6


Operation 
Optimization


State Analysis Supply & demand 
balancing


Configuration 
M anagement


Communication 
Network 


Management


...


Enterprise Serv ice Bus


Historical Information 
System (short & 


long-term)


Operator Interface


IF7


Market 
Management


IF8


Contract 
Management


Maintenance Forecasting & 
Scheduling


IF9


Planning ...


Candidate for Generic Enabler (GE)
Combination of GE and domain-specific enablers
Candidate for domain-specific enabler


Legend


FINSENY‘s Methodology 
aligned with Smart Grid-Coordination Group







Dr. Kolja Eger, Siemens AG 6


Microgrid High-level Use Cases


• Business Use Cases
• „Interactions with other market roles to negotiate and to 


contract energy or ancillary services”
• Microgrid Operator sells and buys energy on external markets
• Microgrid Operator sells Balancing and Ancillary Services
• Microgrid provides Islanding Mode


• Control & Management Use Cases 
• “Describes the action taken to run a function of the system”


• Balancing supply and demand on different time-scales
• Demand-side management / Demand Response
• Supply-side management
• Black start in Islanding mode
• Auto-configuration
• Long-term planning of Microgrid infrastructure design and 


upgrading
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Deriving Sub Use Cases
Example: Auto-configuration


• Auto-Configuration:
• New sub-systems or 


devices installed in the 
Microgrid automatically 
configure itself.


• Sub use cases:
• Registration of devices 


owned by the Microgrid 
Operator 


• Registration of DERs & 
CEMS at control center 
(i.e. between 
stakeholders)


• In-house Plug&Play (out of 
scope for Microgrid)
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Use Case Analysis with Smart Grid 
Architecture Model


Functional LayerFunctional Layer


Communication Communication Communication Communication 
LayerLayer


Information LayerInformation Layer


Component LayerComponent Layer
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ICT Requirements for Microgrids


• Auto-configuration
• Addressing
• Device description
• Device registration for 


remote monitoring and 
control


• Device discovery in a Local 
Area Network


• Role-based Access Control
• Mapping Tool for Information 


Models


• Further ICT requirements
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Quality of Service (QoS) Requirements 
in Microgrids


• To ensure the stable operation of the Microgrid different 
connectivity services are needed with QoS guarantees
• Four Classes of Service were derived


• Cost-efficient solution has to be designed with the best mix of 
private, service provider networks and public infrastructure


Connectivity 
Service 1: 


Safety critical
…


Connectivity 
Service 2B:


Operational critical 
(Monitoring(


…
CS 4:


Background


Priority Highest Medium Low


Latency < 10 -100ms < 1s Best effort


Data 
occurrence Event triggered


Periodically Event triggered & 
periodically


Bandwidth / 
Data volume < 1500 Bytes < 100 kbps Best effort


… … ..
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Functional Architecture
of Microgrid Control Center


cmp Microgrid Control Center


Communication 
Network Monitoring


IF1


Communication 
Front End for 


Netw ork Devices


IF2


Communication 
Front End for 


Prosumer Dev ices


IF3


Device Registry


IF4


Customer Serv ice 
Front End


IF5


Realt-time High-Speed Data Bus


Overlay Grid Inter 
Control


IF6


Operation 
Optimization


State Analysis Supply & demand 
balancing


Configuration 
Management


Communication 
Netw ork 


Management


...


Enterprise Serv ice Bus


Historical Information 
System (short & 


long-term)


Operator Interface


IF7


Market 
Management


IF8


Contract 
Management


Maintenance Forecasting & 
Scheduling


IF9


Planning ...


Candidate for Generic Enabler (GE)
Combination of GE and domain-specific enablers
Candidate for domain-specific enabler


Legend


Drill-down 
of all use cases


Harmonization of 
functional layer 


results in functional 
building blocks


Architecture and 
interfaces are 
derived from 


building blocks


Building blocks are 
realised with generic or 


domain-specific 
enablers 


(or combination)


identifies all functions 
at functional layer
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 cmp Microgrid Control Center


Communication 
Network Monitoring


IF1


Communication 
Front End for 


Network Dev ices


IF2


Communication 
Front End for 


Prosumer Dev ices


IF3


Dev ice Registry


IF4


Customer Serv ice 
Front End


IF5


Realt-time High-Speed Data Bus


Ov erlay Grid Inter 
Control


IF6


Operation 
Optimization


State Analysis Supply & demand 
balancing


Configuration 
Management


Communication 
Network 


Management


...


Enterprise Serv ice Bus


Historical Information 
System (short & 


long-term)


Operator Interface


IF7


Market 
Management


IF8


Contract 
Management


Maintenance Forecasting & 
Scheduling


IF9


Planning ...


Enterprise
Operation
Middleware
Communication Front-End


Legend


Examples for Generic & Energy-
Specific Building Blocks


Non real-time functional blocks


Middleware for Enterprise Applications


Middleware for Operation


Real-time functional blocks


Communication Front-Ends


Generic:
Pub/Sub 
Broker


Generic: 
Complex Event 


Processing


Generic: 
QoS-aware


MW


Specific: IEC61850 
Information 


Models


Generic: 
Internet of Things 


Enablers


Specific: 
IEC61850
Comm. 
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Conclusions


• FINSENY evaluated the Microgrid scenario and provided 
detailed results on
• Identification & description of use cases
• Consolidation with Smart Grid-Coordination Group
• Analysis of use cases with Smart Gird Architecture Model 


(SGAM)
• Specification of ICT requirements
• Coordination with the other FI-PPP usage areas on 


requirements covered by generic or domain-specific 
enablers


• Specification of functional architecture considering generic 
& domain-specific enablers
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THANK YOU FOR YOUR ATTENTION!
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The utility perspective: Iberdrola 


Smart Grid  deployment 


Ignacio Martín Díaz de Cerio 


Telecommunication Services Manager 


Control System and Telecommunication 


Network Business Spain 


Smart Energy enabled by Future Internet 


Berlin, 11th April 2013  
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Iberdrola Group in 


the world 
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Iberdrola Group in the world 


Current presence 


Engineering 


Generation/ Distribution 


Renewable generation 


Tunisia 


Mexico 


Bolivia 


USA 


Chile 


Brazil 


South Korea 


China 


Taiwan 
India 


Kenya 


Kazakhstan 


Qatar 


UAE 


Russia 


Algeria 


Syria 


Ukraine 
Estonia 


Finland 


Latvia 


Poland 


Slovakia 
Germany 


United Kingdom 


Switzerland 


Greece 


Albany 


Macedonia 


Portugal 


Spain 
France 


Italy 


Presence in almost 40 countries worldwide undertaking generation, 


distribution, renewable energy and engineering activities 
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Main European markets of Iberdrola Group 


Santurce 
BBE 


Castejón 
Tarragona 


Ascó 
Vandellós Trillo 


Garoña 
Guardo 


Lada 


Pasajes 


Cofrentes 


Arcos Escombreras 


Almaraz Aceca 


Castellón 


Hydro 


Nuclear 


Oill 


Coal 


CCGT 


Distribution 


Windfarms 


(*) Including minihydro 


SPAIN 


Leader energy company 


Installed capacity (MW) 25,600 


   Wind capacity* (MW) 5,900 


Generation (GWh) 63,710 


Customers (million) 10.7 


UNITED KINGDOM 


1st wind producer  & 3rd networks company 


Installed capacity (MW) 7,080 


     Wind capacity (MW) 1,040 


Generation  (GWh) 22,740 


Customers (million) 3.5 


Hydro 


Distribution 


Thermal 


Wind 


Transmission 
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Main American markets of Iberdrola Group 


UNITED STATES OF AMERICA 


2nd wind producer (12%) 


Installed capacity (MW) 6,250 


     Wind capacity(MW) 5,285 


Electricity & gas customers (million) 2.4 


BRAZIL: 1st disco by customers (17%)  


MEXICO:  1st electricity private producer (13%) 


Installed capacity in Mexico (MW) 5,210 


Installed capacity in Brazil (MW) 2,080 


Customers (million) 11.8 


Hydro 


Wind 


CCGT 


Distribution 


Hydro under construction Hydro 


Distribution  


Gas storage 


Wind 


Thermal 


Canada 


USA 


Rochester Augusta 


Transmission 
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The need for 


Smart Grid 
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The need for Smart Grid 


Smart Grid on line with energy policy 


 


 


• Large integration of distributed generation, specially 


renewables of all types 


• Large integration of electric transportation 


• Improvement of efficiency 
(better use of energy – active and managed demand) 


• Maintaining/improving quality and security of supply 


For 2020 (EUROPE) 
20%     Green House Gas Emissions 


20%     Share of Renewables 


20%     Energy Consumption 


“Smart Grids are emerging as the next 
strategic challenge for the energy sector and 
as a key catalyst to achieve the vision of a low-
carbon economy” Ignacio S.Galán, Chairman 
and CEO, IBERDROLA. 


IN SUCH A WAY THAT SMARTS GRIDS HAVE BECOME A 


NECESSITY 
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The need for Smart Grid 


Scope. Retail, Distribution and Transmission 


 


 


More automated MV distribution networks with self healing 


capabilities 


Monitored and controlled LV networks 


IT supported monitoring process 


Renewable energy, DG, electric vehicles, electricity 


storage and aggregation 


Management of end-use energy efficiency, aggregation, 


retail 


Customers aware and actively participating 


Level 2: Smart network and processes 


Level 3: Smart Integration 


Level 4: Smart Energy Management 


S
M
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S
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u
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ti
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Level 1: Smart  Transmission network 


Level 0: New generation technologies 


Level 5: Smart Customers 


Innovative transmission grid architectures 


State-of-the-art transmission/power technologies 


Novel monitoring, control and storage methodologies 


Shared electricity market simulators 


Customers 


Distribution 
Network 
(DSO) 


Transmission 
Network 


(TSO) 


Electricity  


generation 


ESCOs 
Retailers 


Aggregators 
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The need for Smart Grid 


Fault detection (no trial error method)  


 


 LV 


MV 
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The need for Smart Grid 


Fault detection (no trial error method)  


 


 


Energy 


Energy 


1 2 3 
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ICT for the grid 
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ICT for the grid 


Today and future systems 


 Distribution  DER  Consumption 


Market 


Enterprise 


Operation 


Station 


Field 


Process 


Retail Energy Market Subsystem 


Distributed    
Energy     


Subsystem 


E-mobility 
Charging 


Infrastructure 
subsystem 


AMI 
Home 


Automation 
subsystem Distribution automation device  


subsystem 


Electric System Operation  
subsystem 


Enterprise subsystem 
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ICT for the grid 


Medium Voltage Network 


 


• Urban 


• 1 Primary Substation (PS) 


• 101 Secondary Substations (SS) 


• Underground network 


• Area Size:  6km² 


• >1200 Inhabitants/km² 


• 10 MV Rings 
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• Semi-urban 


• 1 Primary Substation (PS) 


• 108 Secondary Substations (SS) 


and Reclosers 


• Aerial network 


• Area Size:  50 km² 


• 150 Inhabitants/km² 


• Mix of rings and spurs 


 


 


 







15 


ICT for the grid 


Telecommunication Technologies 


 


 


 


 


 


 


 


 


• 2G/3G Data Mobile 


• MV-BPL (Broadband Power Line) 


• ADSL/HFC (Hybrid Fibre Coaxial) 


• Digital Radio 


• Optical Fibre 


 


 


 


 


 


 


 


 


 


 


Secondary Substations Points of Supply 


 


 


 


 


 


 


 


 


 


• 2G/3G Data Mobile 


• Narrowband PLC 


 


Private 
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Iberdrola SG 


deployment in 


Spain 
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Iberdrola SG deployment in Spain 


R.D. 1110/2007 


 
100% 


30%  20%  20%           30%  


1/01/2011 1/01/2013 1/01 /2016 31/12/2018 


Year 1 2 3 4 5 6 7 8 9 10 Year 11 


1/01/2008 


Remote Management System (1/01/2014) 


R.D. 485/2009 


Ministry of Industry may decrease the income of Distributors, if there is a non compliance 


of established schedule. 
 


Iberdrola take advantage of this R.D. to move forward and to push not only AMM solutions, 


but to increase the intelligence of the distribution network of MV. 


General Context 


• In SPAIN, new residential meters must be smart enough for: 


• Remote management 


• Time of day charging 
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Iberdrola SG deployment in Spain 


Global Smart Grid approach 
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Iberdrola SG deployment in Spain 


SG Architecture – Only one telecommunication network 


Head End 


Private,  Fixed / 


Mobile Network 


PLC: 


PRIME 


PLC: MV 


(BPL) 


S


S 


PUBLIC 


NETWORK 


Public 


Network 


Public Network Public 


Network 


Fixed/Mobile Public 


Network 


PLC: 


PRIME 


PLC: 


PRIME 


SS 


SS 


SS 


BACKBONE 


MPLS/SDH/
FO 


PRIME 


BPL 


ACCESS 







20 


Iberdrola SG deployment in Spain 


PLC PRIME features 


 


• PRIME has been specified mainly to be a supporting technology 
for massive meter reading. 


• Use CENELEC A Band 


• Narrowband 


• As opposed to radio solutions, spectrum-risk is non-existent 


• Open, public, not encumbered by patents 


• competition, economies of scale 


• Choice of state-of-the-art modulation techniques 


• OFDM: Orthogonal Frequency Division Multiplexing 


• ITU-T G.9904 “ Narrowband orthogonal frequency division 


multiplexing power line communication transceivers for PRIME 


networks” (http://www.itu.int/rec/T-REC-G.9904-201210-I/en) 
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Iberdrola SG deployment in Spain 


PLC PRIME – Open and Public 
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Iberdrola SG deployment in Spain 


SG Architecture – Only one telecommunication network 


Head End 


Private,  Fixed / 


Mobile Network 


PLC: 


PRIME 


PLC: MV 


(BPL) 


S


S 


PUBLIC 


NETWORK 


Public 


Network 


Public Network Public 


Network 


Fixed/Mobile Public 


Network 


PLC: 


PRIME 


PLC: 


PRIME 


SS 


SS 


SS 


BACKBONE 


MPLS/SDH/
FO 


PRIME 


BPL 


ACCESS 
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Iberdrola SG deployment in Spain 


BPL implementation 


2G/3G 


MV 


BPL 


Filter 


MV 


Cabinet 


MV 


Cabinet To other substation To other substation 


MV Line MV Line 


MV Line 


Coaxial 


Ethernet 


LV Line 


IBERDROLA 


NETWORK 


Secondary 


Substation 


(MV/LV) 


RACK 


BPL 


Coupler 
BPL 


Coupler 


OPERATOR 


NETWORK 


LV 


Lines 
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Iberdrola SG deployment in Spain 


BPL planning 
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ADSL


OPTICAL 


FIBER


2G/3


G
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Iberdrola SG deployment in Spain 


SG Architecture – Only one telecommunication network 


Head End 


Private,  Fixed / 


Mobile Network 


PLC: 


PRIME 


PLC: MV 


(BPL) 


S


S 


PUBLIC 


NETWORK 


Public 


Network 


Public Network Public 


Network 


Fixed/Mobile Public 


Network 


PLC: 


PRIME 


PLC: 


PRIME 


SS 


SS 


SS 


BACKBONE 


MPLS/SDH/
FO 


PRIME 


BPL 


ACCESS 


Public 
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Iberdrola SG deployment in Spain 


Public (ADSL/GPRS/3G) Backbone interconnection 
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Iberdrola SG deployment in Spain 


ADSL/GPRS/3G Implementation 
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3EMR 


DRA-2 


Regesta PRO 81 


Regesta PRO ER 



http://www.ziv.es/grupoziv/index.php
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Iberdrola SG deployment in Spain 


Some deployment volumes 


28 


 


 


 


 


• 10 millions of points of supply 


 


 


 


 


Q1 2012 2018 


 


 


 


 


• 1,1 millions of points of supply 


• 100% PLC PRIME 


• 5,9 thousands of secondary 


substations 


• 3,6 GPRS 


• 2,0 BPL  


• 0,3 ADSL or others 
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ICT challenges 


 


 


 







30 


ICT challenges 


General requirements 


 


• Interoperability (actors, devices, communications) 


• Scalability (actors, devices, communications) 


• Redundancy, Fault safe, Decentralized, Distributed 


• Management 


• Mission Critical 


• Limited Latency 


• Time Critical 


• Security 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


Future 


Internet 


Advantages 
Future 


Internet 


Challenges 
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ICT challenges 


Usage of public networks for Smart Grid 


 


• Priority in the operation of the smart grid (QoS) 


• Service Levels (SLA) 


• Rate of change of the public network technology 


• Adapted to provide utility services 


• A single terminal for electrical sites 


• Backup power supply of the public network 


• Input barriers 
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Benefits from 


FINSENY results 


 


 


 







33 


Benefits from FINSENY results 
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IEC 60870-104 IEC 60870-104 


LTE 


UMTS 
I2ND 


For Distribution Automation 


 


• FIWARE-I2ND (Interface to Network and Devices -S3C (Service 


Capability, Connectivity and Control) 


 


I2ND I2ND 
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Based on FIWARE I2ND-S3C functions 


 


• Network event management. This will allow endpoints to subscribe 


about events over the public network connectivity.  


• Resources management. This will allow the optimization and 


reservation of network resources.  


• Authentication and Integrity mechanisms 


• Connectivity Management. This will allow to decide between more 


than one connections and which should be used by each service. 


• Multicast and broadcast. This will allow broadcast or multicast 


services. 


Benefits from FINSENY results 
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Benefits from FINSENY results 


For Smart Grid Future opportunities 


 


 


 


 


 


• I2ND 


• Applications 


• Data Handling 


• Internet of things 
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I2ND 


DH 


IOT 


Distribution  DER  Consumption 


Market 
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Operation 


Station 


Field 
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Retail Energy Market Subsystem 


Distributed    
Energy     


Subsystem 


E-mobility 
Charging 


Infrastructure 
subsystem 
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Home 
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subsystem Distribution automation device  


subsystem 
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subsystem 
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Based on Future Internet advantages 


 


• Interoperability (actors, devices, communications) 


• Scalability (actors, devices, communications) 


• Redundancy – Fault safe – Decentralized – Distributed 


• Management 


Benefits from FINSENY results 
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Conclusions 
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Smart Grid deployment 


 


• ICT will face a challenge for SG deployment 


• Telecommunication 


• Systems interoperability 


• Energy sector regulation is fundamental to move Smart Grid deployment 


forward 


• SG deployment requires a complete analysis of requirements, available 


technologies and future opportunities 


• The benefits FI could bring to SG deployments at present has been 


introduced 


• The FI opportunities for future SG needs have been pointed 


Conclusions 
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Experiencing New Smart Grid Players


The EIT ICT Open Smart Energy Systems  Experience Lab


fortiss GmbH
An-Institut Technische Universität München


Forschungs- und Transferinstitut für software-intensive Systeme


PD Dr. Bernhard Schätz, Dagmar Koss







Fact: Dependability of Grid


2 München, 2012-10-25Smart Energy © fortiss GmbH


Ensuring dependability vs providing commodity







Fact: Shift of Production


3 München, 2012-10-25Smart Energy © fortiss GmbH


Few Static Sources vs Many Dynamic Sources


Source: Monitoringbericht 
2012; 
Bundesnetzagentur/Bundes
kartellamt 2012







Fact: Cost of Dependability


Source: Monitoringbericht 
2012; 
Bundesnetzagentur/Bundes
kartellamt 2012


4 München, 2012-10-25Smart Energy © fortiss GmbH


Cost of Flexibility vs Need for Stability







Fact: Energy Storage


5 München, 2012-10-25Smart Energy © fortiss GmbH


Production/Consumption vs Introduction of Buffering







Paradigm Shift in the Energy Domain


Power Distribution


Information Distribution


Prosumer
MicroGrid


Prosumer
MicroGrid


MetroGrid


München, 2012-10-25Smart Energy © fortiss GmbH


Information Distribution


Prosumer as new core player
3 Mega-Trends


�Amalgamation: Merging of Production/Consumption/Storage


�Virtualization: Introduction of Hierarchic Service Structures


�Decentralization: Moving Autonomous Control to all Nodes







EIT ICT - Open SES Experience Labs


Goal: Exploration of feasibility/efficiency
– Stakeholder analysis to incorporate user 


motivation and experience


– Support for interconnection of prosumer labs


– Support for joint co-simulation of prosumer 


nodes and virtual grid
CWI
DelftImperial


KTH


Acteno
DAI
DFKI


7 München, 2012-10-25Smart Energy © fortiss GmbH


nodes and virtual grid


– Integration of smart coordination and 


cooperation capabilities


– Inclusion of market mechanisms, optimization, 


and scheduling


– Economical Impact of Prosumer-Based Smart 


Grids


Telecom Italia


DFKI
fortiss
FhG
KIT
Siemens


Further partners: Aalto, 
Engineering, IESE, SAP, SICS


INRIA







Labs: KIT E-Car Simulator


München, 2012-10-25Smart Energy © fortiss GmbH


Focus: Smart Home Prosumer Node







Labs: TU Delft 


9 München, 2012-10-25Smart Energy © fortiss GmbH


Focus: Co-Simulation Framework







Lab: Telecom Italia


10 München, 2012-10-25Smart Energy © fortiss GmbH


Fokus: Smart Meter Service Infrastructure







Labs: fortiss/Siemens Micro Grid Experience Lab


Production/Consumption


Consumption


Production
Two Way 
Meter


Information


Building Energy Backbone


Data Base Client
Server Application


11 München, 2012-10-25Smart Energy © fortiss GmbH


Photovoltaic Battery


SMA /Sunny 
Backup


Light Blinds Office Air 
Condition


IP-Switch


Server USV
Office Plugs/ 
Air Condition


ITGateway/Pa
cSentronenOcean


Toshiba
Air Condition


Focus: Intelligent Workplace Prosumer Node







Coordination 


Service Layer


Function 


Service Layer Consumption


Services


Storage


Services


Provision


Services


Prosumption


Profiling/


Planing


Healing


Services


Fault 


Manage


ment


Labs: fortiss Micro Grid Experience Lab


12 München, 2012-10-25Smart Energy © fortiss GmbH


Device 


Service Layer


Fokus: Scaleable, Distributed & Hierarchic Service Architecture 


for (Semi-)Autonomous Control


Battery


Service


Socket


Service


Solar Panel


Service
Power Line


Service







Labs: fortiss Micro Grid Experience Lab


Always on


One-stop


Proactive


Direct


13 München, 2012-10-25Smart Energy © fortiss GmbH


Direct


Focus: End-User Centric Experience







Visit Us for More Information


14 München, 2012-10-25Smart Energy © fortiss GmbH


www.eitictlabs.eu/fssesel/







• PD Dr. Bernhard Schätz


15 München, 2012-10-17Zukunftsmodelle © fortiss GmbH


• PD Dr. Bernhard Schätz


• fortiss GmbH
• An-Institut Technische Universität München
• Guerickestraße 25 · 80805 München · Germany


• tel +49 89 3603522 0   fax +49 89 3603522 50


• info@fortiss.org
• www.fortiss.org
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HOW TO BUILD A 
MICROGRID PLATFORM 


WITH 
FUTURE INTERNET TECHNOLOGIES


presented by Dr. Kolja Eger, Siemens AG 
on behalf of the FINSENY project


Joint Workshop of FINSENY & EIT ICT Labs
“Smart Energy enabled by Future Internet”


Berlin, April 2013
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Overview


• What is a Microgrid?


• What are its benefits?


• Typical Microgrid use case


• Use Case Analysis & ICT Requirements


• Functional Architecture


• Conclusion
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What is a Microgrid?


• Microgrids
• comprise local LV or 


even MV distribution 
systems with distributed 
energy resources (micro 
turbines, fuel cells, PV, 
etc.) together with storage 
devices (flywheels, 
energy capacitors and 
batteries) in order to 
satisfy the demands of 
energy consumers


• can be operated in a semi-autonomous way, if interconnected 
to the grid, or in an autonomous way (islanding mode), if 
disconnected from the main grid


• sizes could range from residential to campus or community
wide systems
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Microgrid Benefits


Microgrids provide an 
aggregation platform to handle 
the complexity for operation of 
the whole energy system
Reduction of line losses due 
to generation closer to the loads
Mitigation of voltage variation 
through coordinated reactive 
power control and constrained 
active power dispatch


Reduction of peak loading of constrained network devices 
through optimized scheduling of all sources
Autarkic/islanding mode in case of connection loss to main grid
Includes essential features of Virtual Power Plants (VPPs) & 
Aggregators
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1. Scenario description
• Identify use cases and actors (market 


roles as well as systems & devices) 
according to IntelliGrid method


2. ICT requirements
• Define requirements for communication 


& information flows as well as services 
and middleware


3. Functional Architecture
• Identify key functional building blocks 


and interfaces, specify data models 
and communication protocols


• Develop ICT architecture based on 
generic and domain-specific enablers


uc Use Case Model


System


Actor
Use Case


cmp Microgrid Control Center


Communication 
Network Monitoring


IF1


Communication 
Front End for 


Network Devices


IF2


Communication 
Front End for 


Prosumer Dev ices


IF3


Dev ice Registry


IF4


Customer Serv ice 
Front End


IF5


Realt-time High-Speed Data Bus


Overlay Grid Inter 
Control


IF6


Operation 
Optimization


State Analysis Supply & demand 
balancing


Configuration 
M anagement


Communication 
Network 


Management


...


Enterprise Serv ice Bus


Historical Information 
System (short & 


long-term)


Operator Interface


IF7


Market 
Management


IF8


Contract 
Management


Maintenance Forecasting & 
Scheduling


IF9


Planning ...


Candidate for Generic Enabler (GE)
Combination of GE and domain-specific enablers
Candidate for domain-specific enabler


Legend


FINSENY‘s Methodology 
aligned with Smart Grid-Coordination Group
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Microgrid High-level Use Cases


• Business Use Cases
• „Interactions with other market roles to negotiate and to 


contract energy or ancillary services”
• Microgrid Operator sells and buys energy on external markets
• Microgrid Operator sells Balancing and Ancillary Services
• Microgrid provides Islanding Mode


• Control & Management Use Cases 
• “Describes the action taken to run a function of the system”


• Balancing supply and demand on different time-scales
• Demand-side management / Demand Response
• Supply-side management
• Black start in Islanding mode
• Auto-configuration
• Long-term planning of Microgrid infrastructure design and 


upgrading
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Deriving Sub Use Cases
Example: Auto-configuration


• Auto-Configuration:
• New sub-systems or 


devices installed in the 
Microgrid automatically 
configure itself.


• Sub use cases:
• Registration of devices 


owned by the Microgrid 
Operator 


• Registration of DERs & 
CEMS at control center 
(i.e. between 
stakeholders)


• In-house Plug&Play (out of 
scope for Microgrid)
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Use Case Analysis with Smart Grid 
Architecture Model


Functional LayerFunctional Layer


Communication Communication Communication Communication 
LayerLayer


Information LayerInformation Layer


Component LayerComponent Layer
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ICT Requirements for Microgrids


• Auto-configuration
• Addressing
• Device description
• Device registration for 


remote monitoring and 
control


• Device discovery in a Local 
Area Network


• Role-based Access Control
• Mapping Tool for Information 


Models


• Further ICT requirements
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Quality of Service (QoS) Requirements 
in Microgrids


• To ensure the stable operation of the Microgrid different 
connectivity services are needed with QoS guarantees
• Four Classes of Service were derived


• Cost-efficient solution has to be designed with the best mix of 
private, service provider networks and public infrastructure


Connectivity 
Service 1: 


Safety critical
…


Connectivity 
Service 2B:


Operational critical 
(Monitoring(


…
CS 4:


Background


Priority Highest Medium Low


Latency < 10 -100ms < 1s Best effort


Data 
occurrence Event triggered


Periodically Event triggered & 
periodically


Bandwidth / 
Data volume < 1500 Bytes < 100 kbps Best effort


… … ..
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Functional Architecture
of Microgrid Control Center


cmp Microgrid Control Center


Communication 
Network Monitoring


IF1


Communication 
Front End for 


Netw ork Devices


IF2


Communication 
Front End for 


Prosumer Dev ices


IF3


Device Registry


IF4


Customer Serv ice 
Front End


IF5


Realt-time High-Speed Data Bus


Overlay Grid Inter 
Control


IF6


Operation 
Optimization


State Analysis Supply & demand 
balancing


Configuration 
Management


Communication 
Netw ork 


Management


...


Enterprise Serv ice Bus


Historical Information 
System (short & 


long-term)


Operator Interface


IF7


Market 
Management


IF8


Contract 
Management


Maintenance Forecasting & 
Scheduling


IF9


Planning ...


Candidate for Generic Enabler (GE)
Combination of GE and domain-specific enablers
Candidate for domain-specific enabler


Legend


Drill-down 
of all use cases


Harmonization of 
functional layer 


results in functional 
building blocks


Architecture and 
interfaces are 
derived from 


building blocks


Building blocks are 
realised with generic or 


domain-specific 
enablers 


(or combination)


identifies all functions 
at functional layer
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 cmp Microgrid Control Center


Communication 
Network Monitoring


IF1


Communication 
Front End for 


Network Dev ices


IF2


Communication 
Front End for 


Prosumer Dev ices


IF3


Dev ice Registry


IF4


Customer Serv ice 
Front End


IF5


Realt-time High-Speed Data Bus


Ov erlay Grid Inter 
Control


IF6


Operation 
Optimization


State Analysis Supply & demand 
balancing


Configuration 
Management


Communication 
Network 


Management


...


Enterprise Serv ice Bus


Historical Information 
System (short & 


long-term)


Operator Interface


IF7


Market 
Management


IF8


Contract 
Management


Maintenance Forecasting & 
Scheduling


IF9


Planning ...


Enterprise
Operation
Middleware
Communication Front-End


Legend


Examples for Generic & Energy-
Specific Building Blocks


Non real-time functional blocks


Middleware for Enterprise Applications


Middleware for Operation


Real-time functional blocks


Communication Front-Ends


Generic:
Pub/Sub 
Broker


Generic: 
Complex Event 


Processing


Generic: 
QoS-aware


MW


Specific: IEC61850 
Information 


Models


Generic: 
Internet of Things 


Enablers


Specific: 
IEC61850
Comm. 
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Conclusions


• FINSENY evaluated the Microgrid scenario and provided 
detailed results on
• Identification & description of use cases
• Consolidation with Smart Grid-Coordination Group
• Analysis of use cases with Smart Gird Architecture Model 


(SGAM)
• Specification of ICT requirements
• Coordination with the other FI-PPP usage areas on 


requirements covered by generic or domain-specific 
enablers


• Specification of functional architecture considering generic 
& domain-specific enablers
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THANK YOU FOR YOUR ATTENTION!
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OUTLINE 
 


• Use Cases 


 


• Functional Architecture 


• EM-SGAM 


• Functions 


• Components 


• Communication 


 


• Conclusions 
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E-Roaming 


Vehicle to Grid 


ICT-Enabled Demand 
Side Management 


FINAL USE CASES 
 


Public 


Home 


Workplace 


International 
Roaming 


Payment 
Methods 


Charge Point 
Accessibility 


Inter-
Modal 


VAS 


Charge Load 
Mgmt 


Stationary 
Energy Storage 
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FINAL USE CASES 
 


E-Mobility 
Provider


EV User


EVSE Operator
Roaming
Agreement


Roaming


User
contract


EVSE


V2G 
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E-MOBILITY FUNCTION REALMS 
 


Function Realm 


Visualisation 


 


• Visualises 


stakeholder to 


function realm 


mapping 


 


• Visualises realm 


belonging of 


specific functions 
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ACCOUNT MANAGEMENT REALM 
 


Internal Function


Service Function


Control Function
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COMPONENTS AND INTERFACES 
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FUNCTION MAPPING 
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CONCLUSIONS 
 


• Adapted SGAM  EM-SGAM for better E-Mobility 


integration 


• Final use cases cover well the functionality of first 


version use cases 


• Majority of function implementations can potentially be 


covered using GEs 


• Candidate GEs have been identified to be used for 


function implementations 


• Only a few ICT related standards are tailored towards E-


Mobility needs, nevertheless a lot of standardisation 


activities are ongoing 


• Security issues are important to be addressed seeing the 


extended adoption of Web standards 







Thank You! 
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All Signals Green as Irelands ecars
Programme steps up a Gear


FINSENY Berlin FINSENY Berlin 
11th April 2013


Mark Daly
Demonstration Projects Manager ESB ecars







Ireland as a location for e cars


• Single electricity network company


• Government commitment 


• High levels of wind generation 


• Limited range between urban centres
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• Limited range between urban centres


• Ideal climate for batteries 


• High levels of Single family dwellings  


• Ireland is a leader in IT and ITS 







Ecar Ireland Programme


• EV targets 2020:
- 10% of all road energy transport 


will be renewable (EU RED)
- 10% of all national fleet electric


• Early supply of electric cars
- Agreements with OEMS for supply of EVs


• Government incentives 
- €5000 grant
- Zero VRT
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- Zero VRT
- Lowest road tax band
- Accelerated Capital Allowance (Businesses)
- Transport Bill


• ESB is rolling a trial to test 
• IT Systems
• Charging points
• Grid Impact and benefits evaluation







Charging Infrastructure
HOME / WORKHOME / WORK PUBLICPUBLIC FASTFAST
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6 6 –– 8 hours8 hours
AC 1AC 1ΦΦ 16A Mode 316A Mode 3
Type 2/ fixed cableType 2/ fixed cable


1 1 -- 6 hours*6 hours*
AC 3AC 3ΦΦ 32A Mode 332A Mode 3


Type 2Type 2


80% in 20 minutes80% in 20 minutes
DC 50kW DC 50kW 


AC 3AC 3ΦΦ 63A Mode 3 63A Mode 3 
fixed  cable (Future)fixed  cable (Future)


*Depending on car*Depending on car







Evolution


• First we had ‘Stage Built’ Vehicles
• OEM’s building Non Plugin Hybrids
• Pre-production OEM B.E.V
• Scale production OEM vehicles


• Buy complete or Battery lease
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• Buy complete or Battery lease
• All the time the price has been dropping
• 3 different specification levels for the Nissan Leaf in June 
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Projects


European Commission funded projects across a range of directorates 
are generating valuable outputs.


• FINSENY – Has created a strong foundation for the FINESCE 
project.


• Mobi.Europe has started the role out of four trials –
Amsterdam, Galicia, Portugal and Ireland


• Green eMotion has given insight into many areas of eMobility
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including reporting on: 
• User profiling – Driving charging behaviour and perceptions
• Infrastructure – Planning, selection, Installation techniques 
• Grid impact
• Marketplace & ICT – Interoperability
• Technology development and evaluation – Induction 


charging, DC fast charging with battery support, Network support 
power electronics







Happy Fleet


Green eMotion - Interim Fleet Report D1.7
The first Interim report on EV’s in Fleets has considered a 
range of use-cases where EV’s were introduced into fleets.


• Electric taxi’s in Dublin
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• Electric taxi’s in Dublin
• eCar-pool’s were compared with Taxi and personal ICE 


usage.
• Fixed route urban buses
• Urban delivery   


EV’s perform in Urban fleets, with many benefits and huge cost savings







Convergence of views
Treaty of Vaals


ESB is a signatory of the Treaty of Vaals which sets out to 
ensure interoperability across Europe. The  treaty 
demonstrates the willingness of signatories to exchange 
whitelists and support the mechanisms for interoperability


eMiii
Electric Mobility ICT Interoperability Interest Group is a 
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Electric Mobility ICT Interoperability Interest Group is a 
gathering of parties from across a range of e-Mobility sectors in 
Europe and the US. The participants include Telecoms, OEM, 
Utility’s equipment manufacturers and financial services. 


OCPP
Is taking shape with contributions from many stakeholders. This 
open protocol will allow investment in connected charging 
infrastructure while ensuring we are not locked into a single 
equipment manufacturer. V1.2 and V1.5







CPT Directive       Clean Power for Transport


Mandated minimum number of charge points in member states by 2020


Country Total number Publically accessible
CZ 129,000 13,000
DK 54,000 5,000


DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
on the deployment of alternative fuels infrastructure
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DK 54,000 5,000
DE 1,503,000 150,000
IE 22,000 2,000


Some discussion about the calculation methods, 
however the message is clear


Europe is motoring forward with Electric Mobility







Slow electric recharging points for motor vehicles
• Alternate Current (AC) slow recharging points for electric vehicles -


connectors of Type 2  - EN62196- 2:2012.


Fast electric recharging points for motor vehicles
• Alternate Current (AC) slow recharging points for electric vehicles -


connectors of Type 2  - EN62196- 2:2012.


CPT Directive Makes the connection
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• Direct Current (DC) fast recharging points for electric vehicles -
connectors of Type "Combo 2" as described in the relevant EN 
standard, to be adopted by 2014.







SEAI Roadmap
� Passenger Car Fleet will increase by 57% to 2.9m by  2050


� EV contribution to passenger car segment will be 10 % by 2020


� EV contribution to passenger car segment will be 60 % by 2050


� EVs may offer non incentivised 10yr TCO by 2019 
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Vehicle Offerings
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A Toe in the FI Ocean


• ESB – Progressive & Innovative Strategy
• FINSENY – WP5 Electro Mobility
• Limited Resources in Phase 1
• Recognised Synergies with other activities
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• Eager to evaluate real cases!  







• FI-PPP Phase 2
• Scaled up resources
• ESBecars, ESBN Telecom Services, 


ESB Networks & ESB International
• More than just EV charging
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• More than just EV charging
• Also focus on Inter-substation 


communications  - Preparing for 
future EV penetration levels.


• Much to offer and much to learn
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CPMS
Charge Point Management 
System is proceeding with ‘on-
boarding’ of charge-points.   
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CPPS
First release of the IBM payment 
system has been undergoing 
UAT. With a second release 
including integration with the 
Green eMotion Marketplace due 
in August.   







Charge Points Status


• 90% of major towns and cities already covered


• Fast Chargers on interurban routes


Installations already completed..
• >1100 Charge Points Installed
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• The initial target of 30 DC fast chargers has been 
achieved.


• A new target of 100 will be achieved by start of 20 14







Thank you


Any Questions?
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A FUTURE INTERNET PERSPECTIVE A FUTURE INTERNET PERSPECTIVE 


FOR SMART BUILDINGS FOR SMART BUILDINGS 


presented by Gilles Privat (Orange Labs France)
on behalf of FINSENY/WP4
FINSENY Smart Energy Workshop
EIT ICTLabs, Berlin
2013-04-11







FINSENY SMART BUILDINGS FINSENY SMART BUILDINGS 
GENERAL OBJECTIVESGENERAL OBJECTIVES


• Specify a building ICT infrastructure  that mirrors the 
Future Internet on the building scale:
• is more than a network!
• supports comprehensive energy management as well 


as other smart building applications
• generalizes to all types of buildings


Dr. Gilles Privat, Orange Labs 2


• generalizes to all types of buildings
• adapts to legacy
• interfaces to


• all energy-relevant building components
• existing ICT infrastructure and equipment  in the building


• Validate this infrastructure with:
• energy management systems
• non-application-specific building services 







APPROACHAPPROACH


• Identification of target buiding sub-domains :
• Home
• Residential buildings
• Office buildings
• Data Centers
• Hotels


Dr. Gilles Privat, Orange Labs 3


• Hotels
• Use cases elicitation


• Collection of low-level (concrete) use cases
• Definition of high-level (abstract) use cases


• First selection of detailed requirements
• Definition of architecture framework







SMART BUILDINGSSMART BUILDINGS
IN OVERALL IN OVERALL FINSENYFINSENY ARCHITECTURE ARCHITECTURE 
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Pre-smart Grid


Building
Centralized
generation DistributionTransmission


Loads


Sources
Storage


Load shedding


SMART HOME/BUILDING   & SMART GRID :SMART HOME/BUILDING   & SMART GRID :


DECENTRALIZATION  DECENTRALIZATION  & & SEPARATION OF CONCERNSSEPARATION OF CONCERNS


Pre-smart Grid


Meters


MicrogridSmart Grid


Centralized
generation DistributionTransmission Generation


Building
Smart 
Grid


Storage


Generation


Generation


Bidirectional
data & control interface


Loads


Loads


Storage


Sources


Bidirectional
data & control interface







FROM THE INTERNET OF DEVICESFROM THE INTERNET OF DEVICES
TO THE INTERNET OF THINGSTO THE INTERNET OF THINGS


• IoT extends beyond network-connected “devices”
• IoT “things” can be


• passive objects (furniture, walls, etc)
• subsets of space (rooms, cubicles, floors, etc.)
• legacy appliances
• energy-relevant pieces of equipment


Dr. Gilles Privat, Orange Labs 6


• energy-relevant pieces of equipment
• IoT “things” need not


• have a native network interface
• be identified with tags or universal naming schemes


� Things/entities layer integral to building architecture







THE SENSEDTHE SENSED--ACTUATED HOMEACTUATED HOME


Dr. Gilles Privat, Orange Labs 7







Sensors 


Dr. Gilles Privat, Orange Labs 8


ICT devices Non-ICT appliances


wide-area 
network


Home 


Gateway


Sensors 
& actuators


Electrical energy sources & storage


EnergyBox


Building components


Service 


Platform







Home abstraction layer
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SENSEDSENSED--ACTUATEDACTUATED BUILDINGBUILDING


Dr. Gilles Privat, Orange Labs 10







NOTNOT--SOSO--SMART SMART BUILDING :BUILDING :
PRESENTPRESENT SITUATIONSITUATION
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SMART BUILDING ARCHITECTURE SMART BUILDING ARCHITECTURE 
FRAMEWORK FRAMEWORK 


Building Services


Building Applications


Building
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Building Devices


Building Entities
Building


Operating System







SMART BUILDING ARCHITECTURE SMART BUILDING ARCHITECTURE 
FRAMEWORK :FRAMEWORK :


Dr. Gilles Privat, Orange Labs 13







MAPPING TO SMART GRID MAPPING TO SMART GRID 
ARCHITECTURE MODELARCHITECTURE MODEL


Outline
Usecase Subfunctions


DevicesDevices


EntitiesEntities


ServicesServices


ApplicationsApplications
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Generation
Transmission


Distribution
DER


Customer


Premise


Process


Field


Station


Operation


Enterprise


Market


Domains


Zones


DomainsDomains







SHARED RESOURCES PROVIDED BY SHARED RESOURCES PROVIDED BY 
BUILDINGBUILDING


• Device-level resources 
• Raw sensor & actuator data
• Sensor & actuator device registry
• Monomodal sensor events


• Entity-level resources 
• Multi-sensor events
• Multi-actuator control data


Dr. Gilles Privat, Orange Labs 15


• Multi-actuator control data
• Aggregate state of building entities 


• operation mode of appliances
• presence/activity detection/interpretation inside rooms/spaces


• Control of building entities
• Entities registry


• Service-level resources
• Access control
• Interfaces to groups of entities : heating, lighting services


• Application-level resources
• Aggregate energy consumption
• Aggregate building state







GENERIC ENABLERS GENERIC ENABLERS (FROM FI(FROM FI--WARE PROJECT)WARE PROJECT)


FOR SMART BUILDINGSFOR SMART BUILDINGS


Dr. Gilles Privat, Orange Labs 16







BUILDINGBUILDING--SPECIFIC ENABLERSSPECIFIC ENABLERS


• Application level
• Optimization engine


• Service level
• Non-application-specific supervisory control
• Virtualization of building entities. 


• Entity level


Dr. Gilles Privat, Orange Labs 17


• Entity level
• Complex Event Processing and Data Fusion
• Repository of models for building entities


• space entities : rooms
• equipment entities : appliances
• energy-relevant entities : small-scale  DER, storage, etc.







SUPERVISORYSUPERVISORY CONTROL  AS  A CONTROL  AS  A 
SHAREDSHARED SERVICESERVICE


� A minimal control and 


coordination  in service layer


� Does not impinge on a more 


comprehensive optimization in 


the application layer


� Coordinates all controlled


Dr. Gilles Privat, Orange Labs 18


� Coordinates all controlled


entities to ensure the 


satisfaction of joint constraints, 


for basic generic safety or 


energy-efficiency objectives


� Derived from generic rules


� Self-adapts to particular  


environments and 


configurations







SUPERVISORY CONTROL  EXAMPLESSUPERVISORY CONTROL  EXAMPLES
IN HOME ENVIRONMENT (1/2)IN HOME ENVIRONMENT (1/2)


Dr. Gilles Privat, Orange Labs 19


Generic controller rule:


� if window open 
� then heating off







SUPERVISORY CONTROL  EXAMPLESSUPERVISORY CONTROL  EXAMPLES
IN HOME ENVIRONMENT (2/2)IN HOME ENVIRONMENT (2/2)


Dr. Gilles Privat, Orange Labs 20


Generic controller rule:


� “if room in state “occupied”, 
� then lighting in state “on”







SMART HOME & SUPERVISORY SMART HOME & SUPERVISORY 
CONTROL SIMULATION EXAMPLESCONTROL SIMULATION EXAMPLES
IN HOME ENVIRONMENTIN HOME ENVIRONMENT


• room state as result of sensor data consolidation


• uncontrolled scenario


Dr. Gilles Privat, Orange Labs 21


• scenario with discrete supervisory control 







CONCLUSIONCONCLUSION


• Smart Buildings ICT platforms �models and testing
grounds of Future Internet at Building Scale with :
• sharing of infrastructure at network and device levels
• sharing of mid- and high-level enablers


• Building-scale grids � models for the evolution of the 
smart grid at large  with:


Dr. Gilles Privat, Orange Labs 22


smart grid at large  with:
• building grid as semi-autonomous microgrid
• « plug and play » dynamic auto-configuration of 


physical entities
• Common denominator architecture framework could be


generalized from :
• home to non-residential buildings
• buildings to other domains







thank you
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ENERGY@HOME: AN ECO-SYSTEM FOR 
THE ENERGY-AWARE SMART HOME


FABIO BELLIFEMINE, TELECOM ITALIA







OUTLINE OF THE TALK


Context


Energy@home Association


Customer Value Proposition


Occupant Behaviour & Data from the Pilot


Conclusions







FINSENY, Energy@home, and KIC EIT


Smart Home use cases (WP4)


Marketplace for Energy (WP6)


Scenarios Analysis


FINSENY Energy@home KIC EIT SES


Smart Home Gateway


Analysis of Prosumer Experience


WP4 and WP6 DSEs validation


• Technical Specifications


• Implementation


• Trial• Trial







SCOPE OF THE TALK: SMART 
CONSUMPTION


Smart
Generation


Smart
Network


Smart
Consumption


& micro-generation


Smart
Grid


Massive
Generation


Transmis-
sion


Distribution 
&


Measurem.
Retailer


Consum-
ption


(prosumers)
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Electric Cars
Tools to empower


consumers


Distributed 


Renewables


Some trends in Smart Consumption


EfficiencyPeak reduction


Grid Load in Italy


1990-2010


56 GW, July 2010


Time of day Tariffs







INTERNET ENERGY


CEM Smart Device*Actor A
Energy 


management 
gateway (EMG)


Energy Management / 


Providing Flexibility (M490)


(1) (2) (3)Customer


Energy 


Manager


Value Added Services


SMART GRID CONNECTION POINT


Simple external 
consumer 


display


Smart Metering 
gateway (LNAP )


Smart meter 
functionalityActor B


M441 architecture


Market communication


* e.g. HBES device, smart appliances, storage, gene rator, domestic charger for EV, complex display 


Smart Grid 
Connection 


Point


Functional metering reference architecture 
according the SM-CG (TR50572)


(4) (5)


(6) (7) (8)


Metering


(source Smart Grid Coordination Group)







Energy@home is a no-profit association registered under the Italian laws with the purpose 


of developing & promoting technologies and services for home energy efficiency based 


upon device to device communication.


Energy@home Association


Founding Members Ordinary Members


Smart Consumption is a challenge that requires involvment of several types of industries


Aggregate Members







Devices integrated in Energy@home, so far


ENEL Smart Info
• Plugged into any house electricity


sockets
• Univocally associated to the meter


• Makes available consumption, 
generation, and contractual
data


• Compatible with already deployed
smart meters


Telecom Italia Home 
Gateway


• Home Area Network 
controller


• ZigBee Trust Center


• OSGi framework to 
manage VAS via a single 
box
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Smart Appliances


•React to external signals
(price, energy colour, 
pause/resume)


•Per-phase schedulable


•Visualization of cost
and consumption


Commercial Devces


•ZigBee HA 1.2 compliant


•Energy/power meter


•Switch on/off


•Presence


• Leak, door


•…







Smart Grid Connection Point & E@h reification (so far)


CEM Smart Device*Actor A
Energy 


management 
gateway (EMG)


Energy Management / 


Providing Flexibility (M490)


Market communication
Smart Grid 
Connection 


(1) (2) (3)


(4) (5) (9)


Customer


Energy 


Manager


Value Added Services
Storage


Generation


Simple external 
consumer 


display


Smart Metering 
gateway (LNAP )


Smart meter 
functionalityActor B


M441 architecture


* e.g. HBES device, smart appliances, storage, gene rator, domestic charger for EV, complex display 


Connection 
Point


Functional metering reference architecture 
according the SM-CG (TR50572)


(source Smart Grid Coordination Group)


(4) (5)


(6) (7) (8)


List of i/f already defined in E@h:


(3, 5): ZigBee HA extended with E@h functions


(6,7): Enel PLC, proprietary


(9): USB in alternative to (3,5)


(9)


Metering


DSO
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Optimal self-consumption of generated energy
from 40% to 70%


100 – 280


Overload control: lower max contractual power
from 4.5 kW to 3 kW with same energy consumption


190-240 (*)


Energy awareness: self-optimization of energy consumptions
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-5% / -10% consumption


Low impact in installation (wireless)


Ready to internet connection and new VAS


Dynamic pricing schemes: reduction of cost In the future


Greater comfort thanks to overload control


Cost estimations based on average consumption in Italy 2.700 kWh/anno, tariff «maggior tutela», 


data from trovaofferte AEEG
(*) 190 € for a consumption of 4047 kWh/year, 240 for 2700 kWh/year
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Occupant Behaviour: how to design proper stimuli?


SPACE HEATING ENERGY DEMAND IN 290 ’’IDENTICAL’’ HOUSES IN 
DENMARK
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Energy consumption [kWh/m²year]


OCCUPANT BEHAVIOUR IS A 
CRUCIAL ASPECT INFLUENCING 
THE REAL  BUILDING ENERGY 


CONSUMPTION


V.Fabi 1,2, R.V. Andersen 2, S.P. Corgnati 1, M. Filippi 1, B.W. Olesen 2


1Polytechnic of Turin (Italy) – Energy Department
2Denmark Technical University DTU– Department of Civil E ngineering







Empowering user awareness


antecedent strategies consequences strategies
general feedback 


announce the availability of positive or 
negative consequences 


information, prompts, demonstration


brochure, notice, booklet posted through 


provide advices about the action carried 
out at the moment


rewards, feedback information
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brochure, notice, booklet posted through 
the door, TV programmes or Internet sites


persuasive energy consumption displays


The most effective feedback immediately follows an action.


Strategies in the Energy@home trial:


• Antecedent strategies (selected relevant news in the home page of the app)


• Users competition (see next slide)


• Comparison versus a benchmark (under development)


• Goals achievement (under development)







Occupant behaviour – Persuasive Feedback
«I’m pleased this week I saved 3.84 KW/h in respect


to last week: a small quantity but it’s a good start.»


«Since when I saw the consumption of my PC, I never


leave it again switched-on when I don’t use it»


«I discovered where I have a large consumption: it is


the fridge! Thanks for let me discover that.»


«the verdict was very cruel to me given that only a 


family with four members has consumed more than


me, while I have consumed more than other families 


Energy consumption this week [kWh]
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me, while I have consumed more than other families 


with five and four components, and all the other


trialists have consumed much less than me.»


«We attempted to reduce costs by operating


appliances such as washing machine and dishwasher


in the off-peak times, but we can get small cost


savings. However I am satisfied with seeing the other


participants' consumption because I am in the middle 


of the classification, even if of course I would be 


pleased to further improve my position»


… in comparison with the average [%]







Stand-by consumptions: Persuasive Feedback


Stand-by consumption [Watt]


«This report is absolutely interesting as I can see


I am quite virtuous! I knew already stand-by 


consumptions have a significative impact on 


annual bill and so I use to switch off electrical


extensions»


«Very interesting, I am quite virtuous but my


stand-by is quite high. How can I reduce it?»


13


… in comparison with the average [%]


«Thank you, I have 22 devices with standy-by


consumptions (follows the list of devices with the 


exact stand-by consumption of each device…)»


«Thanks. I want to improve my position and 


reduce stand-by. I decided to switch-off TV and 


to switch-off the courtesy lights that I have in my


corridor»







CONCLUSIONS


Association as a tool to facilitate eco-system Smart Grid Connection Point


Occupant Behaviour: Value of DataOccupant Behaviour: Value of Data
Customer Value PropositionCustomer Value Proposition
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Smart Energy Systems in EIT ICT LabsSmart Energy Systems in EIT ICT Labs


Drive European innovation for future energy systems


Dr. Ariane Sutor
Action Line Lead Smart Energy Systems


Drive European innovation for future energy systems


Dr. Ariane Sutor
Action Line Lead Smart Energy Systems


FINSENY & EIT ICT Labs Smart Energy Systems, Berlin, April 11th, 2013







Action Line Smart Energy Systems:
Mobilize a strong European network of 
industrial and academic partners 


Action Line Smart Energy Systems:
Mobilize a strong European network of 
industrial and academic partners 
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Intelligent components enable the transition 
from conventional Grids to Smart Grids
Intelligent components enable the transition 
from conventional Grids to Smart Grids


Today
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Total Global Smart Grid MarketTotal Global Smart Grid Market


Source: EIT KIC InnoEnergy Strategic Roadmap







Smart Energy Systems Vision & Focus AreasSmart Energy Systems Vision & Focus Areas


Focus Areas


User-centric services


Decentralized ICT Infrastructures


Vision


We contribute to the creation of an open European market for 
smart energy systems by


- demonstrating the added value of ICT in energy systems


- defining the blueprint of future energy systems


- bringing together smart energy ecosystems


- introducing solutions for improving the quality of life of end-users


- creating the necessary education and skills







Smart Energy Systems acts as a catalyst 
on large European projects
Smart Energy Systems acts as a catalyst 
on large European projects


FINSENY - Future INternet for 
Smart ENergY
FINSENY - Future INternet for 
Smart ENergY


Abstract


In the FINSENY project, key actors from the ICT and energy secto rs will team -up to 
identify the ICT requirements of Smart Energy Systems. This will lead to the 
definition of new solutions and standards, verified in large sca le pan -European 
Smart Energy trial.


| Page 4


Funded by FP 7


EIT ICT partner VTT, Fraunhofer, Ericsson, Siemens, SAP, Alcatel Lucent


External partner Nokia Siemens Networks GmbH, Telefonica, EDF, E.ON 


Connected 
activities


European Virtual Smart Grid Lab







User Experience and 
European Virtual Smart Grid Lab: 
Unique pan-European Facilities


User Experience and 
European Virtual Smart Grid Lab: 
Unique pan-European Facilities


Open Smart Energy Experience Labs European Virtual Smart Grid Lab


User involvement and interaction of 
heterogeneous smart grid nodes


Physical excellence network of 
Smart Grid labs and demonstrators







Innovation Activities regarding ICT InfrastructuresInnovation Activities regarding ICT Infrastructures


Smart Energy Security Hybrid Energy Grid Management


Attack detection schemes and tool for 
targeted attacks


Integration of electricity, heat and gas; 
interoperability of systems







Additional Smart Energy Key ActivitiesAdditional Smart Energy Key Activities


Smart Energy Summer School Smart Energy Round Table


�Two weeks annual summer school 


�50 top international PhD students with
multi-disciplinary background


Agenda setting joint EIT ICT Labs 
position on strategic smart energy 
topics
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FINESCE –  
An FI-PPP Phase II 
project building 
on the results of 
FINSENY 


Dr. Fiona Williams, Ericsson 
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Expected Results 
after the FI-PPP ends 


› FINESCE API  


 


 


 


 


 


› The FINESCE-API, as an 


interface definition, validated 


in field trials before being 


offered for standardization 


after the project ends 


 


› Our innovation efforts, helping 


new companies & communities 


develop 


› Results from the trials for use in 


large scale smart grid 


developments  


› Some results (e.g. VPPs) may be 


commercialized soon after the 


project ends  


› Some of our results will depend 


on the continued support of FI-


WARE GEs and it’s plans for their 


continued availability 


› The phase III proposals we intend 


to spin off  
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How can the 
Future Internet 


enable Smart Energy?enable Smart Energy?


Presented by Werner Mohr (Coordinator), Nokia Siemens Networks 
on behalf of the FINSENY project


“Smart Energy enabled by Future Internet” Workshop


FINSENY and EIT ICT Labs – April 10 and 11, 2013, Berlin  







Outline


• Motivation and basic requirements


• FI-PPP approach


• FINSENY consortium, vision and mission


• Scenarios


• Conclusions







Motivation


• In search of a sustainable energy system
• Europe has committed to 20/20/20 targets *
• Germany’s nuclear power phase out


• Integrate renewable and decentralised energy generation
• need to cope with volatility
• need to optimally use existing grid infrastructures


• Liberalisation of energy markets• Liberalisation of energy markets
• new services 
• new market players


���� ICT is the key enabler 
for the Smart Energy


• Combination of action fields
• smart grid and smart home
• smart grid and electric mobility


* A 20% reduction in EU greenhouse gas emissions from 1990 levels; 
Raising the share of EU energy consumption produced from renewable resources to 20%; 
A 20% improvement in the EU's energy efficiency.


Source: EU Commission: http://ec.europa.eu/clima/policies/package/index_en.htm







Can the Internet be useful 
for Smart Energy? 


• The Internet provides
• A cost-efficient information and communication infrastructure 


with outstanding scalability and economy of scale


• Well-proven Internet technologies (e.g. TCP/IP protocol suite) 
for re-use in private networks


• Openness to new service providers and business models 


• Limitations of today’s Internet technology
• No guaranteed high priority


• Internet could introduce security gaps


• Internet technology does not fulfil the short and deterministic 
latency requirements (e.g. for tele-protections)


• BUT the Internet is evolving fast, often at exponential 
rates, and adapting itself to users’ demands







Critical features for Smart Energy


Safety


Security


All members of society will be protected from dangerous 
occurrences


Ensure compliance in the use of information and protect the network 
from unwanted intrusions whether physical or cyber systems


Reliability Minimal interruptions to supply at all customer levels


Security


Adaptability


Utilisation


Intelligence


from unwanted intrusions whether physical or cyber systems


Be capable of operation with a wide mix of different energy sources 
and be self-healing through decision-making on a local level


Improved utilisation of assets through monitoring and control


The gathering and management of information relating to customers 
and assets throughout the network and using such information to 
deliver the features above







How is the Future Internet
likely to evolve?


Internet of Things
• New mechanisms to mange huge numbers of devices
• Sensor data can be collected, aggregated, processed and 


analysed to derive contextual awareness


Evolution of 
communication 


networks


• New wireless (LTE) and wired technologies (Fiber-to-the-X)
• Increased bandwidth but also Classes of Services approaching 


real-time requirements 
• Network virtualisation


Internet of Services


Cloud Computing


analysed to derive contextual awareness
• Improved control decisions


• Facilitates complex business relationships between multiple 
stakeholders 


• Innovative business applications


• Elasticity with private or public clouds
• transition of business models towards the “as a service “ 


paradigm







How can the Future Internet enable 
Smart Energy?


Connectivity


Management


End-to-end connectivity between large varieties of grid elements, including 
distributed energy resources, building energy management systems and electric 
vehicles using public as well as private communication infrastructures.


Smart Energy introduces a lot of new managed elements with increased data 
volume. Future Internet offers e.g. concepts for device registries, SW 
maintenance, Big Data analysis, network management, distributed processing.


Service Enablement


Distributed 
intelligence


Security & Privacy


Future Internet enables new service platforms supporting e.g. multi-tenancy, 
dynamic pricing and billing services for instant collaboration between all relevant 
stakeholders including the prosumer.


Future Internet Technologies will introduce new technologies into hardware and 
– even more so – in software, effectively injecting intelligence into the grid, e.g. 
to coordinate and control Distributed Energy Resources.


Future Internet Technologies will provide new and improved means to support 
security and privacy







Basic idea of the FI-PPP 
(Future Internet Public-Private-Partnership)


Transport &
Mobility


Logistics


Agribusiness
& Environment


…


Smart 
EnergyUsage Areas like … Public Safety


Content 
Management


…


… require today 
or in future …


Applications / Services Ecosystem & Delivery


Internet of Things


Cloud Hosting


…


… which should be provided in a generic way by the Future Internet


Security …


…


Interface 2 Networks & Devices


Data / Context Management







FI-PPP Programme


Identification of the 
requirements for each 


usage area


Implementation 
of generic requirements 


as core platform


Deploy domain-specific 
applications on core platform


Large-scale
testing


Generalisation of 
requirements







Future Internet Technology &
ICT for Smart Energy


• ICT for Smart Energy will 
rely on generic enablers 
(GE) and domain-specific 
enablers (DSE)


• GEs will be realised by the 
Future Internet core 
platform


• DSEs will add specific capabilities to 
the FI core platform which have, e.g., 
to meet the requirements for critical 
infrastructures


• Smart Grid Applications will be 
realised on top of the ICT for Smart 
Energy layer







FINSENY project in brief


Vision
« A sustainable Smart Energy system in 


Europe, combining critical 


infrastructure reliability and security 


with adaptive intelligence, enabled by 


open Future Internet Technologies. »


Mission
« Demonstrate, by 2015, how open Future Internet 


Technologies can enable the European energy 


system to combine adaptive intelligence with 


reliability and cost-efficiency to meet, 


sustainably, the demands of an increasingly 


complex and dynamic energy landscape. »


Project details:
• Duration: April 2011 – April 2013


• Partners: 35 partners from 12 
countries from the energy and 
ICT domain


• Part of the FI-PPP program
• http://www.finseny.eu/







FINSENY Scenarios







uc Use Case Model


System


Actor
Use Case


Outline
Usecase Subfunctions


FINSENY‘s 4-Step Approach


1. Scenario description
• Identify use cases and actors (market 


roles as well as systems & devices) 
according IntelliGrid method


2. ICT requirements
• Define requirements for communication & 


information flows as well as services and 


cmp Microgrid Control Center


IF7 IF8 IF9


Candidate for Generic Enabler (GE)
Combination of GE and domain-specific enablers
Candidate for domain-specific enabler


Legend


DomainDomain


middleware


Communication 
Netw ork Monitoring


IF1


Communication 
Front End for 


Netw ork Dev ices


IF2


Communication 
Front End for 


Prosumer Dev ices


IF3


Dev ice Registry


IF4


Customer Serv ice 
Front End


IF5


Realt-time High-Speed Data Bus


Ov erlay Grid Inter 
Control


IF6


Operation 
Optimization


State Analysis Supply & demand 
balancing


Configuration 
Management


Communication 
Netw ork 


Management


...


Enterprise Serv ice Bus


Historical Information 
System (short & 


long-term)


Operator Interface Market 
Management


Contract 
Management


Maintenance Forecasting & 
Scheduling


Planning ...


3. Functional Architecture
• Identify key functional building blocks and 


interfaces, specify data models and 
communication protocols


• Develop ICT architecture based on 
common and domain specific enablers


4. Trial candidates
• Identify trial candidates taking into account 


relevance, trial setup and reuse of existing 
trials







Conclusion


• The FINSENY project
• Collected and selected use cases for its five scenarios


• Provided use case descriptions as input to SG-CG WG 
Sustainable Processes


• Identified ICT requirements within scenarios


• Consolidated ICT requirements in the project• Consolidated ICT requirements in the project


• Coordination with the other FI-PPP usage areas
• requirements covered by generic enablers (FI-WARE)
• requirements covered by specific enablers (FINSENY) 


• Develop consistent functional ICT architecture considering 
FI-WARE GEs for FINSENY scenarios 


• Plan for consolidated Smart Energy trial







http://www.finseny.eu/finseny-white-paper/


THANK YOU FOR YOUR ATTENTION!THANK YOU FOR YOUR ATTENTION!THANK YOU FOR YOUR ATTENTION!THANK YOU FOR YOUR ATTENTION!
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FI-PPP – Status 
and future activitiesand future activities


JESUS VILLASANTE
Head of Unit Net Innovation
DG Communication Networks, Content 
and Technology
European Commission
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• Advance Europe's competitiveness in Future Internet 
technologies. technologies. 


• Support innovative Internet-enhanced applications of public and 
social relevance. 


• Make public service infrastructures and business processes 
smarter i.e. more intelligent, more efficient, more sustainable. 


• Address different areas, e.g. energy, wellbeing transport, etc.







FI-PPP: The Internet Accelerator


• Bring Technology, Users 


and Infrastructure together


Users


FI technology


• Accelerate the process


• Existing Advanced FI technologies


• Advanced Infrastructure


• Innovative Application & Services (Lead Users)


FI technology


Infrastructure







FI-PPP overview


• Innovation action


• Industry-led


• User-driven


• Programme notion• Programme notion


• Cross industry


• Technology foundation    bringing 
together the network and service 


dimension


• IoT


• Big Data


• Cloud hosting


• Service management


• Service mesh-up


• Security
DG CONNECT – Net Futures


• Use Cases
• Capacity building







Phase 1
Use case projects
and deliverables


Usage Areas


•Usage area requirements
•Generic Enablers and


http://www.fi-ppp.eu/projects/


•Usage area requirements
•Generic Enablers and
•Specific Enablers


•Conceptual prototypes







 


Proposal  Domains  # Trials  # Countries  


Phase 2 – Use case trials


Related to FINSENY


Related to FINEST & 
SmartAgriFood


Proposal  Domains  # Trials  # Countries  


FINESCE Smart energy 5 7 


cSpace AgriFood, Transport & Logistics 8 6 


FI-CONTENT2 Social Connected TV, Smart City Guide, gaming 6 5 


FITMAN Smart Factory 11 7 


FI-STAR Health 7 7 


DG CONNECT – Unit E3
Related to FI-CONTENT







Phase 2
Use case trial sites


cSpace


FI-CONTENT 2


FI-STAR


FITMAN


XIFI


FINESCE







What is XiFi?


The repository for experimental 
infrastructures for Innovation


The widest collection of data on 
Future Internet related 
infrastructures:


3 0
infrastructures:


• 130 publically available as of 
today – more coming


• Some 160 infrastructures 
provided information


A TOOL TO SUPPORT FUTURE 
INTERNET TRIALS IN EUROPE


Product: www.xipi.eu
Project: www.fi-infinity.eu







FI-WARE Generic Enablers (GEs)


� A FI-WARE Generic Enabler (GE) = set of general-purpose 
platform functions available through well-defined APIs


� FI-WARE GE Specifications are open (public and royalty-free)


� FI-WARE GE implementation (FI -WARE GEi):� FI-WARE GE implementation (FI -WARE GEi):
� Platform product that implements a given GE Open Sp ec
� There might be multiple compliant GEis of each GE Op en Spec
� Available FI-WARE GEis published on the FI-WARE Catalogue


� The FI-WARE project will deliver at least one refer ence 
implementation of FI-WARE GEs:


• Based upon results of previous R&D projects
• Licensed with no costs within the FI-PPP program
• Committed to commercialize implementation under FRA ND 


conditions elsewhere or license it as open source o therwise
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FI-WARE OIL (Open Innovation Lab)


• The FI-WARE Open Innovation Lab will be a case 
example of a FI-WARE Instance . It:


• Provides Cloud hosting capabilities so third parties 
can run experimental FI Applications and test them


• Incorporates a number of Generic Enablers “as a 
Service” exporting well-defined APIs 


• Will be operated under central control and be • Will be operated under central control and be 
accessible from a dedicated website.


• To be launch by end of July 2013


• Connected to Common FI-WARE Capacity 
infrastructure for trials to be setup by Xifi projects


• Developer contests during 2nd half of 2013 and 
beginning of 2014


• 100 M€ of funding for experimentation by developer 
SMEs in phase 3 of the FI-PPP
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– Define Requirements
– Develop Specific Enablers
– Make Proof of Concepts


– Validate GE/SE
– Perform trials
– Use infrastructure
– Prepare phase III 


ecosystems


– Take-up
– Target Ecosystems
– Involve software 


developers, Web 
entrepreneurs


U
s
e
 C


a
s
e
s


1 http://catalogue.fi-ware.eu/
2 http://www.xipi.eu/


– Develop Generic Enablers1


– Identify infrastructures 2


– Refine, expand GEs
– Make available OIL


– Update infrastructure
– Federate infrastructure


Phase I Phase II Phase III


– Provide, sustain 
GEs


– Open source GEsF
I-


W
A
R
E


IN
F
IN


IT
Y


A
n
d
 X


IF
I


– Operate 
infrastructures







Phase II: What should be done?


• User Industry


• Validate, use GEs and Ses


• Use common infrastructures• Use common infrastructures


• Improve services and 
business processes


• Future Internet industry


• Improve GEs, SEs


• Prepare take-up and involve third-party 
developers, entrepreneurs


• Business development







Phase 2
Opportunities for others


• Five large scale trials in preparation 


1) Open Calls by FI-PPP projects


S


FI-PPP


• Five large scale trials in preparation 


• Each has a budget of about € 1.35 million reserved for 
adding new partners through an open call


• Timing of the call: summer 2013


• Information of the open call: www.fi-ppp.eu
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2) Open Innovation Lab - OIL







FI-PPP – Not an activity in isolation


• Goes along national initiatives• Goes along national initiatives


• European Cloud Computing Strategy


• European Web Entrepreneurship Strategy







• FI-PPP Portal www.fi-ppp.eu


• FI-PPP Work Programme
http://ec.europa.eu/information_society/activities/foi/library/docs/FI-PPP_WP2011-13.pdf


• Workshops in • Workshops in 
many countries, 
see FI-PPP Portal


• @FI_PPP


• cnect-future-internet@ec.europa.eu
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